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A hard approach to system security

Phishing scams likely, warns DHS

Is hardening your systems worth the time and trouble? Most say yes.
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Computerworld - Glenn S. Phillips, president of Pelham, Ala.-based Forte
Inc., says that the dedicated Windows workstations his company sells to
hospital emergency room administrators must not only be secure, but also
absolutely tamperproof. After all, lives depend on the machines' flawless
operation.
Forte's applications show inbound EMTs the emergency room's current
availability status, "so our software must be the program that is always
running," Phillips says. "We cannot have anyone closing our program,
adding games, changing Windows settings and so on."

Hardening basics
Chase Carpenter, a unit manager in Microsoft's Windows
Server unit, says a hardening strategy should focus on the
following tactics.
Reduce the attack surface by:
Removing any nonessential tools and features.
Disabling any unnecessary services and protocols.
Removing or securing any file shares.
Restrict user access by:
Limiting user accounts.
Restricting access rights.
Protect against known and theoretical attacks by:
Configuring common security settings.

Phillips and others
who need to create
highly secure
workstations or
servers are turning to
hardening to create a
virtual steel wall
against intruders. The
hardening process
involves removing
nonessential tools
and utilities from an
operating system or
application, any of
which could be used
to help an attacker
gain unauthorized
access to system
settings or data.

Applying necessary patches and updates.
Using encryption where possible to protect critical data.
Configure the system to detect attacks by:
Configuring the system to log appropriate and inappropriate
user access.
Configuring the system to make it difficult or impossible for
attackers to cover their tracks.

The approach can be
used to substitute for
or (more commonly)
complement other
security technologies
and practices, such
as network firewalls.

Going old-school
Hardening, a technique that's been around since the earliest days of
networked computers, gradually fell into the shadows as software
developers incrementally boosted their products' internal security, and as
newer and more sophisticated security technologies and practices arrived
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Security White Papers
Move from Paper to Digital Document Capture for
Improved Business Processes
Document intensive business processes are costly and
often waste paper as well as storage - pushing costs
higher. Digitizing these processes can help...
Setting a Strategy for Secure Mobile Printing
HP's mobile printing solutions help employees to print
securely and easily no matter if they're on the go, in the
office or at...
The Philosophy of Security
Security is often looked at from the perspective of fear,
but a holistic approach can prove more effective. This
paper explains how to...
Key Data Integrity and Privacy Regulations for
Businesses
Information is currency in today's converged world.
Safeguarding this valuable asset not only enables
business acceleration, it also ensures business
continuity. In an...
HIPAA Goes HITECH
Many healthcare organizations think that traditional IT
security and compliance are sufficient safety measures
for PHI. The truth is 70% of healthcare organizations...
All Security White Papers
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Seven Emerging Trends in Endpoint Encryption
As breach notification laws began to emerge that
offered safe harbor protections for encrypted data,
enterprises found a renewed, and urgent, interest in...
Selecting a DDoS Mitigation Provider
Learn how Verisign manages and helps protect the
Internet against DDoS attacks. This webinar will also
provide you with best practices for business...
Cloud Security and Risk Management
What's TRENDing is a video/podcast series in which
recognized information security leaders are interviewed
on timely topics and how they solved or were...
Advanced Authentication Methods: Software vs
Hardware
Hardware tokens were a popular method of strong
authentication in past years but the cumbersome
provisioning and distribution tasks, high support
requirements and...

on the scene.
"Operating systems and applications are more secure than ever," observes
Chris Rafter, vice president of consulting services at Logicalis, a systems
integrator in Bloomfield Hills, Mich. Yet improved software security hasn't
made hardening any less practical or useful. "It's still one of the least
expensive and most effective ways of protecting yourself or preventing
infections or outages -- just basically closing security holes that might
affect your company adversely," Rafter says.

WikiLeaks: How am I Affected?
The latest WikiLeaks episode has raised questions
about how organizations and governments protect their
sensitive information. While this incident was isolated,
it has...
All Security Webcasts

Featured Security Blog
Preventing security threats
from cleaning staff
By Richi Jennings

Peter Makohon, a senior security and privacy manager at the New York
office of professional services firm Deloitte & Touche, says hardening is
coming back into fashion as more enterprises face pressure to patch every
possible security loophole that could conceivably be exploited as an entry
pathway. He says that a growing push for stricter compliance measures
from private and public regulators is inspiring many enterprises, particularly
those involved in finance, health care and other highly regulated industries,
to take another look at hardening. "They are now hardening, spending more
time securing their more critical assets," Makohon says.
Just about any enterprise can benefit from hardening, Rafter says.
"Operating systems and applications are definitely a lot more secure than
they were a long time ago, but there's still logic to turning off unnecessary
services and basically only activating and using what you really need," he
contends. "Plus, it doesn't require a great deal of effort."
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Do you know who's in your building at night?
Can you positively vouch for all those heretoday, gone-tomorrow contract staff who clean and
maintain your offices? Physical access is a worryingly
simple vector for data-stealing malware. INSIDER
(free registration requested) more
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Hadoop?
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Chief Technology Officer
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Additional Resources
WHITE PAPER

Options for Protecting against Web Threats
This independent paper from senior analyst Jon Collins at FreeForm Dynamics
considers how Web-based security threats are evolving, within the context of IT
trends including mobile, home computing and other forms of remote access that
could potentially increase the attack surface of the companies. It defines the
scale and types of threat, what to look for in a corporate web security solution
and compares the different types of technological approach available to
companies and the processes that need to be considered for effective protection.
Read now.

Chief Technology Officer Job
Los Angeles, CA - Thomson Reuters-boston
Chief Technology Officer (CTO)
Boulder, CO - Motus IT
Senior Software Engineer, Office of the...
Sunnyvale, CA - Yahoo!
See All Jobs
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Enter the Security KnowledgeVault
Security is not an option. This KnowledgeVault Series offers professional advice
how to be proactive in the fight against cybercrimes and multi-layered security
threats; how to adopt a holistic approach to protecting and managing data; and
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Go

how to hire a qualified security assessor. Make security your Number 1 priority.
Read now.
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Guide to SMB Communications
To date, small businesses have been unable to cost justify an IP-based
communications system. This paper provides organizations with fewer than 250
employees a way to meet unique voice and data communications needs even
with a limited budget and small IT staff.
Read now.
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Anonymous
Center for Internet Security Standards
Can't believe that CIS (CISecurity.org) has not been mentioned as a template for
creating hardened OSs (Windows, Linux, Solars, IOS, etc) and applications (SQL
Server, Oracle, MySQL...)
Organizations like mine (financial) that have been implementing hardening across the
board for the last few years will know that it is critical to maintain hardening settings
the same way any other system configurations are. We deploy CIS Level 2 hardening
settings via GPO to all workstations and servers.
The discipline of hardening an environment at a macro level really forces an IT
organization to a level of maturity that necessarily improves process and security in
other areas.
09/30/2010 07:41 AM
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Anonymous
Center for Internet Security Standards
Can't believe that CIS has not been mentioned as a template for creating hardened
OSs (Windows, Linux, Solars, IOS, etc) and applications (SQL Server, Oracle,
MySQL...)
Organizations like mine (financial) that have been implementing hardening across the
board for the last few years will know that it is critical to maintain hardening settings
the same way any other system configurations are. We deploy CIS Level 2 hardening
settings via GPO to all workstations and servers.
The discipline of hardening an environment at a macro level really forces an IT
organization to a level of maturity that necessarily improves process and security in
other areas.
09/30/2010 07:41 AM
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Great, but ..
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This advice is a starting point, but it is too high level. How about providing links to
more detailed instructions?
At least in 'nix you can remove services and applications not explicitly needed. That is
not as easy to do in Win. Try to figure out which windows services you can turn off.
They have cryptic names and many don't have useful descriptions. Even going to
hardening sites is marginally helpful.
Here are a few links to Win hardening tips I've collected. I found that advice often
carries over to new versions, ie from XP to Vista to Win7 with only slight adjustments:
http://downloads.techrepublic.... (this is a good one)
http://downloads.techrepublic....
http://www.zdnet.co.uk/news/it...
http://windows.uwaterloo.ca/Ma...
http://www.pcworld.com/article...
http://blogs.techrepublic.com....
http://www.windowsecurity.com/...
http://www.worldstart.com/tips...
http://www.smartpcutilities.co... - a tool for Vista Services optimization. It's been a
while since I tried it.
09/22/2010 05:38 PM
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hansel
Evenmmc.dll
We had a work computer hit by an unknown file called evenmmc.dll. The infected
computer's CPU was tasked 100% making the use of the computer almost inpossible.
I took the infected HD and put it in another computer as slave to remove that file and
on restart the CPU is not tasked 100% and now the computer is useable. There is
some unknown program running in the backround and I am not through repairing this
workstation. That file was also in the registry under Control Session
manager/appcertdlls and I also removed the file from there before restarting
09/22/2010 11:00 AM
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Anonymous
Seriously, how long does your app stay running?
and how long does your MS Windows OS stay running?
Lives are involved and you said you use MS Windows, so I can't seriously consider
clicking to Page 2.
09/22/2010 08:05 AM
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Fatman
I guess someone failed to read the EULA
IIRC, Microsoft's EULA expressly disclaims the use of Windows in life safety
situations.
(flame bait)
Secondly, why would anyone want their life dependent on the proper function
of Windows???
(/flame bait)
09/22/2010 08:14 AM
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2011 Web Security
Report

Magic Quadrant for
Secure Web Gateway

The first few hours of a
new Web attack show
that traditional defenses
lack adequate
protection. This 2011 Web security
report details how cybercriminals have
modified their tactics to successfully
use the Web as their attack vector and
highlights the need for a Web defense
layer to evaluate dynamic Web links
leading to Web threats.

Corporate Web
Security — Market
Quadrant 2011

Web 2.0 and associated
malware threats
continue to drive the
secure Web gateway
market. This Gartner Magic Quadrant
ranks the key vendors in this market
and highlights their product
differentiators. Read Gartner's opinion
on on-premise solutions vs. cloudbased services and discover the
vendors that are leading the charge to
keep the Web secure.

The corporate Web
security market has
many vendors offering
appliances, software, hosted services,
and hybrid solutions that help secure
and manage Web traffic. This Radicati
Market Quadrant evaluates key
features such as malware protection,
URL filtering, and data loss prevention
and ranks the market leaders
according to product functionality and
market share.
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