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Hardware White Papers
Computerworld - Open-source is everywhere -- operating systems,
application software, development tools. So why not routers, too?
It's a question that Sam Noble, senior network system administrator for
New Mexico Supreme Court's Judicial Information Division, pondered while
looking for a way to connect courthouses statewide to a new centralized
case management system. Noble sought a DSL router that would be
affordable and customizable, but found that the ISP-supplied modem
lacked remote monitoring of local link status. This was vital, in his opinion,
so the division could monitor the status of the DSL connection at each of
several layers lower than just the 'Can I pass traffic?' test that one is limited
to using the ISP's modems, Noble explains.
Another alternative, adding ADSL cards to the legacy Cisco Systems' 2600
Series frame-relay routers used at some courthouses, provided the
necessary visibility, but the elderly devices lacked enough power to support
firewall performance. A third alternative, Juniper Networks' NetScreen
SSG20 firewall/router with an ADSL option, "lacked many of the features
we wanted, like full-featured command lines and unlimited tunnel
interfaces," Noble says.
Frustrated, Noble decided to investigate yet another option: open-source
routers. Aware of the open-source movement's impact on technologies
ranging from server platforms to VoIP telephony, he decided that an opensource router ultimately could turn out to be a smart, flexible and costeffective choice. Curious, he downloaded software from open-source router
vendor Vyatta onto a laptop and ran some preliminary tests.
"I was especially interested in whether the administrative interfaces were
complete and feature-full," Noble says.
Impressed by the initial results, Noble created a prototype site in Santa Fe
to study performance, the Vyatta routers' ability to work with existing
technologies and cost-effectiveness. "We needed somewhere to bring up a
DSL connection for testing and to work out the best configuration without
impacting our production network," he says.
Noble quickly decided the open-source router provided the exact
capabilities he wanted. "Vyatta offered us functionality that would have
been unavailable or very costly to add to Cisco or NetScreen equipment,"
he says. These functions include support for Border Gateway Protocol
(BGP) -- the core Internet protocol that allows decentralized routing -- VPN
concentrator for additional security, URL filtering -- again, for security -and packet capture.

Virtualization KnowledgeVault
The resources in this Virtualization KnowledgeVault
provide expert advice. You don't have to go it alone take advantage of all the assets...
Tactics in Optimizing Virtual Machine Disk IOPS
IT shops with heavy-duty hardware experience the
classic signs of poor performance and often don't even
realize it. Your storage represents one of...
How iPads Enter The Workforce
iPad has exploded onto the scene. Who could have
imagined that a tablet (a category introduced in 2001)
would capture the imagination of...
BYO - Rethinking Your Device Strategy
Provide your employees and contractors the freedom
and flexibility to use their own computer for work-while
eliminating security, control and support issues.
Download...
Checklist for an Employee-Owned Notebook or PC
Program
Interest in offering employee-owned notebook
programs (also referred to as "BYO", "BYOC" and
"Bring Your Own Computer") is growing due to better
technology,...
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Hardware Webcasts
VMware vCloud Director QuickStart Series Part 2:
Architecting Your Cloud
This is part 2 of a two-part course series that covers
the multiple components of VMware vCloud™
solutions and services, discusses the relationships...
Accelerating Cloud Computing Adoption by Federal
Agencies
At VMware, we believe the key to accelerating safe and
secure adoption of cloud computing is to pool virtual
infrastructure resources in your...
Seven Emerging Trends in Endpoint Encryption
As breach notification laws began to emerge that
offered safe harbor protections for encrypted data,
enterprises found a renewed, and urgent, interest in...
VMware vCloud Director QuickStart Series Part 1:
Overview
This is part 1 of a two-part course series using a
mixture of conceptual slides and live demonstrations.
This course will present an...

All told, Noble says, "It was a great fit."
In April 2008, Noble began deploying Vyatta 514 router appliances to an
average of two sites each month. When the project is completed within the
next year or so, 40 to 50 sites around New Mexico will be connected to the
Santa Fe-based centralized case management system.

Industry Community Clouds and the NYSE Capital
Markets Community Platform - Powered by VMware
Industry community clouds are being built to meet the
unique computing requirements of businesses in
vertical markets. VMware enables these vertical clouds
via...
All Hardware Webcasts

Niche performers
Noble is part of a small but growing number of IT managers eschewing
proprietary routers in favor of open-source alternatives. (For a list of
alternatives, see sidebar.)Seeking cost savings, better features and
enhanced customization capabilities, these IT managers are on the front
edge of a wave that's bringing open-source technologies and practices into
network routing.
Open-source routers come in three basic forms: software that transforms a
standard PC or server into a combination router and firewall, firmware that
can be inserted into an existing router and appliances that come with opensource routing software pre-installed.
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How do I prevent a SQL injection attack?
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Options for Protecting against Web Threats
This independent paper from senior analyst Jon Collins at FreeForm Dynamics
considers how Web-based security threats are evolving, within the context of IT
trends including mobile, home computing and other forms of remote access that
could potentially increase the attack surface of the companies. It defines the
scale and types of threat, what to look for in a corporate web security solution
and compares the different types of technological approach available to
companies and the processes that need to be considered for effective protection.
Read now.
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Enter the Security KnowledgeVault
Security is not an option. This KnowledgeVault Series offers professional advice
how to be proactive in the fight against cybercrimes and multi-layered security
threats; how to adopt a holistic approach to protecting and managing data; and
how to hire a qualified security assessor. Make security your Number 1 priority.
Read now.
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Guide to SMB Communications
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To date, small businesses have been unable to cost justify an IP-based
communications system. This paper provides organizations with fewer than 250
employees a way to meet unique voice and data communications needs even
with a limited budget and small IT staff.
Read now.
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2011 Web Security
Report

Magic Quadrant for
Secure Web Gateway

The first few hours of a
new Web attack show
that traditional defenses
lack adequate
protection. This 2011 Web security
report details how cybercriminals have
modified their tactics to successfully
use the Web as their attack vector and
highlights the need for a Web defense
layer to evaluate dynamic Web links
leading to Web threats.

Corporate Web
Security — Market
Quadrant 2011

Web 2.0 and associated
malware threats
continue to drive the
secure Web gateway
market. This Gartner Magic Quadrant
ranks the key vendors in this market
and highlights their product
differentiators. Read Gartner's opinion
on on-premise solutions vs. cloudbased services and discover the
vendors that are leading the charge to
keep the Web secure.

The corporate Web
security market has
many vendors offering
appliances, software, hosted services,
and hybrid solutions that help secure
and manage Web traffic. This Radicati
Market Quadrant evaluates key
features such as malware protection,
URL filtering, and data loss prevention
and ranks the market leaders
according to product functionality and
market share.
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