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Green gotchas: The pitfalls of tech recycling

Top Stories
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A few simple steps can keep an IT green policy from turning into your
own ecological disaster.
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Computerworld - Wendy Burchard, procurement coordinator in the IS
department at the University of Richmond in Virginia, knows all about the
pitfalls of recycling old equipment.
Burchard discovered that the firm that was carting away the school's
unwanted computer hardware for recycling was actually reselling the
equipment. "We thought everything was getting crushed up into little
pieces. Then we found out later that they were reselling our stuff," Burchard
says. "They never told us they were doing that."
Like most IT professionals these days, Burchard was simply trying to help
her shop follow environmental best practices. "We would never want to do
anything to hurt the environment," she says. "We want to always do the
right thing."
In recent years, recycling has become a high priority for IT departments.
Yet as recycling efforts are ramping up, more managers are finding
themselves coping with shady recyclers that dispose of IT assets in
environmentally irresponsible ways, potentially exposing sensitive
enterprise data in the process.
Burchard's brush with an unscrupulous recycler put her job on the line.
"The last thing that we want is to have somebody find a University of
Richmond computer over in China somewhere," Burchard says.

Avoiding Landfills
Christine Pfendt, CEO of Citigate Cunningham, feels Burchard's pain. When
she joined the public relations firm several years ago, Pfendt didn't
anticipate acquiring a recycling headache. But that's what she got when
she inherited 5,000 square feet of obsolete computer equipment and
peripherals. The previous management team had taken a novel approach to
equipment disposal, she says. "Instead of recycling or repairing, they'd just
buy new equipment" and cast aside the old.
A staunch
environmentalist,
Pfendt wanted to find
ways to use
everything to its end
of life, avoid waste
and keep the items
from adding to
landfills.

Elgan: How Apple will kill cable TV

Five steps to surprise-free recycling
1. Research the provider. Find out everything you can about
the company. Search the Web for reports and reviews. Ask
colleagues what they think about the firm. Get references, and
speak with current and past customers.
2. Check qualifications. Check to see if the business has
achieved ISO 9001:2008 or ISO 14001:2004 certification.
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3. Get everything in writing. Don't assume that the recycler is
Cutting through the
disposing of your assets properly. Get the company to state in
clutter proved to be
writing how it's handling each consignment. Work with your
an arduous task. "We
finance department to ensure that assets being disposed of
had to figure out what
are being recorded accurately.
was usable and what
4. Get input. Consult with key departments, such as
was not," she says.
procurement and legal, to verify that equipment is ready and
Staff members
safe to be recycled.
separated items that
5. Monitor the situation. Visit -- or hire someone to visit -- the
contained sensitive
recycler's site to view processes and talk to employees.
information from
those that didn't. "For
— John Edwards
cell phones and
pagers without
confidential info, we gave them to a battered women's shelter," Pfendt
says. "For the servers, we created a script that wiped away the info." The
machines could then be safely recycled.

Unneeded monitors, however, were advertised on Craigslist. "The person
who came for them told us they were a nonprofit," Pfendt recalls. But she
later learned it was a for-profit company that was reselling the monitors -on Craigslist. Lesson learned: "Require a copy of their 501(c)(3) status in
advance," she says.
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The first few hours of a
new Web attack show
that traditional defenses
lack adequate
protection. This 2011 Web security
report details how cybercriminals have
modified their tactics to successfully
use the Web as their attack vector and
highlights the need for a Web defense
layer to evaluate dynamic Web links
leading to Web threats.
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Web 2.0 and associated
malware threats
continue to drive the
secure Web gateway
market. This Gartner Magic Quadrant
ranks the key vendors in this market
and highlights their product
differentiators. Read Gartner's opinion
on on-premise solutions vs. cloudbased services and discover the
vendors that are leading the charge to
keep the Web secure.

The corporate Web
security market has
many vendors offering
appliances, software, hosted services,
and hybrid solutions that help secure
and manage Web traffic. This Radicati
Market Quadrant evaluates key
features such as malware protection,
URL filtering, and data loss prevention
and ranks the market leaders
according to product functionality and
market share.
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