Chapter Two

Networks vs. Hierarchies

I. The Systematic Stupidity of Hierarchies

The intrusion of power into human relationships creates irrationality and systematic stupidity. As Robert
Anton Wilson argued in “Thirteen Choruses for the Divine Marquis,”

A civilization based on authority-and-submission is a civilization without the means of self-correction.
Effective communication flows only one way: from master-group to servile-group. Any cyberneticist
knows that such a one-way communication channel lacks feedback and cannot behave "intelligently."

The epitome of authority-and-submission is the Army, and the control-and-communication network
of the Army has every defect a cyberneticist's nightmare could conjure. Its typical patterns of behavior
are immortalized in folklore as SNAFU (situation normal—all fucked-up), FUBAR (fucked-up beyond
all redemption) and TARFU (things are really fucked-up). In less extreme, but equally nosologic, form
these are the typical conditions of any authoritarian group, be it a corporation, a nation, a family, or a
whole civilization.'

That same theme featured prominently in The Illuminatus! Trilogy, which Wilson coauthored with
Robert Shea. “....[I]n a rigid hierarchy, nobody questions orders that seem to come from above, and those at
the very top are so isolated from the actual work situation that they never see what is going on below.”*

A man with a gun is told only that which people assume will not provoke him to pull the trigger. Since
all authority and government are based on force, the master class, with its burden of omniscience, faces
the servile class, with its burden of nescience, precisely as a highwayman faces his victim. Communi-
cation is possible only between equals. The master class never abstracts enough information from the
servile class to know what is actually going on in the world where the actual productivity of society oc-
curs.... The result can only be progressive deterioration among the rulers.?

This inability of those in authority to abstract sufficient information from below, and this perception of
management by workers as “a highwayman,” result in the hoarding of information by those below and their
use of it as a source of rents. The power differential, by creating a zero-sum relationship, renders the pyra-
mid opaque to those at its top.

Radical organization theorist Kenneth Boulding, in similar vein, wrote of the value of “analysis of the
way in which organizational structure affects the flow of information,”

hence affects the information input into the decision-maker, hence affects his image of the future and
his decisions.... There is a great deal of evidence that almost all organizational structures tend to pro-
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duce false images in the decision-maker, and that the larger and more authoritarian the organization, the
better the chance that its top decision-makers will be operating in purely imaginary worlds.*

Or in the pithy phrasing of Robert Theobald: “A person with great power gets no valid information at
all.”

In his discussion of metis (i.e. distributed, situational and job-related knowledge), James C. Scott draws a
connection between it and mutuality—"“as opposed to imperative, hierarchical coordination”—and ac-
knowledges his debt to anarchist thinkers like Kropotkin and Proudhon for the insight.® Metis flourishes
only in an environment of two-way communication between equals, where the person in contact with the
situation—the person actually doing the work—is in a position of equality.

Interestingly, R.A. Wilson had previously noted the same connection between mutuality—bilateral com-
munication between equals—and accurate information—in “Thirteen Choruses.” And he included his own
allusion to Proudhon, no less:

Proudhon was a great communication analyst, born 100 years too soon to be understood. His system of
voluntary association (anarchy) is based on the simple communication principles that an authoritarian
system means one-way communication, or stupidity, and a libertarian system means two-way commu-
nication, or rationality.

The essence of authority, as he saw, was Law — that is, fiat — that is, effective communication run-
ning one way only. The essence of a libertarian system, as he also saw, was Contract — that is, mutual
agreement — that is, effective communication running both ways. ("Redundance of control" is the
technical cybernetic phrase.)

To say that a hierarchical organization is systematically stupid is just to say that it is incapable of know-
ing what it knows, or making effective use of the knowledge of its members; it is less than the sum of its
parts. Clay Shirky quotes John Seely Brown and Paul Duguid:

“What if HP knew what HP knows?” They had observed that the sum of the individual minds at HP had
much more information than the company had access to, even though it was allowed to direct the ef-
forts of those employees. Brown and Duguid documented ways in which employees do better at shar-
ing information with one another directly than when they go through official channels.”

There's a great scene in the 1985 movie Brazil. Jackbooted thugs from the Ministry of Information's In-
formation Retrieval Department (i.e., the secret police) have just invaded an apartment by sawing a hole
through the floor above and sliding down firemen's poles—and then arrested the wrong man based on a
computer error. In the aftermath, the Ministry of Works shows up to plug the hole:

JILL: There must be some mistake ... Mr Buttle's harmless...

BILL: We don't make mistakes.

[So saying, he drops the manhole cover, which is faced with same material as the floor, over the hole in
the floor. To his surprise it drops neatly through the floor into the flat below.]

CHARLIE: Bloody typical, they've gone back to metric without telling us.

That's the way things work in real life in a hierarchical institution, because it is unable to aggregate the
intelligence of its members and bring it to bear effectively on the policy-making process. So policies have a
myriad of unintended consequences, and various policies operate at cross-purposes with each other in unan-
ticipated ways. And to top it all off, the transaction costs of getting information to management about the
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real-world consequences of its policies are prohibitive for the same reason that the transaction costs of ag-
gregating the information required for effective policy-making in the first place were prohibitive.

But no worries. Because the CEO and his chums in the C-Suite don't live under the effects of their ass-
brained policy, and subordinates are afraid to tell them what a clusterfuck they created, the CEO will hap-
pily inform the CEOs at other organizations of how wonderfully his new “best practice” worked out. And
because these “competing” organizations actually exist in an oligopoly market of cost-plus markup and ad-
ministered pricing, and share the same pathological institutional cultures, they suffer no real competitive
penalty for their bureaucratic irrationality.

A hierarchy is a device for telling naked emperors how great their clothes look. “Thoreau,” a professor of
physics who for obvious reasons prefers to blog anonymously, describes it in the context of his interactions
with an administrator:

Let’s just say that there’s something we do that is...sub-optimal. Everyone knows it is sub-optimal.
We do it because we are operating under certain constraints. There is a proposal to expand this prac-
tice, and to expand it to settings where it is completely optional. There is no mandate or budget cut
obligating us to expand this practice; the only motivation is the desire to expand some empires.

I observed that what we do is sub-optimal, and we shouldn’t expand this, but she was basically
pointing out that we routinely generate reports saying that it works. Yes, we do. Those reports involve
pigs and lipstick. We all know this. However, she lives in a world that is based on those reports. She
is at least smart enough to know that those reports are full of convenient fictions, but she is shocked—
shocked!-by the suggestion that there’s anything wrong here.?

To just take one example, consider the sanitary precautions at the hospital where I work. The nursing
staff is ordered to wear gowns and gloves at all times in the rooms of patients with contact precautions for
MRSA. But we're not to gown up the patient when we transport her from one part of the hospital to another
—because seeing it might make outside visitors uneasy. And according to the written policies, we're re-
quired to wear masks in the rooms of patients on droplet isolation, and wear them outside the room and shut
the door before we drop them in the red biohazard trash can outside the door—after all, it would kind of vi-
olate the whole purpose of the mask to take it off when you were still inside breathing room air, wouldn't it?
That would be stupid. Problem is, there is no biohazard trash can outside the patient's door because of JC-
AHO fire hazard restrictions on what can be stored in the hall. So we typically strip off the mask and gown
and deposit them in the trash can six paces from the door, and hold our breath on the way out.

In that light, the gag from Brazil about a plug from Works not fitting a hole made by Information Re-
trieval really isn't even funny.

When you constantly operate on the assumption that you're going to internalize the effects of your own
actions, you have an incentive to anticipate things that could go wrong. And when you make a decision, you
continually revise it in response to subsequent experience. Normal, sane human beings—that is, human be-
ings who are in contact with their environments and not insulated from them by hierarchies—are always
correcting our own courses of action.

Authority short-circuits this process: it shifts the negative consequences of decisions downward and the
benefits upward, so that decision-makers operate based on a distorted cost-benefit calculus; and it blocks
negative feedback so that the locus of organizational authority is subject to the functional equivalent of a
psychotic break with reality.

When policy isn't the result of systematic stupidity, it's an elaborate exercise in shining it on. The pri-
mary purpose is to give management plausible deniability, the ability to say “But they knew about our writ-
ten policy,” when the inevitable shortcuts to compensate for deliberate understaffing and irrational
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interference result in a public relations disaster. Auschwitz probably had a “written policy” against killing
Jews.

The lack of feedback means that most organizations are “successful” at achieving goals that are largely
artificial—goals that are defined primarily by the interests of their governing hierarchies, rather than being
defined by the ostensible customers or those engaged in directly serving customer needs. On the other hand,
organizational frameworks like networks, which are based on two-way feedback between equals, result in a
high rate of “failure.” As Clay Shirky puts it, “[t]he bulk of open source projects fail.”

Open source is a profound threat, not because the open source ecosystem is outsucceeding commercial
efforts but because it is outfailing them. Because the open source ecosystem, and by extension open so-
cial systems generally, rely on peer production, the work on those systems can be considerably more
experimental, at considerably less cost, and any firm can afford. Why? The most important reasons are
that open systems lower the cost of failure, [and] they do not create biases in favor of predictable but
substandard outcomes....”

Hierarchical institutions, on the other hand, are almost uniformly successful because everyone's scared to
tell the bosses how stupid their policies are and how shitty their products are. Failure is in fact a byproduct
of the process by which success is achieved: most products in the corporate economy are only considered
“good enough” because customers are powerless.

Chrystia Freeland argues the GOP establishment and its backers were so utterly convinced Obama would
lose in 2012, and caught so badly off-guard by the actual outcome of the election, because of the very same
kinds of information filtering and group think that prevail in the corporations they represented.

By his own definition, Romney’s single strongest qualification to become president was analytically
based, managerial excellence. And if the election campaign were the test of that, and even if you were
ideologically his fan, you should think it right that he lost. Now, how could it happen? My first thought
was it was also the case that all the smartest guys in the room managed to lose a lot of money in 2008
and managed to convince themselves of a set of very mistaken beliefs about where the markets where
going to go. It was a lot of the same people on the wrong side of both bets....

And when it comes to the super-rich guy dimension, and I imagine this has happened to Obama as
well, when you’re a rich and powerful guy, it can make it hard to see reality, especially when you’re
paying your campaign staff great salaries, as Romney was. "

The problem, to repeat, is that no matter how intelligent the people staffing a large institution are as indi-
viduals, hierarchy makes their intelligence unusable. Given that the institution does not exist as a vehicle for
the goals of its members, given that there is no intrinsic connection between their personal motivation and
their roles in the organization, and given that the information and agency problems of a hierarchy prevent
consequences from being fully internalized by actors, individuals simply cannot be trusted with the discre-
tion to act on their own intelligence or common sense. That's the whole idea behind standardized work-
rules, job descriptions, and all the rest of the Weberian model of bureaucratic rationality: because someone,
somewhere might use her initiative in ways that produce results that are detrimental to the interests of the
organization, you need a set of rules in place that prevent anyone from doing anything at all. Unlike net-
works, which treat the human brain as an asset, hierarchical rules systems treat it as a risk to be mitigated.

Job descriptions and union work rules are the other side of the coin to Weberian/Taylorist work rules.
Both result from hierarchy. Power, by definition, creates zero-sum relationships. Superiors attempt to ex-
ternalize effort on subordinates and skim off the benefits of increased productivity for themselves; subordi-
nates, as a result, attempt to minimize the expenditure of effort and "satisfice" the minimal amount
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necessary to get their pay and keep from getting fired. Both superiors and subordinates filter or hoard in-
formation of benefit to the other party, and attempt to maximize the rents from keeping each other ignorant.
In this zero-sum relation, where each side can only benefit at the expense of the other, each party seeks
mechanisms for limiting abuses by the other.

The need to impose constraints on freedom of action, and to impede individual initiative in directly
adopting the most common-sense and lowest-cost solutions to immediate problems, was explained by Paul
Goodman:

...the government Peace Corps is many times as expensive as similar less official operations
largely because an errant twenty-year-old well-digger might become an International Incident, so
one cannot be too careful in selecting him. Convenience of supervision overrides performance.
And the more “objective” the better. If the punch card [i.e. computer punch card—this was the
mid-1960s] approves, no one is guilty. To bureaucrats, a fatal hallmark of decentralist enterprises
is their variety in procedure and persons; how can one know, with a percentage validity, that these
methods and persons are right?"

The result is a world which is hard to distinguish from such parodies as “The Feds” in Neal Stephenson's
Snow Crash, or Brazil's Ministry of Central Services in which one cannot replace a blown fuse without a
Form 27-B. The problem of replacing a door catch in the New York public school system, which suggests
“Form 27-B” was hardly even a parody, is a good example:

...To remove a door catch that hampers the use of a lavatory requires a long appeal through headquar-
ters, because it is “city property.”....

...An old-fashioned type of hardware is specified for all new buildings, that is kept in production
only for the New York school system.'

When the social means are tied up in such complicated organizations, it becomes extraordinarily dif-
ficult and sometimes impossible to do a simple thing directly, even though the doing is common sense
and would meet with universal approval, as when neither the child, nor the parent, nor the janitor, nor
the principal of the school can remove the offending door catch."

A corporate hierarchy interferes with the judgment of what Friedrich Hayek called “people-on-the-spot,”
and with the collection of dispersed knowledge of circumstances, in exactly the same way a state does.

Most production jobs involve a fair amount of distributed, job-specific knowledge, and depend on the
initiative of workers to improvise, to apply skills in new ways, in the face of events which are either totally
unpredictable or cannot be fully anticipated. Rigid hierarchies and rigid work rules only work in a pre-
dictable environment. When the environment is unpredictable, the key to success lies with empowerment
and autonomy for those in direct contact with the situation.

Hierarchical organizations are—to borrow a wonderful phrase from Martha Feldman and James March
—systematically stupid." For all the same Hayekian reasons that make a planned economy unsustainable,
no individual is “smart” enough to manage a large, hierarchical organization. Nobody—not Einstein, not
John Galt—possesses the qualities to make a bureaucratic hierarchy function rationally. Nobody’s that
smart, any more than anybody’s smart enough to run Gosplan efficiently—that’s the whole point. As Matt
Yglesias put it,
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I think it's noteworthy that the business class, as a set, has a curious and somewhat incoherent view of
capitalism and why it's a good thing. Indeed, it's in most respects a backwards view that strongly con-
trasts with the economic or political science take on why markets work.

The basic business outlook is very focused on the key role of the executive. Good, profitable, grow-
ing firms are run by brilliant executives. And the ability of the firm to grow and be profitable is evi-
dence of its executives' brilliance. This is part of the reason that CEO salaries need to keep escalating—
recruiting the best is integral to success. The leaders of large firms become revered figures.... Their suc-
cess stems from overall brilliance....

The thing about this is that if this were generally true—if the CEOs of the Fortune 500 were brilliant
economic seers—then it would really make a lot of sense to implement socialism. Real socialism. Not
progressive taxation to finance a mildly redistributive welfare state. But “let's let Vikram Pandit and
Jeff Immelt centrally plan the economy—after all, they're really brilliant!”

But in the real world, the point of markets isn't that executives are clever and bureaucrats are dimwit-
ted. The point is that nobody is all that brilliant.'

No matter how insightful and resourceful they are, no matter how prudent, as human beings in dealing
with actual reality, nevertheless by their very nature hierarchies insulate those at the top from the reality of
what’s going on below, and force them to operate in imaginary worlds where all their intelligence becomes
useless. No matter how intelligent managers are as individuals, a bureaucratic hierarchy makes their intelli-
gence less usable. Chris Dillow describes it this way:

But why don’t firms improve with practice in the way that individuals' musical or sporting performance
improves? Here are four possible differences:

1. Within firms, there’s no mechanism for translating individuals’ learning, or incremental knowl-
edge, into corporate knowledge. As Hayek said, hierarchies are terrible at using fragmentary, tacit, dis-
persed knowledge.

2. Job turnover means that job-specific human capital gets lost.
3. Bosses are selected for overconfidence. But overconfidence militates against learning.

4. In companies, the feedback that’s necessary for improvement gets warped by adverse incentives
or ego involvement. If I play a phrase or chord badly, my ears tell me to practice it more. But if a com-
pany gets some adverse feedback—falling sales, say—no-one has an incentive or desire to say “I
screwed up: I‘d better improve.” And formal efforts to generate feedback, such as performance reviews,
often backfire.

What I’m saying is what every methodological individualist knows: companies are not individuals
writ large. The differences between them can mitigate against learning by doing.

And herein lies the cost of the banking crisis. Because productivity growth comes from entry and
exit rather than firms’ learning on the job, anything that retards the entry process—such as a lack of fi-
nance—will retard aggregate productivity growth, and hence economic growth.'®

Some attempt to turn systematic stupidity into a feature rather than a bug. David Mielach writes:

Sometimes stupidity pays off for businesses. New research has revealed that functional stupidity, or the
suspension of doubt and open communication at a company, can play an important role in a success-
fully run organization.

"We see functional stupidity as the absence of critical reflection. It is a state of unity and consensus
that makes employees in an organization avoid questioning decisions, structures and visions," said Mats
Alvesson, professor of organization studies at the Lund University School of Economics and Manage-
ment in Sweden. "Paradoxically, this sometimes helps to raise productivity in an organization."
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That so-called functional stupidity can help an organization by helping to block doubt and open
communication within a company. However, Alvesson warned organizations that the long-term conse-
quences of functional stupidity can damage an organization.

"It is a double-edged sword. It is functional because it has some advantages and makes people con-
centrate enthusiastically on the task in hand," said Alvesson, who conducted the research with col-
league André Spicer. "It is stupid because risks and problems may arise when people do not pose criti-
cal questions about what they and the organization are doing."

"Short-term use of intellectual resources, consensus and an absence of disquieting questions about
decisions and structures may oil the organizational machinery and contribute to harmony and increased
productivity in a company," Alvesson said. "However, it may also be its downfall.”"’

Of course that's a back-handed compliment, as Mielach's authorities say themselves; while systematic
stupidity may improve short-term coordination in pursuit of an arbitrarily determined goal, it cripples' the
organization's long-term ability to adjust to its environment. And it's important to bear in mind is that orga-
nizations can only afford it in the long term because it is insulated by some sort of cartelization from the
competitive ill effects of stupidity.

And as an institution becomes larger and experiences increased overhead and bureaucratic ossification, it
simultaneously becomes more and more vulnerable to fluctuating conditions in its surrounding environ-
ment, and less able to react to them.

As the number of employees grows, the amount of profit per employee shrinks. West gets giddy when
he shows me the linear regression charts. “Look at this bloody plot,” he says. “It’s ridiculous how well
the points line up.” The graph reflects the bleak reality of corporate growth, in which efficiencies of
scale are almost always outweighed by the burdens of bureaucracy. “When a company starts out, it’s all
about the new idea,” West says. “And then, if the company gets lucky, the idea takes off. Everybody is
happy and rich. But then management starts worrying about the bottom line, and so all these people are
hired to keep track of the paper clips. This is the beginning of the end.”

The danger, West says, is that the inevitable decline in profit per employee makes large companies
increasingly vulnerable to market volatility. Since the company now has to support an expensive staff
— overhead costs increase with size — even a minor disturbance can lead to significant losses. As West
puts it, “Companies are killed by their need to keep on getting bigger.”"

To survive, therefore, the large institution must control its surrounding environment.

The only solution is to give discretion to those in direct contact with the situation. As security analyst
Bruce Schneier writes in regard to security against attack:

Good security has people in charge. People are resilient. People can improvise. People can be creative.
People can develop on-the-spot solutions.... People are the strongest point in a security process. When a
security system succeeds in the face of a new or coordinated or devastating attack, it's usually due to the
efforts of people.”

The problem with authority relations in a hierarchy is that, given the conflict of interest created by the
presence of power, those in authority cannot afford to allow discretion to those in direct contact with the sit-
uation. Systematic stupidity results, of necessity, from a situation in which a bureaucratic hierarchy must de-
velop some metric for assessing the skills or work quality of a labor force whose actual work they know
nothing about, and whose material interests militate against remedying management's ignorance. When
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management doesn't know (in Paul Goodman's words) “what a good job of work is,” they are forced to rely
on arbitrary metrics.

Most of the constantly rising burden of paperwork exists to give an illusion of transparency and control
to a bureaucracy that is out of touch with the actual production process. Every new layer of paperwork is
added to address the perceived problem that stuff still isn't getting done the way management wants, despite
the proliferation of paperwork saying everything has being done exactly according to orders. In a hierarchy,
managers are forced to see “in a glass darkly” a process which is necessarily opaque to them because they
are not directly engaged in it. They are forced to carry out the impossible task of developing accurate met-
rics for evaluating the behavior of subordinates, based on the self-reporting of people with whom they have
a fundamental conflict of interest. All of the paperwork burden that management imposes on workers re-
flects an attempt to render legible a set of social relationships that by its nature must be opaque and closed
to them, because they are outside of it.

Each new form is intended to remedy the heretofore imperfect self-reporting of subordinates. The need
for new paperwork is predicated on the assumption that compliance must be verified because those being
monitored have a fundamental conflict of interest with those making the policy, and hence cannot be
trusted; but at the same time, the paperwork itself relies on their self-reporting as the main source of infor-
mation. Every time new evidence is presented that this or that task isn't being performed to management's
satisfaction, or this or that policy isn't being followed, despite the existing reams of paperwork, manage-
ment's response is to design yet another—and equally useless—form.

Weberian work rules result of necessity when performance and quality metrics are not tied to direct feed-
back from the work process itself. They're a metric of work for someone who is neither a creator/provider
not an end user. And they are necessary—again—because those at the top of the pyramid cannot afford to
allow those at the bottom the discretion to use their own common sense. A bureaucracy cannot afford to al-
low its subordinates such discretion, because someone with the discretion to do things more efficiently will
also have the discretion to do something bad. And because the subordinate has a fundamental conflict of in-
terest with the superior, and does not internalize the benefits of applying her intelligence, she cannot be
trusted to use her intelligence for the benefit of the organization. In such a zero-sum relationship, any dis-
cretion can be abused.

The problem is, discretion cannot be entirely removed from any organizational process. James Scott
writes that it is impossible, by the nature of things, for everything entailed in the production process to be
distilled, formalized or codified into a form that is legible to management.

...[TThe formal order encoded in social-engineering designs inevitably leaves out elements that are es-
sential to their actual functioning. If the [East German] factory were forced to operate only within the
confines of the roles and functions specified in the simplified design, it would quickly grind to a halt.
Collectivized command economies virtually everywhere have limped along thanks to the often desper-
ate improvisation of an informal economy wholly outside its schemata.

Stated somewhat differently, all socially engineered systems of formal order are in fact subsystems
of a larger system on which they are ultimately dependent, not to say parasitic. The subsystem relies on
a variety of processes—frequently informal or antecedent—which alone it cannot create or maintain.
The more schematic, thin, and simplified the formal order, the less resilient and the more vulnerable it
is to disturbances outside its narrow parameters....

It is, I think, a characteristic of large, formal systems of coordination that they are accompanied by
what appear to be anomalies but on closer inspection turn out to be integral to that formal order. Much
of this might be called “métis to the rescue....” A formal command economy... is contingent on petty
trade, bartering, and deals that are typically illegal.... In each case, the nonconforming practice is an in-
dispensable condition for formal order.”
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...In each case, the necessarily thin, schematic model of social organization and production animat-
ing the planning was inadequate as a set of instructions for creating a successful social order. By them-
selves, the simplified rules can never generate a functioning community, city, or economy. Formal or-
der, to be more explicit, is always and to some considerable degree parasitic on informal processes,
which the formal scheme does not recognize, without which it could not exist, and which it alone can-
not create or maintain.”'

And as I keep trying to hammer home, just the reverse is true of networks and stigmergic organization:
their beauty is that they render the intelligence of all their individual members more usable. While one-way
communication creates opacity from above, two-way communication creates horizontal legibility. To quote
Michel Bauwens:

The capacity to cooperate is verified in the process of cooperation itself. Thus, projects are open to all
comers provided they have the necessary skills to contribute to a project. These skills are verified, and
communally validated, in the process of production itself. This is apparent in open publishing projects
such as citizen journalism: anyone can post and anyone can verify the veracity of the articles. Reputa-
tion systems are used for communal validation. The filtering is a posteriori, not a priori. Anti-credential-
ism is therefore to be contrasted to traditional peer review, where credentials are an essential prerequi-
site to participate.

P2P projects are characterized by holoptism. Holoptism is the implied capacity and design of peer to
[peer] processes that allows participants free access to all the information about the other participants;
not in terms of privacy, but in terms of their existence and contributions (i.e. horizontal information)
and access to the aims, metrics and documentation of the project as a whole (i.e. the vertical
dimension). This can be contrasted to the panoptism which is characteristic of hierarchical projects:
processes are designed to reserve 'total' knowledge for an elite, while participants only have access on a
'need to know' basis. However, with P2P projects, communication is not top-down and based on strictly
defined reporting rules, but feedback is systemic, integrated in the protocol of the cooperative system.”

Bauwens gets the concept of holopticism from Alan Rosenblith. In a prison—governed by panopticism
—the warden can see all the prisoners, but the prisoners can't see each other. The reason is so the prisoners
can't coordinate their actions independently of the warden. Holopticism is the exact opposite: the members
of a group are horizontally legible to one another, and can coordinate their actions. And “everyone has a
sense of the emerging whole, and can adjust their actions for the greatest fit.”*

The unspoken assumption is that a hierarchy exists for the purposes of the warden, and a holoptic associ-
ation exists for the purposes of its members. The people at the top of a hierarchical pyramid can't trust the
people doing the job because their interests are diametrically opposed. It's safe to trust one another because
their common interest in the task can be inferred from participation.

I1. Hierarchies vs. Networks

In a distributed network, it is impossible to prevent communication between nodes by controlling a cen-
tral node. There are too many alternative nodes through which communication can be routed if any particu-
lar node or nodes are closed off. As John Gilmore famously quipped, “the Internet treats censorship as
damage and routes around it.”**
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The power of distributed networks lies in the fact that in them filters disappear: eliminating or filtering
a node or node cluster will not delay access to information. By contrast with the decentralised informa-
tion system which arose with the invention of the telegraph, in distributed networks it is impossible to
“burn bridges” and restrict the information that reaches the final nodes by controlling a few transmit-
ters.”

As Ori Brafman and Rod Backstrom describe it, “when attacked, a decentralized organization tends to
become even more open and decentralized.”* They use the example of the file-sharing movement. After
Napster was shut down, the movement responded by becoming more decentralized and eliminating all key
vulnerable nodes which could be used to shut it down. Its immediate successor, Kazaa, allowed users to
swap files without the need for a central server. When the industry sued Kazaa and its user, its founder
Niklas Zennstrom sold the Dutch parent company to owners on the South Pacific island of Vanuatu, beyond
the reach of the American legal system. And each of the successors to Kazaa, likewise—Kazaa lite, eDon -
key, and eMule—was even more decentralized and presented even less in the way of vulnerable nodes than
their predecessors.”’

That's the subject of Francesca Musiani's article on the history of p2p file-sharing architecture, which she
argues has been shaped largely by the offensive-defensive arms race between the forces of state surveillance
and those of circumvention.

The genealogy of P2P file-sharing systems is, in fact, a story of tensions between surveillance and
counter-surveillance technologies. It is argued that the ways in which P2P systems have taken shape
and evolved in the last decade are closely linked to the dialectic between juridico-technical measures
restricting P2P-enabled file sharing activities, and sociotechnical responses that have shortly followed
each of them: in other words, to the constant attempts of surveillance technologies and sharing tech-
nologies to outrun each other. In this sense, the genealogy of P2P file-sharing systems is also a history
of resistance towards regulation of user behaviour by means of digital surveillance....”

The first generation of file-sharing services, typified by Napster, were centralized, one-to-many systems.
Subsequent services, as we already saw in Brafman's and Backstrom's analysis, became increasingly decen-
tralized—although their weak point remained imperfect anonymity. The third stage, Musiani argues, is file-
sharing under cover of darknets, with membership by invitation only on a “friend-of-a-friend” basis. Al-
though such organization through conventional, proprietary social networking services like Facebook is still
vulnerable to the vagaries of their privacy policy, open-source social networking services like Diaspora are
much more promising as avenues for darknet file-sharing.*

“The Pirate Bay,” Rick Falkvinge writes, “has been a trailblazer in resilience. After all, a number of
bought-and-paid-for or just plain misguided legislatures and courts have tried to eradicate the site, and yet,
it still stands untouched.”* One source of its resilience—as is the case with Wikileaks (see below)—is its
lack of dependence on servers that are vulnerable to the laws of any particular country. Like Wikileaks, The
Pirate Bay has access to a network of servers in a number of countries; and it responds to shutdown at-
tempts by nimbly switching its Web-hosting to servers in other countries (most recently the servers of the
Norwegian and Catalan Pirate Parties as of this writing).>'
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The ultimate step so far for file-sharing operations has been to bypass site-hosting as a bottleneck alto-
gether and move into the cloud. The Pirate Bay released its software code so that it could be replicated by
anyone who wanted to host a Pirate Bay clone.

Earlier this year [2012], after months of legal wrangling, authorities in a number of countries won an
injunction against the Pirate Bay, probably the largest and most famous BitTorrent piracy site on the
Web. The order blocked people from entering the site.

In retaliation, the Pirate Bay wrapped up the code that runs its entire Web site, and offered it as a free
downloadable file for anyone to copy and install on their own servers. People began setting up hun-
dreds of new versions of the site, and the piracy continues unabated.

Thus, whacking one big mole created hundreds of smaller ones.*

And Tribler moves file-sharing in a literal peer-to-peer direction.

The new software called “Tribler” is the new weapon in the battle for Internet liberty and does not need
a website to track users sharing torrent files.

According to The Raw Story, it is a “peer-to-peer network protocol that enables computers to share
files with thousands of others.”

For many this could be the solution movie...

While lawmakers are dreaming of a censored web, many believe Tribler will be a true nightmare for
them.

According to the technology blog Torrent Freak, the attempt to disconnect users from the Internet for
“illegal” purposes will be foiled by the software that has been in the works for the past five years and
will make it nearly “impossible” to stop file sharing.

“The only way to take it down is to take the Internet down,” stated Doctor Pouwelse of Delft Univer-
sity of Technology to the Daily Mail.

Tribler will be entirely decentralized, leaving the control in the hands of the users.

“Individuals can rename files, flag phony downloads or viruses, create ‘channels’ of verified down-
loads, and act as nodes that distribute lists of peers across the network,” The Raw Story reported.”

More recently, the clumsy attempts of the U.S. government and its allies to suppress Wikileaks through
control of strategic nodes (domain name registries, Amazon, PayPal, etc.) have made the same principle
abundantly clear. Wikileaks' enemies have strategized against it within the paradigm of a Weberian bureau-
cratic institution functioning inside a Westphalian nation-state. Will Wilkinson mocked the sheer idiocy of
people like Joe Lieberman—and all the clucking chickenhawks in the neocon blogosphere calling for
Chelsea Manning or Julian Assange to be waterboarded—in his blog at The Economist:

Let me start by suggesting that the politicians and pundits calling for Julian Assange's head are playing
into his hands.... If Mr Assange is murdered tomorrow, if WikiLeaks' servers are cut off for a few hours,
or a few days, or forever, nothing fundamental is really changed. With or without WikiL.eaks, the tech-
nology exists to allow whistleblowers to leak data and documents while maintaining anonymity. With
or without WikiLeaks, the personnel, technical know-how, and ideological will exists to enable anony-
mous leaking and to make this information available to the public. Jailing Thomas Edison in 1890
would not have darkened the night.

Yet the debate over WikiL.eaks has proceeded as if the matter might conclude with the eradication of
these kinds of data dumps—as if this is a temporary glitch in the system that can be fixed; as if this is a
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nuisance that can be made to go away with the application of sufficient government gusto. But I don't
think the matter can end this way. Just as technology has made it easier for governments and corpora-
tions to snoop ever more invasively into the private lives of individuals, it has also made it easier for in-
dividuals, working alone or together, to root through and make off with the secret files of governments
and corporations. WikiLeaks is simply an early manifestation of what I predict will be a more-or-less
permanent feature of contemporary life, and a more-or-less permanent constraint on strategies of secret-
keeping.

Consider what young Bradley Manning is alleged to have accomplished with a USB key on a mili-
tary network. It was impossible 30 years ago to just waltz out of an office building with hundreds of
thousands of sensitive files. The mountain of boxes would have weighed tons. Today, there are millions
upon millions of government and corporate employees capable of downloading massive amounts of
data onto tiny devices. The only way WikiLeaks-like exposés will stop is if those with the permissions
necessary to access and copy sensitive data refuse to do so. But as long as some of those people retain a
sense of right and wrong—even if it is only a tiny minority—these leaks and these scandals will con-
tinue.*

Mike Masnick, in similar language, expressed his amused contempt for calls from people like Christian
Whiton and Marc Thiessen to kill Assange or declare war on Wikileaks and shut it down:

....As was pointed out at the time, this is a statement totally clueless about the nature of Wikileaks, and
how distributed it is. If you shut down one node, five more would likely pop up overnight, and they'd
be harder to track and harder to shut down. Whiton and Thiessen are reacting to Wikileaks as if it were
a threat from an individual or a government. In other words, they're treating it like a threat from
decades ago, rather than an open effort to distribute leaked information....

....What the internet allows is for groups to form and do stuff in a totally anonymous and distributed
manner, and there really isn't any way to prevent that—whether you agree with the activity or not.

Some think that "a few arrests" of folks behind Anonymous would scare off others, but I doubt it. I
would imagine that it would just embolden the temporary gathering of folks involved even more. Going
back to the beginning of the post, if the US government really was effective in "stopping" Julian As-
sange, how long do you think it would take for an even more distributed group to pick up the slack? It
could be Anonymous itself, who continues on the tradition of Wikileaks [sic], or it could be some other
random group of folks who believe in the importance of enabling whistleblowing.

A few years back, Rod Beckstrom (now head of ICANN) wrote a book called The Starfish and The
Spider which more or less predicted much of this. It pointed out that the US government and military
was designed to fight opposition that was centralized (like a spider), but that it was not at all well-pre-
pared to handle a totally decentralized organization, where cutting off one arm simply leads the organi-
zation to grow another (like a starfish). It wasn't just about the US government, but about general orga-
nization philosophies around that concept, and I would think that things like Wikileaks and especially
Anonymous would fit well into the book as even better examples than almost all that are in there....

...The key to understanding how and why that might happen is to certainly get beyond thinking of
them in the purely traditional "organizational" sense of a group where if you "take out" its leaders, it
goes away. There's something quite powerful about the concepts behind both Wikileaks and Anony-
mous (again, whether or not you agree with what either is doing), but to think that they either can't im-
pact the world enough, or that the way to stop such impacts is to simply cut down a few key people,
seems like a pretty serious folly of folks who don't quite understand the nature of distributed, ad hoc
power.®

As Reason's Jesse Walker put it,
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I remember when the record companies were filled with men and women who thought the key to stop-
ping online filesharing was to shut down a company called Napster. I remember when a teenaged pro-
grammer named Shawn Fanning was attracting the sort of press that Julian Assange is getting today. In
2010, the average 14-year-old probably doesn't know who Fanning is. He might not even recognize the
name Napster. But he knows how to download music for free.®

Despite the misconceptions of Lieberman & Co., there is no central plug to be pulled—short of shutting
down the entire Internet, a possibility we will consider below.

The resilience of Wikileaks against attempts at suppression by the corporate state, in particular, is re-
markable. James Cowie described the whack-a-mole game from the mole's perspective:

For the long answer, you need to examine their DNS and BGP configurations: the mapping from do-
main names (like wikileaks.ch) to IP addresses (like 178.21.20.8), and from IP addresses to the
providers who host them. These are the protocols that make the Internet survivable, and after a some-
what shaky start, it's clear that WikiLeaks is exploiting them very effectively to stay alive....

In recent months, wikileaks.org's content had lived happily in just a few IP address blocks, hosted by
Bahnhof and PRQ (two Swedish ISPs with ... let's say ... liberal policies for the content they host), and
French provider Cursys. Then, when the cables were first released at the end of November, WikiL.eaks
added additional hosting in Amazon's EC2 cloud (presumably to cope with the tremendous volumes of
traffic being generated in the first days of the release).

It was not to last — Amazon evicted them on December 1st for terms of service violations. In re-
sponse, they diversified by hosting the wikileaks.org domain in two different IP blocks: one in France,
hosted by OVH, and another in Sweden, hosted by Bahnhof.

A couple days later, on December 3rd, EveryDNS (their DNS provider) shut them off, refusing to
supply a valid IP address to queries for wikileaks.org. Today, if you ask the .org root for the authorita-
tive DNS servers for wikileaks.org, you still get back the same four EveryDNS servers ... but they won't
answer....

Respawning globally

Remember, when EveryDNS made their call to turn off DNS for the wikileaks.org domain on De-
cember 3rd, the WikiLeaks IP address space was still routed and their servers were still alive (though
intermittently unavailable due to tremendous inbound DDoS attacks). When the wikileaks.org domain
stopped resolving, WikiLeaks simply diversified into alternative ccTLDs (country code top level do-
mains) and pointed those names towards existing IP addresses, or added new hosting.

The country-level domain for Germany (wikileaks.de) has Swedish hosting from PRQ in Sweden
and 1&1 in Germany; the European Union (wikileaks.eu), Finland (wikileaks.fi), the Netherlands (wik-
ileaks.nl), Poland (wikileaks.pl), Sweden (wikileaks.se), and Tonga (wikileaks.to) have been pointed at
the existing 88.80.0.0/19 block, hosted by Bahnhof in Sweden. But just to make good and sure, addi-
tional country-level domains for Austria (wikileaks.at), the Cocos Islands (wikileaks.cc), and Switzer-
land (wikileaks.ch, held by the Swiss Pirate Party) came up on Bahnhof's 88.80.0.0/19 block over the
weekend. Norwegian wikileaks.no has hosting from French OVH and Swedish Bahnhof, and Luxem-
bourg (wikileaks.lu) marches to its own drum, getting hosting from local provider Root SA. (There are
probably some I'm missing, and the set continues to mutate daily, adding additional hosting in different
countries to continuously reduce vulnerability to takedown.)

To prevent a repeat performance of the EveryDNS experience, the Swiss site seems to have been se-
lected for heavy reinforcement through DNS diversification. If you ask for the authoritative servers for
wikileaks.ch today, you'll find no fewer than 14 different authoritative nameservers, spread across
eleven different autonomous systems, in eight different countries, from Switzerland to Canada to
Malaysia. And if you ask any of those 14 servers where to find wikileaks.ch, they'll point you to one of
three differently routed IP blocks, containing web server IP addresses with diverse geolocation....

Are you getting the picture yet?
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Taking away WikiLeaks' hosting, their DNS service, even their primary domain name, has had the
net effect of increasing WikiLeaks' effective use of Internet diversity to stay connected. And it just
keeps going. As long as you can still reach any one copy of WikiLeaks, you can read their mirror page,
which lists over 1,000 additional volunteer sites (including several dozen on the alternative IPv6 Inter-
net). None of those is going to be as hardened as wikileaks.ch against DNS takedown or local court or-
der — but they don't need to be.

Within a couple days' time, the Wikil.eaks web content has been spread across enough independent
parts of the Internet's DNS and routing space that they are, for all intents and purposes, now immune to
takedown by any single legal authority. If pressure were applied, one imagines that the geographic di-
versity would simply double, and double again.

And we're only considering the website itself, not the torrented data files, which ensure that crypto-
graphically signed copies of the website and its backing data are dispersed beyond all attempts to recall
or suppress the information they contain. That's an Internet infrastructure subject for another day.”

The networked movement to blog and tweet Wikileaks' dotted-line IP addresses around the Web, and to
mirror the site by the thousands, should be a source of pride to all friends of information freedom. It re-
minds me of the DeCSS uprising, in which the “illegal” DeCSS hack for movie DRM was distributed at
thousands of blogs and websites worldwide, and sympathizers even showed up for Eric Corley's trial in T-
shirts bearing the DeCSS code. And as Cowie suggests, even if the site were entirely shut down it would be
feasible to move beyond the current website-based model and simply distribute content worldwide by tor-
rent download.

Similarly, the Egyptian government's so-called shutdown of the Internet during the early 2011 uprising
was circumvented by (inter alia) using dialup connections and virtual private networks. As with Wikileaks,
social media sites were reportedly still available at their IP addresses. And use of the Tor anonymizer
tripled.*® Andrew Mclaughlin reported, in the same vein:

The blackout has proved increasingly ineffective. A handful of networks have remained connected, in-
cluding one independent ISP, the country's academic and research network, and a few major banks,
businesses and government institutions....

Moreover, innovative Egyptians are finding ways to overcome the block. They are relaying informa-
tion by voice, exploiting small and unnoticed openings in the digital firewall, and dusting off old
modems to tap foreign dial-up services.*

What's more, another lesson of the shutdown is just how catastrophic the economic consequences are.

A central unknown at this moment is what the economic harm to the country will be. Without internet
and voice networks, Egyptians are losing transactions and deals, their stocks and commodities cannot
be traded, their goods are halted on frozen transportation networks, and their bank deposits are beyond
reach.

Also unknown is how many Egyptians have been harmed in non-economic ways—as human beings.
As things stand, a worried mother who has not heard from her son or daughter can't send an email or
check Facebook for a status update. A witness to violence or abuse can't seek help, document responsi-
bility, or warn others via Twitter or a blog.

Life-saving information is inaccessible. Healthy, civil debate about the future is squashed. And in the
absence of trustworthy news, firsthand reports and real-time images, rumour and fear flourish. In all
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those ways, the total internet cutoff undermines the government's own interest in restoring calm and or-
der.”

In fact the measure seems so drastic, and the effects so severe, that governments are likely to treat them
as a last resort and put them off until it's too late—as was the case in Egypt. Governments are as prone to
the Boiled Frog Syndrome as we are.

Attempts to suppress efforts like Wikileaks by interdicting their access to centralized intermediaries like
domain name services, web hosts, PayPal, etc., simply serve as a catalyst to create new, decentralized ver-
sions of those intermediaries which are less vulnerable to interdiction. There has already been talk about
setting up an open-source domain name service by one of the founders of The Pirate Bay. Even before Wik-
ileaks emerged as a major story, services like PayPal had come under criticism from the open source com-
munity for their lack of accountability to the user community, and sparked assorted attempts to create an
open-source alternative. Attacks on Wikileaks have just increased the momentum behind such movements
to reduce the vulnerability of centralized intermediaries.* The users' power of voice over PayPal is virtually
nil, but their power of exit is potentially enormous. Again, the Net is now in the process of treating censor-
ship as damage and routing around it.

Projects to harden the Net against shutdown. Even before the Egyptian government shut down the
Internet during the “Twitter Revolution” in early 2011, there was a wide range of projects aimed at increas-
ing the Internet's resilience in the face of state attempts at shutdown or control. The Egyptian government's
shutdown, combined with talk in the U.S. of an “Internet kill switch,” added a sense of urgency to these
projects.

It's worth bearing in mind, of course, that the resistance movement has been quite creative in circum-
venting the so-called Net “shutdown” while it was actually going on.

Even shutting down the Internet, which the security services in Syria, Libya, and Egypt all tried at vari-
ous stages of those uprisings, cannot prevent determined cyber-dissidents from organizing. In Libya,
rebels used satellite telephones to upload videos of violence by Qaddafi’s government against protest-
ers. In Egypt, software developers managed to cobble together an alternative Internet—a peer-to-peer
network that bypassed the state-controlled one—when the regime began blocking access. And from
China to Belarus to Cuba, dissidents have used updated versions of time-tested samizdat methods de-
veloped to smuggle prodemocracy writings out from behind the Iron Curtain, downloading videos, im-
ages, and text onto tiny USB flash drives and mailing them or smuggling them abroad. Syrians smuggle
USB drives across the northern border to Turkey and, thanks to robust connections with relatively free
Lebanon, kept a steady flow of images and information streaming into cyberspace even through the
darkest moments of the Assad regime’s crackdown. With the U.S. government and other public and pri-
vate entities funding research into ways of keeping such dissidents just ahead of the censors, the infor-
mation “arms race” between regimes and their subjects so far appears to give a lopsided advantage to
the people.*

Telecomix, a group of European online freedom activists, it a good example. It offered technical support
to Egyptian protestors:
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[Stephan] Urbach says the situation was relatively easy when they were dealing with Egypt. True to the
Telecomix motto "We Rebuild," Egyptian activists were simply rerouted so that they could go online
again. To do so, Telecomix activists first organized what are known as "modem pools" in countries with
particularly large numbers of sympathizers, including Sweden, France, the Netherlands and Germany.

They then used search engines to track down the cached fax numbers of Egyptian libraries, hotels
and IT companies. To these, they faxed telephone numbers that Egyptians could use to circumvent their
Internet service providers (ISPs) and still go online.*

Egyptians with dial-up modems get no Internet connection when they call into their local ISP, but
calling an international number to reach a modem in another country gives them a connection to the
outside world.

We Rebuild is looking to expand those dial-up options. It has set up a dial-up phone number in Swe-
den and is compiling a list of other numbers Egyptians can call. It is distributing information about its
activities on a Wiki page.

One of the dial-up numbers is run by a small ISP called the French Data Network, which said it was
the first time it had set up such a service. Its modem has been providing a connection "every few min-
utes," said Benjamin Bayart, FDN's president, speaking in an online chat.

The international dial-up numbers only work for people with access to a telephone modem and an
international calling service, however. So although mobile networks have been suspended in some ar-
eas, people have posted instructions about how others can use their mobile phones as dial-up modems.

The few Egyptians able to access the Internet through Noor, the one functioning ISP, are taking steps
to ensure their online activities are not being logged. Shortly before Internet access was cut off, the Tor
Project said it saw a big spike in Egyptian visitors looking to download its Web browsing software,
which is designed to let people surf the Web anonymously.*

And now many Egyptians are finding ways around the cuts and getting back on the Internet, allow-
ing them to more easily communicate with the outside world and spread information from the inside.
One popular method is to use the local phone lines, which remain intact. The trick is to bypass local
Egyptian ISPs (Internet Service Providers) by connecting to remote ones hosted in outside countries --
many are hosted here in the United States; L.os Angeles seems, for whatever reason, to be a popular
site. This is easy enough for the most computer-illiterate among us to do using basic settings and a
built-in 'Help' function, but Egyptians have a second hurdle as most homes in the country are unable to
call internationally. One way that many are getting around this is by linking through a mobile phone
network by establishing a connection between a cell with built-in bluetooth compatibility and a laptop
with similar functionality or a computer with a bluetooth dongle.*

Telecomix has also provided a package for bypassing state Internet surveillance and censorship in Syria:

...we were totally blind and thus wanted to reach people for two reasons:

* Promote the use of security tools such as Tor, using HTTPS, avoiding spreading personal infor-
mation on Internet, etc.

* Try to help in letting data such as videos or personal testimonies get out of the country while pre-
serving leakers’ anonymity.

Telecomix put together the package on a number of mirrored websites and then circulated links to them
by email spam:
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It took about one month to design, write, discuss, erase, rewrite, correct and finally package the soft-
ware. Many people gave their advice either on the design, on the technical content or on how the mes-
sage would be welcomed on the Syrian side. One of our Syrian contacts put his heart and guts to pro-
vide us a perfectly polished Arabic translation. At this point, the 60MB Telecomix Safety Pack website
was ready. It contained security Firefox plugins, a Tor bundle, secure instant messaging software, a link
to the Telecomix chat and more. It also emphasized basic guidelines such as avoid revealing personal
information over the Internet....

19 mirrors, all using different domain names, managed by 2 load balancers. Not that huge, but hope-
fully robust enough to both reply to all requests and circumvent a potential blocking against some do-
main names. Webservers specially installed and configured for this aggressive broadcast. The crossing
point between high technical skills, deep emotional involvment and decentralized technological power.

I « pushed the button » on the 5th of September at 1:53am CEST. Then came the anxious monitoring
of our respective servers.

Thousands of requests were scrolling on the screen, several megabytes per second were passing
through the main mirrors. All servers kept responding bravely to all these requests during the operation
time.

Fucking hell yeah. It was working. Cheers, champaign!*

Putting together the methods of circumvention actually used with what's technically feasible with exist-
ing resources, we get this:

The situation in Egypt inspired much discussion about work-around for situations when the govern-
ment (or Internet Service Providers) wants to shut down the Internet. Here are some of the suggestions
made in relation to Egypt.

1) Toll-free international dial-up lines as well as free local access numbers to international dial-up.

2) Ship in (this should be a global program) solar-powered Internet nodes, creating a mesh network

3) Drop in Wi-Max hubs with satellite connections (no cost to end-users)

4) Put SMS gateways on all hubs

5) Free cell phones with SMS capability to any who need one (or an unregistered unlocked one)

6) Support the Google-Twitter voice into twitter initiative

7) Explore and test microwave and vsat options*’
Another project, originally designed for maintaining connectivity in large-scale disasters like Katrina or

the Haitian earthquake but also ideal in a case like Mubarak's Internet shutdown, was Tethr: an easily porta-
ble, concealable, solar-powered device with a satellite Internet modem and Wifi connectivity.*

The urgency was intensified in August 2011, when Bay Area Rapid Transit (BART) asked wireless
providers to cut off service at four San Francisco stations to stop the use of cell phones to coordinate a
protest against a shooting by a BART police officer.*

One open Net project, the Chokepoint Project, states its mission as “To identify chokepoints, understand
the issues behind who owns what and has the power to turn off connections or control aspects of internet
control like domain names.”*
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During the recent uprising in Egypt, in January 2011, the order was given to “turn off” the Internet,
sending shock-waves around the world. Murmurs were heard of US security agencies and American
politicians asking for access to a similar kill switch. These actions force us to look at who owns The In-
ternet? This is where the Choke Point Project comes in mapping the nodes of control in service of the
multitude of global citizens under who authoritarian regimes can act upon without their consent. We are
in favor of exploring approaches to the decentralization of access in favor of guaranteeing connectivity
as a counter-weight to the control of the Internet by nation states and corporate influence. A team com-
prised of web researchers, software developers and data visualization experts aim to gather data from
across the web and show the control points, while clearly explaining the issues involved: history of In-
ternet control, current legal situation, choke points, possible strategies for decentralization, reasons for
and against kill switches.

We are confident to succeed with this project, through the interconnected network of designers and
hackers available through the communities of ContactCon (a major conference focused on an indepen-
dent Internet which will be held October 20th, 2011 in New York, convened by Douglas Rushkoff ) and
members of the P2P Foundation community.'

The object of this research is to develop an Internet architecture that is not vulnerable to shutdown. The
umbrella term for projects to develop such an architecture is “NextNet.”* The term was coined by David
Rushkoff.>

In July 2012 the project reported on its progress to date:

* Hosting is now set up and data is being processed ready for the forthcoming beta launch of
what we are calling the (dis)Connection State Map....

* Ongoing mapping and interface improvements are being added.

* The new website is practically ready to roll and we are starting work on a public wiki as
well.

* Strategic partnerships with relevant organisations are coming along and we’ve had many
meetings with interested parties.

* Simon, Ruben & Gustaf were in Rio for RightsCon, the related hackathon and the Freebird
“pre-event”.

* Data sources have been investigated.

* And we’re lucky to have a whole new bunch of very capable people from various disci-
plines onboard.>

Most visions of such a distributed, decentralized Internet architecture involve meshworks of various
kinds, in which “there is actually a physical 'many to many' distribution of hardware itself.”>> As Rushkoff
describes the advantages:

Back in 1984, long before the Internet even existed, many of us who wanted to network with our com-
puters used something called FidoNet. It was a super simple way of having a network—albeit an asyn-
chronous one.

One kid (I assume they were all kids like me, but I'm sure there were real adults doing this, too)
would let his computer be used as a "server." This just meant his parents let him have his own phone
line for the modem. The rest of us would call in from our computers (one at a time, of course) upload
the stuff we wanted to share and download any email that had arrived for us. Once or twice a night, the
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server would call some other servers in the network and see if any email had arrived for anyone with an
account on his machine. Super simple.

Now FidoNet employed a genuinely distributed architecture.... 25 years of networking later, lessons
learned, and battles fought; can you imagine how much better we could do?*

The existing Internet architecture still has a considerable hub-and-spoke physical architecture, given its
dependence on web-servers and routers. Meshworks overcome this limitation:

Meshies believe that mesh networks will overthrow traditional networking and communications and
create entirely new kinds of distributed software. For the purposes of this column, mesh networks
(sometimes called mobile ad hoc networks, or MANETS) are local-area networks whose nodes commu-
nicate directly with each other through wireless connections. It is the lack of a hub-and-spoke structure
that distinguishes a mesh network. Meshes do not need designated routers: instead, nodes serve as
routers for each other. Thus, data packets are forwarded from node to node in a process that network
technologists term "hopping."

Before dismissing mesh networks as being of interest only to specialists, consider their advantages
over existing hub-and-spoke networks. Mesh networks are self-healing: if any node fails, another will
take its place. They are anonymous: nodes can come and go as they will. They are pervasive: a mobile
node rarely encounters dead spots, because other nodes route around objects that hinder communica-
tion.”’

In a typical Wi-Fi network, there’s one router and a relatively small number of devices using it as a
gateway to the internet. In a mesh network, every device is also a router. Bring in a new mesh device
and it automatically links to any other mesh devices within radio range. It is an example of what inter-
net architect David Reed calls “cooperative gain” — the more devices, the more bandwidth across the
network.”

Another benefit of meshworks is that, even if the central fiber-optic network is shut down and there are
area limits to the propagation of the network, the local meshwork can support community darknets based
entirely on their members' computers and mobile devices. Short of blanketing an entire country with an
electromagnetic pulse, there's no way to shut down local meshworks.

The Freenet project is one form of architecture for an encrypted local dark meshwork. It is completely
anonymous, since individual nodes' routing functions are encrypted. The downside is that it is not a proxy
for the Web; the Freenet includes only material from the World Wide Web which has actually been im-
ported into it and stored on member hard drives.”

Nevertheless an urban Freenet, even if completely disconnected from the Web, could provide a robust
range of services for a local counter-economy, including: hosting resident websites and community bullet-
ing boards, a community encrypted currency on the model of Greco's credit-clearing networks, local email,
sharing of music and other content files (including CAD/CAM files for micromanufacturers), telecommuni-
cation and teleconferencing links, assorted collaborative platforms, rating and reputational systems for local
commerce, etc. It could also provide similar services for a distributed network like a phyle (about which
more in a later chapter).

The Freenet, as a platform, can host member web pages, sites (“freesites”) and social networks visible
only to members of the Freenet. It can be used as the darknet or Virtual Private Network platform for any
local organization or distributed network. For example the Las Indias cooperative, with which phyle theorist
David de Ugarte is affiliated, uses Freenet for its internal functions.
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Another meshwork/nextnet project, Commotion Wireless, “aims to build a new type of tool for demo-
cratic organizing”:

an open source “device-as-infrastructure” distributed communications platform that integrates users’
existing cell phones, WiFi-enabled computers, and other WiFi-capable personal devices to create a
metro-scale peer-to-peer (mesh) communications network.

What it means: Democratic activists around the globe will gain access to a secure and reliable plat-
form to ensure their communications cannot be controlled or cut off by authoritarian regimes.*

The Commotion Wireless website itself describes the general outlines of the project in much greater de-
tail:

As recent events in Tunisia, Egypt, and Libya have illustrated (and Myanmar demonstrated several
years prior), democratic activists around the globe need a secure and reliable platform to ensure their
communications cannot be controlled or cut off by authoritarian regimes. To date, technologies meant
to circumvent blocked communications have focused predominantly on developing services that run
over preexisting communication infrastructures. Although these applications are important, they still re-
quire the use of a wireline or wireless network that is prone to monitoring or can be completely shut
down by central authorities. Moreover, many of these technologies do not interface well with each
other, limiting the ability of activists and the general public to adopt sophisticated circumvention tech-
nologies.

With support from New America Foundation’s Open Technology Initiative (OTI), Chambana.net,
and Acorn Active Media the developers, technavists, and organizers here propose to build a new type of
tool for democratic organizing: an open source “device-as-infrastructure” distributed communications
platform that integrates users’ existing cell phones, WiFi-enabled computers, and other WiFi-capable
personal devices to create a metro-scale peer-to-peer (mesh) communications network. Leveraging a
distributed, mesh wireless infrastructure provides two key enhancements to existing circumvention
technologies and supports human rights advocates and civil society organizations working around the
globe. First, a distributed infrastructure eliminates the ability of governments to completely disrupt
communications by shutting down the commercial or state-owned communications infrastructure. Sec-
ond, device-as-infrastructure networks enhance communications security among activists by eliminat-
ing points for centralized monitoring, by enabling direct peer-to-peer communication, and by aggregat-
ing and securing individual communications streams.

For over a decade, developers here have pioneered the development of “device-as-infrastructure”
broadband networks. By utilizing cell phones and best-of-breed open source projects from around the
globe, OTI’s implementation strategy integrates already existing hardware (and extensions to currently
available open source initiatives) to dramatically increase the security and robustness of telecommuni-
cations. Specifically, this project proposes the following five-point solution:

*Create a robust and reliable participatory communications medium that is not reliant upon centralized
infrastructure for local-to-local (peer-to-peer) and local-to-Internet communications;

*Design ad hoc device-as-infrastructure technologies that can survive major outages (e.g. electricity, In-
ternet connectivity) and are resilient during emergencies, natural disasters, or other hostile environ-
ments where conventional telecommunications networks are easily crippled,;

*Secure participants’ communication to protect data integrity and anonymity through strong end-to-end
encryption and data aggregation;

eImplement communications technologies that integrate low-cost, pre-existing, off-the-shelf devices (e.g.
cell phones, laptops, consumer WiFi routers) and maximize use of open source software; and,

*Develop an open, modular, and highly extensible communications platform that is easily upgraded and
adapted to the particular needs and goals of different local users.®"

60 Venessa Miemis, “10 Projects to Liberate the Web,” Shareable: Science & Tech, October 4, 2011
<http://www.shareable.net/blog/10-projects-to-liberate-the-web>.
61 <https://tech.chambana.net/projects/commotion>.



More closely related to the specific problems presented by police in Cairo and San Francisco, Stephanie
Brancaforte of Avaaz announced a project to "'blackout-proof' the protests”

—with secure satellite modems and phones, tiny video cameras, and portable radio transmitters, plus
expert support teams on the ground—to enable activists to broadcast live video feeds even during inter-
net and phone blackouts and ensure the oxygen of international attention fuels their courageous move-
ments for change.

As of February 25, 2011, she reported “over 17,000 donors, and we've got 15 blackout-breaking satellite
internet kits—some already in Libya and more headed to other countries now!”®

The Serval project aims at creating a point-to-point cell phone meshwork that doesn't depend on a cen-
tralized infrastructure of repeaters. Although it's aimed primarily at maintaining connectivity in areas where
the wireless infrastructure is taken down by natural disasters, it would also presumably be resilient against
state attempts to shut down cell phone communications during protests.®

Occupy.here® is a project to create local encrypted meshwork-based “social spaces” for coordinating ac-
tivism.

a peer-to-peer network of virtual spaces (autonomous from the Internet) for open political discussions.
Anyone within range of an Occupy.here wifi router with a web-capable smartphone or laptop can join
the network “OCCUPY.HERE,” load the locally-hosted website http://occupy.here, and use the mes-
sage board to connect with other users nearby. The open source forum software offers a simple, mobile-
friendly interface where users can write messages and post replies.

The project has developed in parallel with the Occupy movement and seeks to offer a new kind of
venue where both committed activists and casual supporters can engage with each other. The project
complements the work of the Free Network Foundation and official NYCGA working groups who
have been providing critical infrastructure to the OWS movement. Occupy.here is more about support-
ing an emerging community through decentralized hardware and location-specific websites....

The forum’s syncing mechanism allows conversations to intermix between different wifi routers us-
ing JavaScript’s localStorage mechanism. Each user can copy the local forum’s database to their mobile
device or laptop and sync it with subsequent Occupy.here nodes they encounter in the future. The
process works a bit like a honey bee sharing pollen between flowers.®

The FreedomBox is a small plug-in server with a built-in Tor router, which can plug into an electrical
outlet in your home and provide wireless service—as well as providing point-to-point meshwork connec-
tion to others with FreedomBoxes, in the event local wireless networks are shut down.

What is FreedomBox?

*Email and telecommunications that protects privacy and resists eavesdropping
*A publishing platform that resists oppression and censorship.
*An organizing tool for democratic activists in hostile regimes.
*An emergency communication network in times of crisis.
FreedomBox will put in people's own hands and under their own control encrypted voice and text
communication, anonymous publishing, social networking, media sharing, and (micro)blogging.
Much of the software already exists: onion routing, encryption, virtual private networks, etc. There
are tiny, low-watt computers known as "plug servers" to run this software. The hard parts is integrating
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that technology, distributing it, and making it easy to use without expertise. The harder part is to decen-
tralize it so users have no need to rely on and trust centralized infrastructure.

That's what FreedomBox is: we integrate privacy protection on a cheap plug server so everybody
can have privacy. Data stays in your home and can't be mined by governments, billionaires, thugs or
even gossipy neighbors.

With FreedomBoxes in their homes, anybody, regardless of technical skill, can easily enjoy secure,
private, even anonymous communication!

Why FreedomBox?

FreedomBox integrates privacy protection on a cheap plug server so everybody can have privacy.
Data stays in your home and can't be mined by governments, billionaires, thugs or even gossipy neigh-
bors. Other practical examples where FreedomBox is useful:

*FreedomBoxes are encrypted web proxies. Boxes in uncensored countries can bounce signals for users
stuck behind censorship walls---each one is a tiny crack in the Great Firewall. Chinese users could surf
the entire net free from government censorship.

*The US government famously sought information about internal WikiL.eaks communications from Twit-
ter and other social websites. By moving our communication from centralized monoliths to decentral-
ized servers in our homes, we protect our data from government prying.

*Many whistleblowers and dissidents need to anonymously talk to media and the public. With the Free-
domBox, we can use VOIP to encrypt telephone calls and can create anonymous web servers over TOR
to publish documents. Anonymous instant messaging or microblogging are also possible.

*Egyptian Democracy activists had trouble talking to demonstrators in the streets because the Mubarak
regime shutdown parts of the internet as well as many cellular networks. If our internet plug is pulled,
the box will use mesh routing to talk to other boxes like it. If any of them can get a packet across the
border, they all can.

*FreedomBoxes are useful on a daily personal level too. That same proxy technology can scrub web sites
of ads and tracking technology as you use them, thus protecting your privacy. FreedomBoxes help you
encrypt your email. They also know who your friends are and can back up your data in encrypted form
to their FreedomBoxes. You can get your data back even if you don't know your password. Even absent
a crisis, privacy matters.*

The Freedom Box is part of a larger hardware stack®” promoted by the Free Network Foundation.® The
stack includes the Freedom Tower—a high-powered mobile wi-fi hotspot with an encrypted router and un-
interruptable power supply—which provided communications to Occupy Wall Street.®

Speaking of Tor, Tor released a same-day fix when Iran attempted to block it.

Yesterday morning (in our timezones — that evening, in Iran), Iran added a filter rule to their border
routers that recognized Tor traffic and blocked it. Thanks to help from a variety of friends around the
world, we quickly discovered how they were blocking it and released a new version of Tor that isn't
blocked....

How did the filter work technically? Tor tries to make its traffic look like a web browser talking to
an https web server, but if you look carefully enough you can tell some differences. In this case, the
characteristic of Tor's SSL handshake they looked at was the expiry time for our SSL session certifi-
cates: we rotate the session certificates every two hours, whereas normal SSL certificates you get from
a certificate authority typically last a year or more. The fix was to simply write a larger expiration time
on the certificates, so our certs have more plausible expiry times.

There are plenty of interesting discussion points from the research angle around how this arms race
should be played. We're working on medium term and longer term solutions, but in the short term, there
are other ways to filter Tor traffic like the one Iran used. Should we fix them all preemptively, meaning
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the next time they block us it will be through some more complex mechanism that's harder to figure
out? Or should we leave things as they are, knowing there will be more blocking events but also know -
ing that we can solve them easily? Given that their last blocking attempt was in January 2011, I think
it's smartest to collect some more data points first.”

Other innovations in local protest communications support infrastructures include The People's Skype
(“a phone-powered, distributed voice and voting system for the #Occupy Movement”),” Vibe (an anony-
mous alternative to Twitter designed for protestors, which operates locally and leaves no permanent record
of tweets for law enforcement),”” and the Cryptocat browser-based encrypted IM system designed to be dis-
tributed to activists via Raspberry Pi, a $35 Linux computer the size of a credit card Cryptocat.”

t74

The Guardian Project™ develops encrypted security layers for use on smart phones.

Venessa Miemis listed sixteen wireless meshwork projects aimed at circumventing state censorship.”

There's always the danger that ISPs in league with totalitarian governments will simply use traffic analy-
sis to block all encrypted traffic. The Dissent system is designed to defend against this.

Dissent's technical approach differs in two fundamental ways from the traditional relay-based ap-
proaches used by systems such as Tor:

* Dissent builds on dining cryptographers and verifiable shuffle algorithms to offer provable
anonymity guarantees, even in the face of traffic analysis attacks, of the kinds likely to be fea-
sible for authoritarian governments and their state-controlled ISPs for example.

* Dissent seeks to offer accountable anonymity, giving users strong guarantees of anonymity
while also protecting online groups or forums from anonymous abuse such as spam, Sybil at-
tacks, and sockpuppetry. Unlike other systems, Dissent can guarantee that each user of an on-
line forum gets exactly one bandwidth share, one vote, or one pseudonym, which other users
can block in the event of misbehavior.”

Dust is a similar project. Governments attempt to filter certain kinds of traffic by protocol “fingerprint-
ing,” summarily blocking protocols like SSL, Tor, BitTorrent, and VPNs. Dust reencodes the traffic into a
form which cannot be correctly fingerprinted by the filtering system.”

In May 2011 the Mozilla Foundation fell afoul of Homeland Security by refusing to remove a new ex-
tension from its Firefox browser—MAFIAAfire—which circumvents censorship of the Web by federal law
enforcement and the Copyright Nazis. MAFIAAfire “negates ICE's domain seizures, by automatically
rerouting users to alternate domains.”

Thankfully, Mozilla didn't just fold, but instead left it up and sent DHS a list of questions concerning
the request. The list of questions is really fantastic, as it goes way beyond the direct request to really get
to the heart of the questionable nature of ICE's activity with domain seizures:
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To help us evaluate the Department of Homeland Security's request to take-down/remove the MAFI-
AAfire.com add-on from Mozilla's websites, can you please provide the following additional informa-
tion:

1. Have any courts determined that MAFIA Afire.com is unlawful or illegal in any way? If so, on what
basis? (Please provide any relevant rulings)
2. Have any courts determined that the seized domains related to MAFIA Afire.com are unlawful, ille-
gal or liable for infringement in any way? (please provide relevant rulings)
3. Is Mozilla legally obligated to disable the add-on or is this request based on other reasons? If other
reasons, can you please specify.
4. Has DHS, or any copyright owners involved in this matter, taken any legal action against MAFI-
AAfire.com or the seized domains, including DMCA requests?
5. What protections are in place for MAFIAAfire.com or the seized domain owners if eventually a
court decides they were not unlawful?
6. Can you please provide copies of any briefs that accompanied the affidavit considered by the court
that issued the relevant seizure orders?
7. Can you please provide a copy of the relevant seizure order upon which your request to Mozilla to
take down MAFIAAfire.com is based?
8. Please identify exactly what the infringements by the owners of the domains consisted of, with refer-
ence to the substantive standards of Section 106 and to any case law establishing that the actions of the
seized domain owners constituted civil or criminal copyright infringement.
9. Did any copyright owners furnish affidavits in connection with the domain seizures? Had any copy-
right owners served DMCA takedown notices on the seized domains or MAFIAAfire.com? (if so
please provide us with a copy)
10. Has the Government furnished the domain owners with formal notice of the seizures, triggering the
time period for a response by the owners? If so, when, and have there been any responses yet by own-
ers?
11. Has the Government communicated its concerns directly with MAFIA Afire.com? If so, what response, if

any, did MAFIAAfire.com make?”

The Wordpress RePress plugin enables anyone with a Wordpress blog to set up proxy sites for any cen-

sored website of their choice.”

In response to the likely passage of SOPA in late 2011, Reddit formed a subgroup called darknetplan for
users interested in developing an encrypted meshwork to evade surveillance by the federal government and
the proprietary content industries.*

And Firefox announced a new extension, explicitly directed against SOPA, which functioned much like
the earlier MAFIAAfire to circumvent domain name takedowns.® More recently, in August 2013, The Pi-
rate Bay released PirateBrowser—an Internet browser for bypassing blocks—which was downloaded
100,000 times in the first three days after its issue.*

Supporters of SOPA have dismissed the threat from such means of circumvention, in language much like
that Cory Doctorow cited from those in the proprietary content industry who believed that DRM circum-
vention would be a marginal phenomenon limited to geeks.
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Opponents of SOPA have argued that the DNS filtering, even though it will have a number of harmful
effects on the technical and political structure of the Internet, will not be effective in preventing users
from accessing the blocked sites. Mr. Castro cites our research as evidence that SOPA’s mandate to fil -
ter DNS will be effective. He quotes our finding that at most 3% of users in certain countries that sub-
stantially filter the Internet use circumvention tools and asserts that “presumably the desire for access to
essential political, historical, and cultural information is at least equal to, if not significantly stronger
than, the desire to watch a movie without paying for it. Yet only a small fraction of Internet users em-
ploy circumvention tools to access blocked information, in part because many users simply lack the
skills or desire to find, learn and use these tools.”

In our report, we looked at three sets of censorship circumvention tools: complex, client-based tools
like Tor; paid VPNs; and web proxies. We estimated usage of those three classes of tools. We used re-
ports from the client tool developers, a survey to gather usage data from VPN operators and used data
from Google Analytics to estimate usage of web proxy tools. Counting all three classes of tools, we es-
timated as many as 19 million users a month of circumvention tools. Given the large number of users in
China, Iran, Saudi Arabia and other states where filtering is endemic, this represents a fairly small per-
centage of internet users in those countries; 19 million people represents about 3% of the users in coun-
tries where internet filtering is pervasive. We actually believe that 3% figure is high, as some of the
tools we study are used by users in open societies to evade corporate or university firewalls, not just to
evade government censorship.

We stand behind the findings in our study (with reservations that we detail in the paper), but we dis-
agree with the way that Mr. Castro applies our findings to the SOPA debate. His presumption that peo-
ple will work as hard or harder to access political content than they do to access entertainment content
deeply misunderstands how and why most people use the internet. Far more users in open societies use
the Internet for entertainment than for political purposes; it is unreasonable to assume different behav-
iors in closed societies. Our research offers the depressing conclusion that comparatively few users are
seeking blocked political information and suggests that the governments most successful in blocking
political content ensure that entertainment and social media content is widely available online precisely
because users get much more upset about blocking the ability watch movies than they do about block-
ing specific pieces of political content.

Rather than comparing usage of circumvention tools in closed societies to predict the activities of a
given userbase, Mr. Castro would do better to consider the massive userbase of tools like bit torrent
clients, which would make for a far cleaner analogy to the problem at hand. Likewise, the long line of
very popular peer-to-peer sharing tools that have been incrementally designed to circumvent the techni-
cal and political measures used to prevent sharing copyrighted materials are a stronger analogy than our
study of users in authoritarian regimes seeking to access political content.

Second, our research has consistently shown that those who really wish to evade Internet filters can
do so with relatively little effort. The problem is that these activities can be very dangerous in certain
regimes. Even though our research shows that relatively few people in autocratic countries use circum-
vention tools, this does not mean that circumvention tools are not crucial to the dissident communities
in those countries. 19 million people is not large in relation to the population of the Internet, but it is
still a lot of people absolutely who have freer access to the Internet through the tools. We personally
know many people in autocratic countries for whom these tools provide a crucial (though not perfect)
layer of security for their activist work.®

Another possible chokepoint, as suggested above by Avaaz's system of autonomous satellite antennas, is
the communications satellites themselves. As if the previously mentioned projects weren't ambitious
enough, members of the Chaos Communication Congress in Berlin have initiated the Hackerspace Global
Grid* project for creating a complete satellite communications system.

Computer hackers plan to take the internet beyond the reach of censors by putting their own communi-
cation satellites into orbit.
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The scheme was outlined at the Chaos Communication Congress in Berlin.

The project's organisers said the Hackerspace Global Grid will also involve developing a grid of
ground stations to track and communicate with the satellites....

Hobbyists have already put a few small satellites into orbit - usually only for brief periods of time -
but tracking the devices has proved difficult for low-budget projects.

The hacker activist Nick Farr first put out calls for people to contribute to the project in August. He
said that the increasing threat of internet censorship had motivated the project.

"The first goal is an uncensorable internet in space. Let's take the internet out of the control of terres-
trial entities," Mr Farr said....

The amateur radio satellite Arissat-1 was deployed into low earth orbit last year via a spacewalk by
two Russian cosmonauts from the International Space Station as part of an educational project.

Students and academics have also launched other objects by piggybacking official rocket launches.
However, these devices have often proved tricky to pinpoint precisely from the ground.

According to Armin Bauer, a 26-year-old enthusiast from Stuttgart who is working on the Hack-
erspace Global Grid, this is largely due to lack of funding.

"Professionals can track satellites from ground stations, but usually they don't have to because, if you
pay a large sum [to send the satellite up on a rocket], they put it in an exact place," Mr Bauer said....

When Mr Farr called for contributions to Hackerspace, Mr Bauer and others decided to concentrate
on the communications infrastructure aspect of the scheme.

In the open-source spirit of Hackerspace, Mr Bauer and some friends came up with the idea of a dis-
tributed network of low-cost ground stations that can be bought or built by individuals.

Used together in a global network, these stations would be able to pinpoint satellites at any given
time, while also making it easier and more reliable for fast-moving satellites to send data back to earth.

"It's kind of a reverse GPS," Mr Bauer said.

"GPS uses satellites to calculate where we are, and this tells us where the satellites are. We would
use GPS co-ordinates but also improve on them by using fixed sites in precisely-known locations."

Mr Bauer said the team would have three prototype ground stations in place in the first half of 2012,
and hoped to give away some working models at the next Chaos Communication Congress in a year's
time.

They would also sell the devices on a non-profit basis.

"We're aiming for 100 euros (£84) per ground station. That is the amount people tell us they would
be willing to spend,” Mr Bauer added.

Experts say the satellite project is feasible, but could be restricted by technical limitations.

"Low earth orbit satellites such as have been launched by amateurs so far, do not stay in a single
place but rather orbit, typically every 90 minutes," said Prof Alan Woodward from the computing de-
partment at the University of Surrey....

"That's not to say they can't be used for communications but obviously only for the relatively brief
periods that they are in your view. It's difficult to see how such satellites could be used as a viable com-
munications grid other than in bursts, even if there were a significant number in your constellation."

This problem could be avoided if the hackers managed to put their satellites into geostationary orbits
above the equator. This would allow them to match the earth's movement and appear to be motionless
when viewed from the ground. However, this would pose a different problem.

"It means that they are so far from earth that there is an appreciable delay on any signal, which can
interfere with certain Internet applications," Prof Woodward said.*
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"The first step is establishing a means of accurate synchronization for the distributed network," HGG
said. "Next up are building various receiver modules (ADS-B, amateur satellites, etc) and data process-
ing of received signals. A communication/control channel (read: sending data) is a future possibility but
there are no fixed plans on how this could be implemented yet."

The group also has a list of open tasks for those who want to participate.®

Even popular social networks like Apple's iMessage are implementing forms of encryption that baffle the
security state. A classified DEA memo complained, as an example that their broader fears of society “Going
Dark” were coming to fruition, that it was unable to decrypt text messages between two Apple mobile de-
vices even with a warrant. Of course the fact that we learned of this memo because it was leaked only adds
to the beauty of it.”

II1. Networks vs. Hierarchies

But if hierarchies don't do so well at suppressing networked organizations, centralized, hierarchical insti-
tutions are finding themselves all too vulnerable to networked resistance.

In the early 1970s, in the aftermath of a vast upheaval in American political culture, Samuel Huntington
wrote of a “crisis of democracy”; the American people, he feared, were becoming ungovernable. In The
Crisis of Democracy, he argued that the system was collapsing from demand overload, because of an excess
of democracy. Huntington's analysis is illustrative of elite thinking behind the neoliberal policy agenda of
the past thirty years.

For Huntington, America's role as “hegemonic power in a system of world order” depended on a domes-
tic system of order; this system of order—variously referred to as corporate liberalism, consensus capital-
ism, Cold War liberalism, and the welfare-warfare state—assumed a general public willingness to stay out
of government affairs.? And this was only possible because of a domestic structure of political authority in
which the country "was governed by the president acting with the support and cooperation of key individu-
als and groups in the Executive office, the federal bureaucracy, Congress, and the more important busi-
nesses, banks, law firms, foundations, and media, which constitute the private establishment."®

America's position as defender of global capitalism required that its government have the ability "to mo-
bilize its citizens for the achievement of social and political goals and to impose discipline and sacrifice
upon its citizens in order to achieve these goals.”*® Most importantly, this ability required that democracy be
largely nominal, and that citizens be willing to leave major substantive decisions about the nature of Ameri-
can society to qualified authorities. It required, in other words, "some measure of apathy and non-involve-
ment on the part of some individuals and groups."*"

Unfortunately—from his standpoint—these requirements were being gravely undermined by "a break-
down of traditional means of social control, a delegitimation of political and other means of authority, and
an overload of demands on government, exceeding its capacity to respond."*
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The phenomena that caused Huntington to recoil in horror in the early 1970s must have seemed posi-
tively tame by the late 1990s. The potential for networked resistance created by the Internet exacerbated
Huntington's crisis of governability beyond his wildest imagining. The Internet's potential for networked re-
sistance, for swarming the state, supplanted Huntington's old “crisis of governability” with the aspect of a
Rehoboam: “My little finger shall be thicker than my father's loins.”

There is a wide body of literature on the emergence of networked modes of resistance in the 1990s, be-
ginning with the Rand studies on netwar by David Ronfeldt, John Arquilla and other writers. In their 1996
paper “The Advent of Netwar,” Arquilla and Ronfeldt wrote that technological evolution was working to
the advantage of networks and the detriment of hierarchies. Although their focus was on the military aspect
(what has since been called “Fourth Generation Warfare”), they also mentioned governability concerns in
civil society much like those Huntington raised earlier. “Intellectual property pirates,” “militant single-issue
groups” and “transnational social activists,” in particular, were “developing netwar-like attributes.”

Now... the new information technologies and related organizational innovations increasingly enable
civil-society actors to reduce their isolation, build far-flung networks within and across national bound-
aries, and connect and coordinate for collective action as never before. As this trend deepens and
spreads, it will strengthen the power of civil-society actors relative to state and market actors around the
globe....

For years, a cutting edge of this trend could be found among left-leaning activist NGOs concerned
with human-rights, environmental, peace, and other social issues at local, national, and global levels.
Many of these rely on APC affiliates for communications and aim to construct a “global civil society”
strong enough to counter the roles of state and market actors. In addition, the trend is spreading across
the political spectrum. Activists on the right—from moderately conservative religious groups, to mili-
tant antiabortion groups—are also building national and transnational networks based in part on the use
of new communications systems.”

In “Tribes, Institutions, Markets, Networks” (1996) Ronfeldt focused on the special significance of net-
works for global civil society.

...[A]ctors in the realm of civil society are likely to be the main beneficiaries. The trend is increasingly
significant in this realm, where issue—oriented multiorganizational networks of NGOs—or, as some are
called, nonprofit organizations (NPOs), private voluntary organizations (PVOs), and grassroots organi-
zations (GROs)—continue to multiply among activists and interest groups who identify with civil soci-
ety. Over the long run, this realm seems likely to be strengthened more than any other realm, in relative
if not also absolute terms. While examples exist across the political spectrum, the most evolved are
found among progressive political advocacy and social activist NGOs—e.g., in regard to environmen-
tal, human-rights, and other prominent issues—that depend on using new information technologies like
faxes, electronic mail (e-mail), and on-line conferencing systems to consult and coordinate. This
nascent, yet rapidly growing phenomenon is spreading across the political spectrum into new corners
and issue areas in all countries.

The rise of these networks implies profound changes for the realm of civil society. In the eighteenth
and nineteenth centuries, when most social theorists focused on state and market systems, liberal
democracy fostered, indeed required, the emergence of this third realm of activity. Philosophers such as
Adam Ferguson, Alexis de Tocqueville, and G. W. F. Hegel viewed civil society as an essential realm
composed of all kinds of independent nongovernmental interest groups and associations that acted
sometimes on their own, sometimes in coalitions, to mediate between state and society at large. How-
ever, civil society was also considered to be a weaker realm than the state or the market. And while the-
orists treated the state and the market as systems, this was generally not the case with civil society. It
was not seen as having a unique form of organization equivalent to the hierarchical institution or the
competitive market, although some twentieth century theorists gave such rank to the interest group.
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Now, the innovative NGO-based networks are setting in motion new dynamics that promise to re-
shape civil society and its relations with other realms at local through global levels. Civil society ap-
pears to be the home realm for the network form, the realm that will be strengthened more than any
other—either that, or a new, yet-to-be-named realm will emerge from it. And while classic definitions
of civil society often encompassed state- and market-related actors (e.g., political parties, businesses
and labor unions), this is less the case with new and emerging definitions—the separation of “civil soci-
ety” from “state” and “market” realms may be deepening.

The network form seems particularly well suited to strengthening civil-society actors whose purpose
is to address social issues. At its best, this form may thus result in vast collaborative networks of NGOs
geared to addressing and helping resolve social equity and accountability issues that traditional tribal,
state, and market actors have tended to ignore or are now unsuited to addressing well.

The network form offers its best advantages where the members, as often occurs in civil society, aim
to preserve their autonomy and to avoid hierarchical controls, yet have agendas that are interdependent
and benefit from consultation and coordination.**

Networked global civil society, in the words of James Moore, is becoming a “Second Superpower”:

As the United States government becomes more belligerent in using its power in the world, many peo-
ple are longing for a “second superpower” that can keep the US in check. Indeed, many people desire a
superpower that speaks for the interests of planetary society, for long-term well-being, and that encour-
ages broad participation in the democratic process. Where can the world find such a second super-
power? No nation or group of nations seems able to play this role, although the European Union some-
times seeks to, working in concert with a variety of institutions in the field of international law, includ-
ing the United Nations. But even the common might of the European nations is barely a match for the
current power of the United States.

There is an emerging second superpower, but it is not a nation. Instead, it is a new form of interna-
tional player, constituted by the “will of the people” in a global social movement. ...

While some of the leaders have become highly visible, what is perhaps most interesting about this
global movement is that it is not really directed by visible leaders, but, as we will see, by the collective,
emergent action of its millions of participants.... What makes these numbers important is the new cy-
berspace enabled interconnection among the members. This body has a beautiful mind. Web connec-
tions enable a kind of near-instantaneous, mass improvisation of activist initiatives....

New forms of communication and commentary are being invented continuously. Slashdot and other
news sites present high quality peer-reviewed commentary by involving large numbers of members of
the web community in recommending and rating items. T ext messaging on mobile phones, or texting,
is now the medium of choice for communicating with thousands of demonstrators simultaneously dur-
ing mass protests. Instant messaging turns out to be one of the most popular methods for staying con-
nected in the developing world, because it requires only a bit of bandwidth, and provides an intimate
sense of connection across time and space. The current enthusiasm for blogging is changing the way
that people relate to publication, as it allows realtime dialogue about world events as bloggers log in
daily to share their insights. Meta-blogging sites crawl across thousands of blogs, identifying popular
links, noting emergent topics, and providing an instantaneous summary of the global consciousness of
the second superpower.

The Internet and other interactive media continue to penetrate more and more deeply all world soci-
ety, and provide a means for instantaneous personal dialogue and communication across the globe. The
collective power of texting, blogging, instant messaging, and email across millions of actors cannot be
overestimated. Like a mind constituted of millions of inter-networked neurons, the social movement is
capable of astonishingly rapid and sometimes subtle community consciousness and action.

Thus the new superpower demonstrates a new form of “emergent democracy” that differs from the
participative democracy of the US government. Where political participation in the United States is ex-
ercised mainly through rare exercises of voting, participation in the second superpower movement oc-
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curs continuously through participation in a variety of web-enabled initiatives. And where deliberation
in the first superpower is done primarily by a few elected or appointed officials, deliberation in the sec-
ond superpower is done by each individual—making sense of events, communicating with others, and
deciding whether and how to join in community actions. Finally, where participation in democracy in
the first superpower feels remote to most citizens, the emergent democracy of the second superpower is
alive with touching and being touched by each other, as the community works to create wisdom and to
take action.

How does the second superpower take action? Not from the top, but from the bottom. That is, it is
the strength of the US government that it can centrally collect taxes, and then spend, for example, $1.2
billion on 1,200 cruise missiles in the first day of the war against Iraq. By contrast, it is the strength of
the second superpower that it could mobilize hundreds of small g roups of activists to shut down city
centers across the United States on that same first day of the war. And that millions of citizens world-
wide would take to their streets to rally. The symbol of the first superpower is the eagle—an awesome
predator that rules from the skies, preying on mice and small animals. Perhaps the best symbol for the
second superpower would be a community of ants. Ants rule from below. And while I may be awed
seeing eagles in flight, when ants invade my kitchen they command my attention.

In the same sense as the ants, the continual distributed action of the members of the second super-
power can, I believe, be expected to eventually prevail. Distributed mass behavior, expressed in rally-
ing, in voting, in picketing, in exposing corruption, and in purchases from particular companies, all
have a profound effect on the nature of future society. More effect, I would argue, than the devastating
but unsustainable effect of bombs and other forms of coercion.

Deliberation in the first superpower is relatively formal—dictated by the US constitution and by
years of legislation, adjudicating, and precedent. The realpolitik of decision making in the first super-
power—as opposed to what is taught in civics class—centers around lobbying and campaign contribu-
tions by moneyed special interests—big oil, the military-industrial complex, big agriculture, and big
drugs—to mention only a few. In many cases, what are acted upon are issues for which some group is
willing to spend lavishly. By contrast, it is difficult in the US government system to champion policy
goals that have broad, long-term value for many citizens, such as environment, poverty reduction and
third world development, women’s rights, human rights, health care for all. By contrast, these are pre-
cisely the issues to which the second superpower tends to address its attention.

Deliberation in the second superpower is evolving rapidly in both cultural and technological terms.
It is difficult to know its present state, and impossible to see its future. But one can say certain things.
It is stunning how quickly the community can act—especially when compared to government systems.
The Internet, in combination with traditional press and television and radio media, creates a kind of
“media space” of global dialogue. Ideas arise in the global media space. Some of them catch hold and
are disseminated widely. Their dissemination... becomes a pattern across the community. Some mem-
bers of the community study these patterns, and write about some of them. This has the effect of both
amplifying the patterns and facilitating community reflection on the topics highlighted. A new form of
deliberation happens. A variety of what we might call “action agents” sits figuratively astride the com-
munity, with mechanisms designed to turn a given social movement into specific kinds of action in the
world. For example, fundraisers send out mass appeals, with direct mail or the Internet, and if they are
tapping into a live issue, they can raise money very quickly. This money in turn can be used to support
activities consistent with an emerging mission....

...The shared, collective mind of the second superpower is made up of many individual human
minds—your mind and my mind—together we create the movement. In traditional democracy our
minds don’t matter much—what matters are the minds of those with power of position, and the minds
of those that staff and lobby them. In the emergent democracy of the second superpower, each of our
minds matters a lot. For example, any one of us can launch an idea. Any one of us can write a blog,
send out an email, create a list. Not every idea will take hold in the big mind of the second superpower
—but the one that eventually catches fire is started by an individual. And in the peer-oriented world of
the second superpower, many more of us have the opportunity to craft submissions, and take a shot.

The contrast goes deeper. In traditional democracy, sense-making moves from top to bottom. “The
President must know more than he is saying” goes the thinking of a loyal but passive member of the
first superpower. But this form of democracy was established in the 18th century, when education and



information were both scarce resources. Now, in more and more of the world, people are well educated
and informed. As such, they prefer to make up their own minds. Top-down sense-making is out of
touch with modern people.

The second superpower, emerging in the 21st century, depends upon educated informed members.
In the community of the second superpower each of us is responsible for our own sense-making. We
seek as much data—raw facts, direct experience—as we can, and then we make up our own minds.
Even the current fascination with “reality television” speaks to this desire: we prefer to watch our fel-
lows, and decide ourselves “what’s the story” rather than watching actors and actresses play out a story
written by someone else. The same, increasingly, is true of the political stage—hence the attractiveness
of participation in the second superpower to individuals.”

In The Zapatista "Social Netwar" in Mexico,”* Arquilla, Ronfeldt et al. expressed some concern over the
possibilities of decentralized "netwar" techniques for destabilizing the existing political and economic or-
der. They saw early indications of such a movement in the global political support network for the Zapatis-
tas. Loose, ad hoc coalitions of affinity groups, organizing through the Internet, could throw together large
demonstrations at short notice, and "swarm" the government and mainstream media with phone calls, let-
ters, and emails far beyond their capacity to cope.

The information revolution is leading to the rise of network forms of organization, whereby small, pre-
viously isolated groups can communicate, link up, and conduct coordinated joint actions as never be-
fore. This, in turn, is leading to a new mode of conflict— “netwar”—in which the protagonists depend
on using network forms of organization, doctrine, strategy, and technology. Many actors across the
spectrum of conflict—from terrorists, guerrillas, and criminals who pose security threats to social ac-
tivists who do not—are developing netwar designs and capabilities.

Ronfeldt and Arquilla noted a parallel between such techniques and the "leaderless resistance" ideas ad-
vocated by right-wing white supremacist Louis Beam, circulating in some constitutionalist/militia circles.

The interesting thing about the Zapatista netwar, according to Ronfeldt and Arquilla, is that to all appear-
ances it started out as a run-of-the-mill Third World army's suppression of a run-of-the-mill local insur-
gency. Right up until Mexican troops entered Chiapas, there was every indication the uprising would be
suppressed quickly according to the standard script that had worked up to then, and that the world outside
Mexico would “little note nor long remember” it. It looked that way until Subcommandante Marcos and the
Zapatistas made their appeal to global civil society and became the center of a networked movement that
stirred activists the world over. The Mexican government was blindsided by the global reaction.® The reac-
tion included not only activist support around the world, but a demonstration of hundreds of thousands in
solidarity in Mexico City—a fact which no doubt figured in the government's decision to accept a cease-
fire.” Since then, Immanuel Wallerstein argues, this political support has been the main factor in the gov-
ernment limiting itself largely to skirmishes and harassment of areas under EZLN control, despite
overwhelming military superiority.'®

Swarming—in particular the swarming of public pressure through letters, phone calls, emails, and public
demonstrations, and the paralysis of communications networks by such swarms—is the direct descendant
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of the “overload of demands” Huntington wrote of in the 1970s. In “Swarming & the Future of Conflict,”
Ronfeldt and Arquilla focused on swarming, in particular, as a technique that served the entire spectrum of
networked conflict—including “civic-oriented actions.”'”" Despite the primary concern with swarming as a
military phenomenon, they also gave some attention to networked global civil society—and the Zapatista
support network in particular—as examples of peaceful swarming with which states were ill-equipped to
deal:

A recent example of swarming can be found in Mexico, at the level of what we call activist “social net-
war” (see Ronfeldt et al., 1998). Briefly, we see the Zapatista movement, begun in January 1994 and
continuing today, as an effort to mobilize global civil society to exert pressure on the government of
Mexico to accede to the demands of the Zapatista guerrilla army (EZLN) for land reform and more eq-
uitable treatment under the law. The EZLN has been successful in engaging the interest of hundreds of
NGOs, who have repeatedly swarmed their media-oriented “fire” (i.e., sharp messages of reproach)
against the government. The NGOs also swarmed in force—at least initially—by sending hundreds of
activists into Chiapas to provide presence and additional pressure. The government was able to mount
only a minimal counterswarming “fire” of its own, in terms of counterpropaganda. However, it did
eventually succeed in curbing the movement of activists into Chiapas, and the Mexican military has en-
gaged in the same kind of “blanketing” of force that U.S. troops employed in Haiti—with similar suc-

cess. %

At present, our best understanding of swarming—as an optimal way for myriad, small, dispersed,
autonomous but internetted maneuver units to coordinate and conduct repeated pulsing attacks, by fire
or force—is best exemplified in practice by the latest generation of activist NGOs, which assemble into
transnational networks and use information operations to assail government actors over policy issues.
These NGOs work comfortably within a context of autonomy from each other; they also take advan-
tage of their high connectivity to interact in the fluid, flexible ways called for by swarm theory.

The growing number of cases in which activists have used swarming include, in the security area,
the Zapatista movement in Mexico.... The [Zapatista movement] is a seminal case of “social netwar,” in
which transnationally networked NGOs helped deter the Mexican government and army from attacking
the Zapatistas militarily....

Social swarming is especially on the rise among activists that oppose global trade and investment
policies. Internet-based protests helped to prevent approval of the Multilateral Agreement on Invest-
ment (MAI) in Europe in 1998. Then, on July 18, 1999—a day that came to be known as J18—furious
anticapitalist demonstrations took place in London, as tens of thousands of activists converged on the
city, while other activists mounted parallel demonstrations in other countries. J18 was largely organized
over the Internet, with no central direction or leadership. Most recently, with J18 as a partial blueprint,
several tens of thousands of activists, most of them Americans but many also from Canada and Europe,
swarmed into Seattle to shut down a major meeting of the World Trade Organization (WTO) on open-
ing day, November 30, 1999—in an operation known to militant activists and anarchists as N30, whose
planning began right after J18. The vigor of these three movements and the effectiveness of the ac-
tivists’ obstructionism came as a surprise to the authorities.

The violent street demonstrations in Seattle manifested all the conflict formations discussed earlier—
the melee, massing, maneuver, and swarming. Moreover, the demonstrations showed that information-
age networks (the NGOs) can prevail against hierarchies (the WTO and the Seattle police), at least for a
while. The persistence of this “Seattle swarming” model in the April 16, 2000, demonstrations (known
as A16) against the International Monetary Fund and the World Bank in Washington, D.C., suggests
that it has proven effective enough to continue to be used.

From the standpoints of both theory and practice, some of the most interesting swarming was con-
ducted by black-masked anarchists who referred to themselves collectively as the N30 Black Bloc,
which consisted of anarchists from various affinity groups around the United States. After months of
planning, they took to the field individually and in small groups, dispersed but internetted by two-way

101 Arquilla and Ronfeldt, Swarming & the Future of Conflict DB-311 (Santa Monica, CA: RAND, 2000), iii
<http://www.rand.org/pubs/documented_briefings/DB311/>.
102 Ibid., p. 39.



radios and other communications measures, with a concept of collective organization that was fluid and
dynamic, but nonetheless tight. They knew exactly what corporate offices and shops they intended to
damage—they had specific target lists. And by using spotters and staying constantly in motion, they
largely avoided contact with the police...

In these social netwars—from the Zapatistas in 1994, through the N30 activists and anarchists in
1999—swarming appears not only in real-life actions but also through measures in cyberspace. Swarms
of email sent to government figures are an example. But some “hacktivists” aim to be more disruptive
—pursuing “electronic civil disobedience.” One notable recent effort associated with a collectivity
called the Electronic Disturbance Theater is actually named SWARM. It seeks to move “digital Zap-
atismo” beyond the initial emphasis of its creators on their “FloodNet” computer system, which has
been used to mount massive “ping” attacks on government and corporate web sites, including as part of
J18. The aim of its proponents is to come up with new kinds of “electronic pulse systems” for support-
ing militant activism. This is clearly meant to enable swarming in cyberspace by myriad people against
government, military, and corporate targets. '

More recently, a series of DDOS attacks by Anonymous, many of them against targets associated with
efforts to suppress Wikileaks or Occupy Wall Street, illustrate the same phenomenon.

Swarming, in all its manifestations, involves a new understanding of the strategic principle of mass, in
which mass is achieved by a rapid, transitory concentration of forces at the point of attack. The flash maob,
when used for activist purposes, is a good example of this. Another, older example of the same phenomenon
was the Wobbly practice of unannounced one-day strikes at random intervals.

The new principle of mass, as manifested in swarming protests like the Seattle anti-globalization demon-
stration in 1999 and the 2006 anti-Lukashenko flash mobs in Minsk, is far less vulnerable to preemptive
disruption in its preparatory stages. Swarming attacks, which can be organized on comparatively short no-
tice by loose networks, require far less advance planning. More conventional mass demonstrations in the
previous era, like the East German uprisings in 1989, were much more visible to authorities during their
planning stages. Now the planning and preparatory phase is drastically shortened and virtually invisible to
the authorities, with the highly visible public demonstration seeming to appear out of nowhere with little or
no warning.'*

The German Blitzkrieg doctrine, by way of analogy, relied on radio-equipped tanks to turn their armored
force—fewer, more lightly armored and with lighter guns than that of the French—into a “coordinated
group weapon.”'®® German armored formations, by converging rapidly at the breakthrough point and then
rapidly dispersing, or by achieving concentration of fire without spatial concentration, prefigured the flash
mobs which—although possessing far less firepower than the state's police—are able to form and disperse
before the state can react to them.

Since then, doctrines like the American Airland Battle of the 1980s attempted to attain mass through
concentration of fire (coordinated artillery, missile and air strikes) on the Schwerpunkt, with the physical
concentration of rapidly assembled and dispersed ground forces playing a secondary role. A force with su-
perior agility, despite smaller numbers, can achieve local superiority at will and defeat the enemy in detail.

Netwar, Ronfeldt and Arquilla wrote elsewhere, is characterized by “the networked organizational struc-
ture of its practitioners—with many groups actually being leaderless —and the suppleness in their ability to
come together quickly in swarming attacks.”'%
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The disappearance of time and space limitations, associated with networked communications operating
at the speed of light, has strong implications for the growing capability of swarming attacks. Consider the
radical compression of the time factor, as described by Sarah Wanenchak:

Now the spread of information is nearly instantaneous. A protest is violently put down in an afternoon;
by the evening, one can see solidarity demonstrations in multiple other nations. People act and react
more quickly and more fluidly in response to new information, to changing perceptions of opportunity
and threat. The heartbeat of collective action has sped up.

Coordination across large distances is another practical result of the increased speed of information
sharing.... [NJow protesters in multiple different countries call a day of protest, and over 900 cities
worldwide take part.'”’

And as Julian Assange argues, such advances in speed and ubiquity make it possible for the swarming at-
tack to take the form of a full court press, overwhelming multiple governments or agencies at once so that
each is too preoccupied dealing with its own swarming attacks to cooperate with the others.

In relation to the Arab Spring, the way I looked at this back in October of 2010 is that the power struc-
tures in the Middle East are interdependent, they support each other. If we could release enough infor-
mation fast enough about many of these powerful individuals and organizations, their ability to support
each other would be diminished. They'd have to fight their own local battles — they'd have to turn in-
ward to deal with the domestic political fallout from the information. And therefore they would not
have the resources to prop up surrounding countries.'®

The rest of this section is, in many ways, a direct continuation of our discussion of stigmergy in the pre-
vious chapter. It might be fruitful to reread the fourth section of Chapter One and proceed directly to the
material below.

Many open-source thinkers, going back to Eric Raymond in The Cathedral and the Bazaar, have
pointed out the nature of open-source methods and network organization as force-multipliers.'” Open-
source design communities pick up the innovations of individual members and quickly distribute them
wherever they are needed, with maximum economy. This is a feature of the stigmergic organization that we
considered earlier.

This principle is at work in the file-sharing movement, as described by Cory Doctorow. Individual inno-
vations immediately become part of the common pool of intelligence, universally available to all.

Raise your hand if you're thinking something like, “But DRM doesn't have to be proof against smart at-
tackers, only average individuals!...”

...I don't have to be a cracker to break your DRM. I only need to know how to search Google, or
Kazaa, or any of the other general-purpose search tools for the cleartext that someone smarter than me
has extracted."”

It used to be that copy-prevention companies' strategies went like this: “We'll make it easier to buy a
copy of this data than to make an unauthorized copy of it. That way, only the uber-nerds and the cash-
poor/time rich classes will bother to copy instead of buy.” But every time a PC is connected to the In-
ternet and its owner is taught to use search tools like Google (or The Pirate Bay), a third option appears:
you can just download a copy from the Internet.....""
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Bruce Schneier describes the stigmergic Bazaar model as automation lowering the marginal cost of shar-

ing innovations.

Automation also allows class breaks to propagate quickly because less expertise is required. The first
attacker is the smart one; everyone else can blindly follow his instructions. Take cable TV fraud as an
example. None of the cable TV companies would care much if someone built a cable receiver in his
basement and illicitly watched cable television. Building that device requires time, skill, and some
money. Few people could do it. Even if someone built a few and sold them, it wouldn't have much im-
pact.

But what if that person figured out a class break against cable television? And what if the class break
required someone to push some buttons on a cable box in a certain sequence to get free cable TV? If
that person published those instructions on the Internet, it could increase the number of nonpaying cus-
tomers by millions and significantly affect the company's profitability.'

This reduced transaction cost of aggregation or replicating small contributions is a key feature of stig-
mergy—what David Weinberger called “small pieced, loosely joined.”

To put it in the terms of The Matrix, traditional hierarchies are being besieged by a self-replicating army
of Agent Smiths.

This is one illustration of a broader advantage of stigmergy: modular design. In Schneier's words, exper-
tise is “[e]ncapsulated and commoditized.” “Take a class break [i.e. a hack], automate it, and propagate the

break for free, and you've got a recipe for a security disaster.

113

Australia, in fact, was recently the location of a literal “geeks helping grandmas” story, as hackers at The
Pirate Party provided technical expertise to seniors wishing to circumvent government blockage of right-to-

die websites:

Exit International is an assisted suicide education group in Australia, whose average member is over 70
years old. The Exit International website will likely be blocked by the Great Firewall of Australia, so
Exit International has turned to Australia's Pirate Party and asked for help in producing a slideshow ex-
plaining firewall circumvention for seniors. It's a pretty informative slideshow—teachers could just as
readily use it for schoolkids in class in a teaching unit on getting access to legit educational materials
that's mistakenly blocked by school censorware."*

Open-source insurgency follows the same model, with each individual contribution quickly becoming

available to all. John Robb writes:

The decentralized, and seemingly chaotic guerrilla war in Iraqg demonstrates a pattern that will likely
serve as a model for next generation terrorists. This pattern shows a level of learning, activity, and suc-
cess similar to what we see in the open source software community. I call this pattern the bazaar. The
bazaar solves the problem: how do small, potentially antagonistic networks combine to conduct war?
Lessons from Eric Raymond's "The Cathedral and the Bazaar" provides a starting point for further anal-

ysis. Here are the factors that apply (from the perspective of the guerrillas):

*Release early and often. Try new forms of attacks against different types of targets early and often.

Don’t wait for a perfect plan.

*Given a large enough pool of co-developers, any difficult problem will be seen as obvious by someone,

and solved. Eventually some participant of the bazaar will find a way to disrupt a particularly difficult
target. All you need to do is copy the process they used.
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*Your co-developers (beta-testers) are your most valuable resource. The other guerrilla networks in the
bazaar are your most valuable allies. They will innovate on your plans, swarm on weaknesses you iden-
tify, and protect you by creating system noise.'®

The rapid innovation in Improvised Explosive Devices (IEDs) achieved by open-source warfare net-
works in Iraq and Afghanistan is a case in point.""® Any innovation developed by a particular cell of Al
Qaeda Iraq, if successful, is quickly adopted by the entire network.

The key to understanding the agility of networks is the concept of cognitive feedback loops.

Intelligence is a cognitive feedback system that allows us to adjust appropriately to changing condi-
tions.

Here's how it works—at least ideally: Using our intelligence, we observe and organize what's going
on in and around us. We learn—by reflecting on what we observe, calling up memories, and creating
understandings—recognizing patterns and creating ideas and narratives. We decide on how to act,
based on our understandings. When we observe the results of our actions and reflect on what we ob-
serve, we can modify our understandings—our ideas, stories, beliefs, and worldviews—to take into ac-
count what we've observed. This is "learning from experience”—the most fundamental role of intelli-
gence.

The same dynamic happens with collective intelligence in society. As a society, we use things like
science, journalism, blogs, twitter feeds, and intelligence services to collectively observe what's going
on within and around our society. We use pundits, academia, government deliberations, boardroom
conferences, online forums and other conversations to reflect on what we've observed and to formulate
our responses based on what we think we're learning. We call up relevant pieces of the past using li-
braries, databases, history, the records of mass media, and our own individual memories. We take action
through corporate and government policies and activities and the billions of decisions and activities of
variously informed individuals, families, networks, and other social groupings. We then reflect on the
results of what "we" have done, not only through the institutions I mentioned earlier—science, journal-
ism, etc.—but also through the investigations and protests of activists and other political players work-
ing through political campaigns and lobbying.

This is our societal collective intelligence—or lack of it—the feedback system through which our
society responds to changes in its collective circumstances—changes like climate change.

If our society is not responding well to the issues it faces, we can be sure there are faulty circuits in
the cognitive systems that constitute our collective intelligence. Are there forces distorting science and
journalism, preventing them from performing their proper roles with integrity? Are their systemic de-
sign issues or parasitic influences that prevent government deliberations, corporate conferences, and in-
dividual citizens and consumers from taking into account what needs to be taken into account? Do cer-
tain cultural assumptions and worldviews color the thinking of both powerholders and depowered citi-
zens so they can't perceive—or they obsessively deny—emerging threats and possibilities? Is the flow
of information and collective memory smooth and useful—or does the society manifest dangerous lev-
els of collective Alzheimer's, unable to even remember who it is in the larger scheme of things? Do the
change agents who seek to correct society's failings attend only to specific cases or issues—or to heal-
ing and upgrading the systems and cultures that constitute their society's collective cognitive capacity—
it's collective intelligence and wisdom? These are important questions that can direct the attention of
change agents to more fruitful targets, based on an understanding of collective intelligence.

How well does our society's collective intelligence feedback system—the many ways we collec-
tively learn (or not) from experience—recognize and deal with the feedback systems that generate cli-
mate change? What factors help us do this—and which ones hinder us? THIS is what we need to attend
to.
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Because ultimately, climate change is not the issue. Ultimately, the issue is our collective ability to
observe, think, feel, decide, act, and reflect on our actions and their results. If we can do that well,
we can deal well with every issue we face because—thanks to our own cognitive feedback powers—it
doesn't matter where we start. We'll be able to improve and correct our course as we proceed, collec-
tively, into a better future."”

For this reason, John Robb argues, a hierarchical military establishment like the U.S. is unlikely to sur-
pass the agility of a networked effort like Al Qaeda Iraq.

First, out-innovating the insurgency will most likely prove unsuccessful. The insurgency uses an open-
source community approach (similar to the decentralized development process now prevalent in the
software industry) to warfare that is extremely quick and innovative. New technologies and tactics
move rapidly from one end of the insurgency to the other, aided by Iraq's relatively advanced communi-
cations and transportation grid - demonstrated by the rapid increases in the sophistication of the insur-
gents' homemade bombs. This implies that the insurgency's innovation cycles are faster than the Ameri-
can military's slower bureaucratic processes (for example: its inability to deliver sufficient body and ve-
hicle armor to our troops in Iraq)."®

Stigmergic, networked organizations are far more agile than hierarchical institutions because they require
no permission or administrative coordination to act. A traditional hierarchy, in which decisions are medi-
ated administratively or socially, incurs enormous transaction costs getting everyone on the same page be-
fore anyone can act. As Heather Marsh argues, an idea developed within a hierarchical framework

must first be pitched by the originator, who will attempt to persuade a group to adopt the idea. The
group must be in agreement with the idea itself and with every stage of its development. The majority
of energy and resources are spent on communication, persuasion, and personality management, and the
working environment is fraught with arguments and power struggles....

With stigmergy, an initial idea is freely given, and the project is driven by the idea, not by a person-
ality or group of personalities. No individual needs permission (competitive) or consensus (collabora-
tive) to propose an idea or initiate a project. There is no need to discuss or vote on the idea, if an idea is
exciting or necessary it will attract interest. The interest attracted will be from people actively involved
in the system and willing to put effort into carrying the project further, not empty votes from people
with little interest or involvement. Since the project is supported or rejected based on contributed effort,
not empty votes, input from people with more commitment to the idea will have greater weight. Stig-
mergy also puts individuals in control over their own work, they do not need group permission to tell
them what system to work on or what part to contribute.

The person with the initial idea may or may not carry the task further. Evangelizing the idea is vol-
untary, by a group that is excited by the idea; they may or may not be the ones to carry it out. It is un-
necessary to seek start up funding and supporters; if an idea is good it will receive the support required.
(In practise, that is not true yet, as few people have the free time to put into volunteer projects because
most are tied to compulsory work under the existing financial system.) Secrecy and competition is un-
necessary because once an idea is given, it and all new development belongs to anyone who chooses to
work on it. Anyone can submit work for approval, the idea cannot die or be put on hold by personali-
ties; acceptance or rejection is for the work contributed, not the person contributing it. All ideas are ac-
cepted or rejected based on the needs of the system.

Responsibility and rights for the system rest with the entire user group, not just the creators. There is
no need for people to leave the system based on personality conflicts as there is no need for communi-
cation outside of task completion and there are usually plenty of jobs with complete autonomy. As no
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one owns the system, there is no need for a competing group to be started to change ownership to a dif-
ferent group.™”

Networks have the property that Nassim Taleb calls “antifragility.” An antifragile system is one that “re-
generates itself continuously by using, rather than suffering from, random events, unpredictable shocks,
stressors, and volatility. The antifragile gains from prediction errors, in the long run.”'*

The speed and agility of the network, its shortened reaction time, and the rapidity with which it shares in-
formation and new techniques, mean that networks are typically inside what strategist John Boyd called the
OODA loop of hierarchies.”" They react more quickly to changing circumstances than do hierarchies, so
they can stay a step ahead of them and keep them constantly off-balance. As a result, networks can go
through multiple generations of tactical innovation while hierarchies are still ponderously formulating a re-
sponse to first-generation practices. Organizations that can process new information and make generational
changes in praxis in response to that information more quickly outperform those that don't. Boyd biogra-
pher Grant Hammond writes:

Boyd’s answer is that we should be open to possibilities, to opportunities and ready and able to recog-
nize choices and make them. It is all a matter of connections and choices. The more we know, the more
we connect—to the environment, to the past, the future, to people, to ideas, and to things. In doing so,
we have to make choices, to prioritize, to do trade-off thinking about options and possibilities. We also
have to embrace novelty, to synthesize, to create opportunities out of the things around us, to be the ar-
chitect of our own life in so far as possible. For Boyd, living is thinking and creating through endless
OODA Loops of various sizes, speeds, and importance.'*

Boyd called it the Law of Iteration:

Boyd decided that the primary determinant to winning dogfights was not observing, orienting, plan-
ning, or acting better. The primary determinant to winning dogfights was observing, orienting, plan-
ning, and acting faster. In other words, how quickly one could iterate. Speed of iteration, Boyd sug-
gested, beats quality of iteration.'”

Generally, OODA loops become shorter as the “distance” decreases, or friction is reduced (in informa-
tion terms) between the observation and acting portion of the loop—the actor ideally being empowered to
directly implement changes in actions based on her own observation of the results of previous action. Any-
thing that erects barriers between the different sub-processes of the OODA loop—Ilike policy-making pro-
cedures within a hierarchy—or impedes feedback will slow down information-processing and reaction.

Whatever has been planned, there are always unwanted consequences for a reason that has nothing to
do with the quality of the research or with the precision of the plan, but with the very nature of action. It
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has never been the case that you first know and then act. You first act tentatively and then begin to
know a bit more before attempting again.'**

To synthesize Boyd and Taleb, an antifragile system is characterized by a short OODA loop: a rapid cy-
cle of iterations and immediate adoption of successful variations. The larger the number of nodes contribut-
ing their individual experience, and the faster the cycle of iterations, the more likely the network is to
benefit. A good example from Taleb is research. Payoffs from research follow a power law distribution: a
small number of trials pay off enormously. “Consequently, payoff from research should necessarily be lin-
ear to number of trials, not total funds involved in the trials.”'* Individual innovations are random and un-
predictable, and do not correlate with research expenditure. What matters is the size of the network, the
number of iterations, and the lowest possible transaction cost of replicating innovations within the network.

Only successful iterations matter because their successes become the collective property of the entire
network. A single network is experiencing—in the sense of benefiting from the experience of—thousands,
millions or billions of constant iterations, so that the collective spins off innovations with the speed of repli-
cating yeast, and evolves as fast as a bacteria population developing antibiotic resistance.

A stigmergic network with a short OODA loop that can adopt the benefits of individual nodes' experi-
ence evolves in a Lysenkoist manner. In Darwinian evolution, only the most successful individuals live and
pass their successful mutations to their own physical offspring. But stigmergic organization means that ev-
ery individual node that adopts the successful innovation through imitation becomes the “offspring” of the
innovator; the successful mutations generated by individual nodes can immediately be adopted as part of
the genetic code of every other node in the network, without the others having to die off. So the network as
a whole thrives and grows in response to randomness and volatility—the definition of antifragility.

In the evolutionary model, the network is closer to the species than to the individual animal.

To satisfy the conditions for... immortality, the organisms need to predict the future with perfection—
near perfection is not enough. But by letting the organisms go one lifespan at a time, with modifications
between successive generations, nature does not need to predict future conditions.... Every random
event will bring its own antidote in the form of ecological variation. It is as if nature changed itself at
every step and modified its strategy every instant.

Consider this in terms of economic and institutional life. If nature ran the economy, it would not con-
tinuously bail out its living members to make them live forever. Nor would it have permanent adminis-
trations and forecasting departments that try to outsmart the future...."*

Compare this to the hierarchical organization, like John Kenneth Galbraith's corporate technostructure in
The New Industrial State, which survives only by suppressing randomness and volatility in its surrounding
environment and making it predictable—in other words, it's fragile.

When you are fragile, you depend on things following the exact planned course, with as little deviation
as possible—for deviations are more harmful than helpful. This is why the fragile needs to be very pre-
dictive in its approach, and, conversely, predictive systems cause fragility. When you want deviations,
and you don't care about the possible dispersion of outcomes that the future can bring, since most will
be helpful, you are antifragile.'”’

What makes life simple is that the robust and antifragile don't have to have as accurate a comprehen-
sion of the world as the fragile—and they do not need forecasting.'*®
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“Optionality”—the freedom from not being locked into a course of action by past investments or a bur-
den of overhead and debt—means “you don't have much need for what is commonly called intelligence,
knowledge, insight, skills.... For you don't have to be right that often.” Instead, you can gain from random
trial and error and incremental tinkering. In evolution, “nature simply keeps what it likes....”'* The network
benefits from the long-shot contributions of any members, without any downside risk to the network as a
whole from individual failures.

In most cases individual success comes from luck or trial and error, not knowledge or predictive capabil-
ity. The knowledge inheres not in individuals, but in the process or the network as a whole—whether, as
Taleb says, it be phrased in the terms of the Muslim skeptic philosopher Al-Ghazali who said knowledge is
a property of God), Adam Smith's invisible hand of the market, or modern theorists who talk about self-or-
ganizing systems.'*

Stigmergy means that the network is far—far, fa—more than the sum of its individual nodes. Each addi-
tion to the size of a network is non-linear.

Collaboration has an explosive upside, what is mathematically called a superadditive function, i.e., one
plus one equals more than two, and one plus one plus one equals much, much more than three. That is
pure nonlinearity with explosive benefits..."*!

If there is intelligence involved—and I believe there is—the ex post theories constructed by academics
may in some sense model it. But the intelligence itself is mainly an emergent phenomenon of the collective.

The ability to take advantage of this kind of stigmergic effect tends to be identified with module-platform
architectures that are infinitely granular and possess low overhead. Such architectures position the collective
to quickly take advantage of random opportunity, whereas centralized or hierarchical architectures not only
make it harder to take advantage of opportunities but also to escape path dependencies from unsuccessful
decisions in the past. The central property of top-down decision-making, Taleb says: it is

usually irreversible, so mistakes tend to stick, whereas bottom-up is gradual and incremental, with cre-
ation and destruction along the way....

Further, things that grow in a natural way... have a fractal quality to them. Like everything alive, all
organisms, like lungs, or trees, grow in some form of self-guided but tame randomness.... These fractals
induce a certain wealth of detail based on a small number of rules of repetition of nested patterns.'*

Taleb discusses trial-and-error tinkering and optionality in language that sounds much like Jane Jacobs's
argument that technological advancement results mainly from taking advantage of unforeseen spinoffs or
off-brand uses of technologies originally developed for other purposes (Jacobs's famous example was the
development of Scotch tape by 3M (originally a mining company) from an unsuccessful experiment in ad-
hesive backing for sandpaper).

Coca-Cola began as a pharmaceutical product. Tiffany & Co.... started life as a stationery store....
Raytheon, which made the first missile guidance system, was a refigerator maker.... Nokia, who used to
be the top mobile phone maker, began as a paper mill.... DuPont, now famous for Teflon... and the
durable fabriv Kevlar, actually started out as an explosives company.'*®

Harold Jarche makes similar points to Taleb's and Boyd's about the need for a faster learning-response
cycle and the need enable optionality by individual participants in the networked organization.
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As feedback loops get faster with increased connectivity, the ability to learn and “spin on a dime” be-
comes paramount.... Technology is only a small part of creating more nimble companies. Workers have
to be able to recognize patterns in complexity and chaos and be empowered to do something with their
observations and insights....

Innovative and contextual methods mean that standard processes do not work for exception-han-
dling or identifying new patterns. Self-selection of tools puts workers in control of what they use, like
knowledge artisans whose distinguishing characteristic is seeking and sharing information to complete
tasks. Equipped with, and augmented by, technology, they cooperate through their networks to solve
complex problems and test new ideas. This only works in transparent environments."**

We quoted, earlier, Robert Anton Wilson's observations on the tendency of hierarchy to suppress accu-
rate feedback to those in authority, so that they were unable to formulate appropriate changes in policy in
response to information from their environment. Open, networked associations, on the other hand, are agile
precisely because, in an organization where individuals possess no authority over each other, there are no
barriers to accurate feedback.

The problem, as we saw, is that hierarchies can't afford to be antifragile because they're founded on con-
flict of interest. Attempting to replace metis with techne (James Scott's terminology) to make an institution
more legible to those at the top of the hierarchy, by deskilling labor, will make processes more fragile. Like-
wise for replacing on-the-spot decision-making with Weberian work-rules or Taylorist “best practices.” The
main reason this is done is that the conflict of interest built into the organization (hierarchy is a machine for
benefiting those at the top at the expense of those at the bottom, and for those at the top to shift negative ex-
ternalities of their own self-dealing downward) makes it impossible for superiors to trust their subordinates
to use their own judgment. On the other hand, subordinates are forced to insist on inefficient job descrip-
tions precisely because it's against their rational interest to give management any discretion that it might
abuse.

Innovation and progress come through interaction between large numbers of individuals—but horizon-
tally, not in a centrally planned manner. Hierarchy preempts this horizontal relationship and attempts to ex-
tract rents from it, thereby rendering the parts—the source of real innovation—impotent.

Although Deming's motto “Drive out fear” can never be fully realized in a hierarchy, it can be in a self-
organized network.

The whole ethos of the network, as illustrated by Eric Raymond's Bazaar, is based on sharing knowledge
(“release early and release often”) and benefiting from feedback (“many eyeballs make shallow bugs”).

A good example is modern science. Alchemists, Clay Shirky argues, failed to benefit from each other's
knowledge because they were, as a group,

notably reclusive; they typically worked alone, they were secretive about their methods and their re-
sults, and they rarely accompanied claims of insight or success with anything that we'd recognize today
as documentation, let alone evidence. Alchemical methods were hoarded rather than shared, passed
down from master to apprentice, and when the alchemists did describe their experiments, the descrip-
tions were both incomplete and vague.

This was hardly a recipe for success; even worse, no two people working with alchemical descrip-
tions could reliably even fail in the same way. As a result, alchemical conclusions accumulated only
slowly, with no steady improvement in utility. Absent transparent methods and a formal way of rooting
out errors, erroneous beliefs were as likely as correct ones to be preserved over generations. In contrast,
members of the Invisible College [a number of natural philosophers grouped around Robert Boyle in
1645—direct ancestor of the Royal Society] described their methods, assumptions, and results to one
another, so that all might benefit from both successes and failures....
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Culture—not tools or insights—animated the Invisible College and transmuted alchemy into chem-
istry. The members accumulated facts more quickly, and were able to combine existing facts into new
experiments and new insights. By insisting on accuracy and transparency, and by sharing their assump-
tions and working methods with one another, the collegians had access to the group's collective knowl-
edge and constituted a collaborative circle.'®

And the American bureaucratic national security state's clumsy response to terrorism is typical of the
way hierarchies react to networks.

The reliance on IT also enables open-source groups to identify and respond to problems much more
rapidly than a more structured, top-down entity can—be it the Pentagon or a large software company
such as Microsoft. According to some estimates, it now takes Iraqi insurgents less than a month to adapt
their methods of attack, much faster than coalition troops can respond. “For every move we make, the
enemy makes three,” U.S. Brigadier General Joe E. Ramirez Jr. told attendees at a May conference on
IEDs. ”The enemy changes techniques, tactics, and procedures every two to three weeks. Our biggest
task is staying current and relevant.”

Unfortunately, the traditional weapons acquisition process, which dictates how the United States
and other Western militaries define and develop new weapons systems, is simply not designed to oper-
ate on such a fleeting timescale. It can take years and sometimes decades—not to mention many mil-
lions or billions of dollars—for a new military machine to move from concept to design to testing and
out into the field. Worse, the vast majority of the battlefield technologies now wending their way
through the acquisition bureaucracy were intended to fight large force-on-force battles among sover-
eign nations, not the guerrilla warfare that typifies the conflicts in Iraq, Afghanistan, and elsewhere....

This past spring and summer I interviewed dozens of current and former military officers, analysts,
weapons developers, and others to try to understand why the coalition forces' technological might has
proved so ineffectual. Nearly everyone I spoke with agreed there is a serious mismatch between the
West's industrial-age approach to warfare and the insurgents' more fluid and adaptive style....

Terrorist Web sites serve not only to spread propaganda but also to share knowledge among insur-
gent groups.... That helps explain why the learning cycles among Iraqi insurgents are some 20 times as
fast as the Irish Republican Army's were in Northern Ireland in the 1980s, according to military esti-
mates....

That unconventional style of mine warfare is something coalition forces clearly didn't anticipate, and
response has been slow. Earlier this year, for instance, the Pentagon decided to spend $25 billion on
mine-resistant ambush-protected (MRAP) armored vehicles, whose V-shaped hulls and raised chassis
make them better than armored Humvees at fending off bomb blasts. The price tag includes $750 mil-
lion to airlift the 12-metric-ton vehicles to Iraq, instead of sending them by ship. In August, though, the
Pentagon scaled back its schedule, saying only 1500 of the planned 3900 vehicles would be delivered
by year's end.

It's a race against time. As happened first to unarmored Humvees and then to armored Humvees, in-
surgents have made destroying MRAP vehicles a high priority—a ”trophy kill,” as some observers call
it. MRAP designs are already reportedly being rethought to deal with emerging insurgent tactics.

You might think that the lag time was due to bureaucratic screwups, but in fact, that's just how long
the bureaucracy takes to respond. Marine commanders in Iraq first requested MRAP vehicles in May
2006. Acquisition officials reviewed the request and ultimately approved it late in the year. By April,
five suppliers had demonstrated they could meet survivability requirements, production numbers, and
delivery timelines, and they were then awarded contracts....

Acquisition is even more cumbersome when the United States wants to send equipment to Iraqi se-
curity forces. Any request for equipment is first given a congressional review, which takes up to a
month. Then the U.S. government has to draw up a letter of acceptance, which must be signed by the
Iraqi government, after which a payment schedule is negotiated. Only then can the Defense Department
begin to procure the requested equipment—which itself takes time....

135 Clay Shirky, Cognitive Surplus (New York: The Penguin Press, 2010), pp. 138-139.



There has been no shortage of attempts to streamline weapons acquisition. Since 1975, at least 129
studies have been conducted on how to reform the process and make it more rational and responsive.
Few of the recommendations have had any lasting impact, though. A March 2006 GAO report found
that for the largest acquisition programs, the average estimated development time has risen from 11
years to 14 years. Even if you could design an F-22 in a single day, it would still take years to prepare
the paperwork to win funding and more years of operational tests before the plane could go into full-
scale production.'*

Open-source asymmetric warfare networks, by making ad hoc use of off-the-shelf technology, are able to
develop weapons that rival in sophistication the products of years of military R&D. As Cory Doctorow
notes, cheap technologies which can be modularized and mixed-and-matched for any purpose are just lying
around. “...[T]he market for facts has crashed. The Web has reduced the marginal cost of discovering a fact
to $0.00.” He cites Robb's notion that “[o]pen source insurgencies don't run on detailed instructional manu-
als that describe tactics and techniques.” Rather, they just run on “plausible premises.” You just put out the
plausible premise—i.e., the suggestion based on your gut intuition, based on current technical possibilities,
that something can be done—that IEDs can kill enemy soldiers, and then anyone can find out how to do it
via the networked marketplace of ideas, with virtually zero transaction costs.

But this doesn't just work for insurgents — it works for anyone working to effect change or take control
of her life. Tell someone that her car has a chip-based controller that can be hacked to improve gas
mileage, and you give her the keywords to feed into Google to find out how to do this, where to find
the equipment to do it — even the firms that specialize in doing it for you.

In the age of cheap facts, we now inhabit a world where knowing something is possible is practically
the same as knowing how to do it.

This means that invention is now a lot more like collage than like discovery.

Doctorow mentions Bruce Sterling's reaction to the innovations developed by the protagonists of his
(Doctorow's) Makers: “There's hardly any engineering. Almost all of this is mash-up tinkering.” Or as Doc-
torow puts it, it “assembles rather than invents.”

It's not that every invention has been invented, but we sure have a lot of basic parts just hanging around,
waiting to be configured. Pick up a $200 FPGA chip-toaster and you can burn your own microchips.
Drag and drop some code-objects around and you can generate some software to run on it. None of this
will be as efficient or effective as a bespoke solution, but it's all close enough for rock-n-roll."*

Murray Bookchin anticipated something like this back in the 1970s, writing in Post-Scarcity Anarchism:

Suppose, fifty years ago, that someone had proposed a device which would cause an automobile to fol-
low a white line down the middle of the road, automatically and even if the driver fell asleep.... He
would have been laughed at, and his idea would have been called preposterous.... But suppose someone
called for such a device today, and was willing to pay for it, leaving aside the question of whether it
would actually be of any genuine use whatever. Any number of concerns would stand ready to contract
and build it. No real invention would be required. There are thousands of young men in the country to
whom the design of such a device would be a pleasure. They would simply take off the shelf some pho-
tocells, thermionic tubes, servo-mechanisms, relays, and, if urged, they would build what they call a
breadboard model, and it would work. The point is that the presence of a host of versatile, reliable,
cheap gadgets, and the presence of men who understand all their cheap ways, has rendered the building
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of automatic devices almost straightforward and routine. It is no longer a question of whether they can
be built, it is a question of whether they are worth building.'*®

Among the practical results are the so-called “Assassin's Mace” weapons, which simply take the same
off-the-shelf components used by the state and make better use of them. The term initially appeared in the
press in the context of cheap black boxes broadcasting on multiple frequencies and capable of disrupting the
expensive American air-to-surface missiles which knock out SAM sites by homing in on radar signals. But
it refers, more broadly, to all cases of ephemeralization where a countermeasure can knock out a weapons
system costing several orders of magnitude more: “asymmetric power... allow[s] cheap things to undo ex-
pensive ones.”

The Pentagon defines the Maces as technologies that might afford an inferior military an advantage in a
conflict with a superior power. In this view, an Assassin’s Mace is anything which provides a cheap
means of countering an expensive weapon. Other examples might include Chinese anti-satellite
weapons, which might instantly knock out U.S. space assets, or a conventional ballistic missile, de-
signed to take out a supercarrier and all its aircraft in one hit. It’s an interesting contrast to the perspec-
tive of the American arms industry, which can end up spending vast amounts countering low-tech, low-
cost threats like mines and IEDs."*

As an example of the comparative agility of self-organized networks and bureaucratic hierarchies, in car-
rying out similar tasks, consider Yochai Benkler's treatment of Napster:

Imagine for a moment that someone—be it a legislator defining a policy goal or a businessperson
defining a desired device—had stood up in mid-1999 and set the following requirements: “We would
like to develop a new music and movie distribution system. We would like it to store all the music and
movies ever digitized. We would like it to be available from anywhere in the world. We would like it to
be able to serve tens of millions of users at any given moment.” Any person at the time would have pre-
dicted that building such a system would cost tens if not hundreds of millions of dollars; that running it
would require large standing engineering staffs; that managing it so that users could find what they
wanted and not drown in the sea of content would require some substantial number of “curators”—DJs
and movie buffs—and that it would take at least five to ten years to build. Instead, the system was built
cheaply by a wide range of actors, starting with Shawn Fanning's idea and implementation of Napster.
Once the idea was out, others perfected the idea further, eliminating the need for even the one central -
ized feature that Napster included—a list of who had what files on which computer that provided the
matching function in the Napster network. Since then, under the pressure of suits from the recording in-
dustry and a steady and persistent demand for peer-to-peer music software, rapid successive genera-
tions of Gnutella, and then the FastTrack clients KaZaa and Morpheus, Overnet and eDonkey, the im-
provements of BitTorrent, and many others have enhanced the reliability, coverage, and speed of the
peer-to-peer music distribution—all under constant threat of litigation, fines, police searches, and even,
in some countries, imprisonment of the developers or users of these networks.'®

As we observed earlier in the case of the World Wide Web, this file-sharing architecture developed by
the cumulative stigmergic efforts of individuals is something that could hardly have been conceived, let
alone accomplished, by any unitary institution.

The difference in agility is even more apparent in the respective ways the file-sharing movement and the
recording industry handled their mutual conflict.
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At the labels, each decision needs to be analyzed and approved by the executives. Meanwhile, the P2P
networks are reacting at blazing speed, constantly mutating and staying a step ahead of the labels. Con-
taining this series of mutations is like capturing mercury. You put down Napster, Kazaa pops up. You
get rid of Kazaa, Kazaa Lite emerges, and so forth. Although the small P2P companies don't have many
resources at their disposal, they're able to react and mutate at a frighteningly quick pace.'*!

More recently, in 2012, The Pirate Bay responded to court injunctions blocking access to their website in
several countries by releasing their site code and enabling anyone to replicate The Pirate Bay.

In retaliation, the Pirate Bay wrapped up the code that runs its entire Web site, and offered it as a free
downloadable file for anyone to copy and install on their own servers. People began setting up hun-
dreds of new versions of the site, and the piracy continues unabated.

Thus, whacking one big mole created hundreds of smaller ones.

Although the recording industries might believe they’re winning the fight, the Pirate Bay and others
are continually one step ahead. In March, a Pirate Bay collaborator, who goes by the online name Mr.
Spock, announced in a blog post that the team hoped to build drones that would float in the air and al-
low people to download movies and music through wireless radio transmitters.

“This way our machines will have to be shut down with aeroplanes in order to shut down the
system,” Mr. Spock posted on the site. “A real act of war.” Some BitTorrent sites have also discussed
storing servers in secure bank vaults. Message boards on the Web devoted to piracy have in the past
raised the idea that the Pirate Bay has Web servers stored underwater.'*

IV. Systems Disruption

The dynamics of competition between networks and hierarchies lead to what John Robb calls “systems dis-
ruption.” Networks, despite much smaller resources than those which hierarchies can field, are able to
leverage those resources through focused attacks on key nodes or weak points that achieve incapacitation
many times greater than the apparent damage.

Because of their agility and the nature of network organization itself, they are able to route around dam-
age much faster than hierarchies.

But perhaps the most important advantage of networks is the way hierarchies respond to attack. Hierar-
chies typically respond to network attacks by adopting policies that hasten their own destruction. Brafman
and Backstrom stated the general principle, as we saw earlier, that “when attacked, a decentralized organi-
zation tends to become even more open and decentralized.” On the other hand, “when attacked, centralized
organizations tend to become even more centralized.”'* Hierarchies respond to attacks by becoming even
more hierarchical: more centralized, more authoritarian, and more brittle. As a result they become even less
capable of responding flexibly to future attacks, actively suppressing their own ability to respond effec-
tively.

Al Qaeda has adopted an explicit strategy of “open-source warfare,” using relatively low-cost and low -
risk attacks, whose main damage will come not from the attacks but from the U.S. government's reaction to
them. In its slick English language e-zine Inspire, aimed at an American readership, it announced:

To bring down America we do not need to strike big. ...[With the] security phobia that is sweeping
America, it is more feasible to stage smaller attacks that involve less players and less time to launch.
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Robb, in the blog post from which the quote above was excerpted, cited additional material from Inspire
on the thinking behind the recent parcel bomb attack:

Al Qaeda's choice of a demonstration was to use parcel bombs (called Operation Hemorrhage—a
classic name for a systems disruption attack). These low cost parcel bombs, were inserted into the inter-
national air mail system to generate a security response by western governments. It worked. The global
security response to this new threat was massive....

Part of effective systems disruption is a focus on ROI (return on investment) calculations.'*

And Al Qaeda, in its commentary at Inspire, made it clear that ROI calculations were very much on its
mind:

Two Nokia phones, $150 each, two HP printers, $300 each, plus shipping, transportation and other mis-
cellaneous expenses add up to a total bill of $4,200. That is all what Operation Hemorrhage cost us...
On the other hand this supposedly 'foiled plot', as some of our enemies would like to call [it], will with-
out a doubt cost America and other Western countries billions of dollars in new security measures.'*

Kevin Drum gives the example of a passenger flight forced to land—accompanied by a fighter jet—be-
cause the crew found a camera on board. The camera turned out to be perfectly normal and harmless, of
course. And in any case, the fighter was useless—the plane hadn't been hijacked, and there's nothing it
could have done about a bomb on board. So a flight was diverted and a fighter brought in, at enormous cost,
for absolutely nothing. What's more, as Drum observes, this suggests a more cost-effective form of “terror-
ism”: “if al-Qaeda were smart, they'd recruit lots of sympathizers who weren't really ready for the whole
suicide bomber thing and just have them leave cameras on board airplanes. It would tie up international air
travel nicely.”'*

And in fact Al Qaeda's deliberate strategy is pretty much to goad the U.S. into doing something stupid—
usually a safe gamble. Security analyst Bruce Schneier coined the term “Post-Traumatic Stupidity Syn-
drome” to describe the way organizations overreact to events after the fact.'’

Al Qaeda spokesman Adam Gadahn explicitly stated in a March 2010 video statement, that the U.S.
government's response to “failed” attacks, and the resulting economic damage, was their whole point:

Even failed attacks can help the jihadists by "bring[ing] major cities to a halt, cost[ing] the enemy bil-
lions, and send[ing] his corporations into bankruptcy." Failed attacks, simply put, can themselves be
successes. This is precisely why AQAP devoted an entire issue of Inspire to celebrating terror attempts
that killed nobody.

All the other supposedly “failed” attacks on air travel have been resounding successes, by this standard.
From Richard Reed's “shoe bomb” to the alleged liquid explosives in shampoo bottles, to the so-called “un-
derwear bomber” on Christmas 2009, every single failed attack results in an enormously costly and reactive
knee-jerk TSA policy—resulting in increased inefficiencies and slowdowns and ever more unpleasant con-
ditions for travelers—to prevent that specific mode of attack from ever happening again. It doesn't matter
whether it works or not, or if the person attempting it is a complete and total dickhead. So we have to take
off our shoes, leave our shampoo and bottled water at home—and most recently, choose between being
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ogled and groped. Every such new measure amounts to a new tax on air travel, and results in yet another
small but significant group of travelers on the margin deciding it's the last straw. After the TSA required
checked baggage to be screened, for example, air travel dropped by 6% between 4" Quarter 2002 and 1*
Quarter 2003.® Air travel on Thanksgiving 2010 was down about a tenth from the figure in 2009, which
probably owes something to the public furor over the new body scanners and “enhanced patdowns.”

It's only a matter of time till some Al Qaeda cell is smart enough to allow one its agents to get “caught”
with explosives in his rectum (or her vagina), and—if TSA reacts according to pattern—the whole civil avi-
ation system dissolves into chaos.

This is an illustration of the Schwerpunkt principle we discussed earlier, with regard to German
Blitzkrieg warfare.

A brilliant example of its application comes from General Heinz Guderian’s XIXth Panzer Corps in the
1940 campaign against France. Guderian led the famous advance through the Ardennes mountains’
weakest point, the junction between the strong forces the French had pushed forward into Belgium and
those manning the Maginot fortifications. After Guderian crossed the Meuse river at Sedan, he faced
French forces coming up from the south. He could have stayed there and fought them. Instead, thinking
operationally, he held the crossing with minimum force and threw everything he had north toward the
English Channel. That collapsed the “hinge” between the French and British forces in Belgium and
those in France, winning the campaign in one stroke. France, which by everyone’s account had the best
army in the world, went down to defeat in six weeks."*

[Liddell-Hart on indirect approach. Robb on Systempunkt]
The same approach is shared by bureaucracies in the “peaceful” world of corporations, universities and
government agencies, as described (in the case of an academic science department) by blogger “thoreau”:

If you make it costly to go through Official Channels, people will find ways to do things outside of Of-
ficial Channels. Most of what they do will be harmless. However, some of it won’t be. By driving the
activity underground you guarantee the following:

1) Harmful activities will not be spotted except through chance or when there’s An Incident. And we
all know what bureaucracies do when there’s An Incident.

2) There will be no chance to work with people on making their activities safe, because they won’t
come to you in advance. The only chance you’ll have to talk to them is when they get caught by
chance (at which point they’ll be more focused on doing a better job of keeping secrets) or when there’s
An Incident (at which point their main concern will be deflection of blame).

3) The institutional culture will develop an even greater disdain for Rules and even (in many cases)
for Safety. Given the realities of how these things work out so frequently, disdain for Rules and even
Safety (in most cases) is largely a healthy thing. However, to the extent that a bureaucrat actually val-
ues these things, that bureaucrat should try to make it so that doing things through Official Channels is
cheaper than skipping Official Channels. That’s your only hope of getting people to actually respect
these things. Well, there’s also fear, but fear isn’t respect. It’s mindless, panicked compliance, and it
can fade over time, or motivate people to find even better evasive tactics.

Another thought on when there’s An Incident: Besides all of the usual problems with incentives and
information in large institutions, it occurs to me that size guarantees that the people responsible for
Safety, Compliance, and related matters will be separated from the people on the ground doing what-
ever it is that the organization is allegedly there to do. Consequently, the person who enforces a ridicu-
lous rule, or who makes you sit through a useless presentation full of statements that are at best insult-
ing and at worst factually wrong, will not be having lunch with you. Often the local enforcers (espe-
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cially people whose primary task is something other than Safety) are more reasonable than the distant
enforcers because, frankly, they need to be. Yes, their access to local information leads to smarter deci-
sions, and they have at least some sort of incentive to see that the job gets done (whereas the distant en-
forcers only care about Compliance). But they also can’t afford to piss everyone else off (too much)
because they will be having lunch with everyone else. If they insult everyone else with a boring and
factually wrong Powerpoint, they’ll be ostracized."”

One commenter, apparently equating bureaucratic safety rules with safety considerations as such,
earnestly reminded thoreau of the importance of safety, recounting a serious accident caused by “a physicist
who thought he knew what he was doing.” In response, thoreau continued:

I don’t think that safety in the lab is a joke, Eli.

I think that most of the safety training sessions that I’ve sat through were worthless, that many of the
procedures are more focused on covering bureaucratic ass than on helping people do things safely, and
that anybody who relies on the safety officers to tell him how to be safe (as opposed to learning every-
thing he can about the apparatus that he’s using, and learning from other people’s experiences with sim-
ilar apparatuses) is the one auditioning for a Darwin Award.

I think that clowns who say “Look! Somebody almost died in some other context!” as soon as some-
body criticizes a safety rule (I’ve dealt with such people) are the ones who lack the critical thinking
ability to think through a situation and make good choices.

A student once left a harmless chemical in a refrigerator that had food. This refrigerator was NOT in
a lab. Again, the refrigerator was NOT in a lab. Please re-read that sentence as many times as you deem
necessary.

I will be the first to say that the student should be severely chastised and learn a very harsh lesson.
Not because there was anything remotely dangerous about the situation, but because the student needs
to learn good habits if he is going to avoid truly dangerous situations. (In fact, I was hoping that Samuel
L. Jackson might get involved, and say something about the path of the righteous man, just to really
make the lesson as dramatic as possible.)

Instead, the response was to take away the refrigerator. A refrigerator that was NOT in a laboratory
room. A refrigerator that was in fact in an office. One joker even tried to ban food from the room before
I pushed back. Again, the room was NOT a laboratory. It was a shared office area.

And when I said that this was stupid, do you know what the response was? Some idiot pointed out
that a student had died in a fire in a chemistry lab at another school. As if that had anything to do with
this.

What did the student learn? The student learned that if you get caught people will do stupid things.
The teachable moment was tainted.

At this point it is customary for somebody to point out that a person once died or nearly died in some
other situation. As if that had anything to do with this.

Hierarchies degrade their own effectiveness in another way, as well: by becoming less capable of pre-
venting future attacks. 9/11, as Robb pointed out, was a Black Swan event: i.e., it was a one-off occurrence
that could not have been predicted with any degree of confidence, and which is unlikely to be repeated. And
most subsequent new kinds of attack, like the “shoe bomber” and “underwear bomber,” were of similar na-
ture. Even when there is fairly high quality, actionable intelligence specifically pointing to some imminent
threat, like the warning from the underwear bomber's uncle, the system is so flooded with noise that it
doesn't notice the signal. Given the very large pool of individuals who are generally sympathetic to Al
Qaeda's cause or who fit some generic “terrorist” personality profile, and given the very small number of
people who are actively and deliberately involved in planning terror attacks, it's inevitable that genuinely
dangerous suspects will be buried 99.9-t0-0.1 in a flood of false positives. As Matt Yglesias argues,
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Out of the six billion people on the planet only a numerically insignificant fraction are actually danger-
ous terrorists. Even if you want to restrict your view to one billion Muslims, the math is the same. Con-
sequently, tips, leads and the like are overwhelmingly going to be pointing to innocent people. You end
up with a system that’s overwhelmed and paralyzed. If there were hundreds of thousands of al-Qaeda
operatives trying to board planes every year, we’d catch lots of them. But we’re essentially looking for
needles in haystacks.""

...the key point about identifying al-Qaeda operatives is that there are extremely few al-Qaeda opera-
tives so (by Bayes’ theorem) any method you employ of identifying al-Qaeda operatives is going to
mostly reveal false positives....

...If you have a 99.9 percent accurate method of telling whether or not a given British Muslim is a
dangerous terrorist, then apply it to all 1.5 million British Muslims, you’re going to find 1,500 danger-
ous terrorists in the UK. But nobody thinks there are anything like 1,500 dangerous terrorists in the UK.
I’d be very surprised if there were as many as 15. And if there are 15, that means your 99.9 percent ac-
curate method is going to get you a suspect pool that’s overwhelmingly composed of innocent people.
The weakness of al-Qaeda’s movement, and the very tiny pool of operatives it can draw from, makes it
essentially impossible to come up with viable methods for identifying those operatives.'*

The surveillance state responds to terror attacks by increasing the scope of its data collection in order to
anticipate such events in the future. But in hoovering up larger and larger amounts of data, it simply in-
creases the size of the haystack relative to the needle and exacerbates the problem of false positives.'*

The rising hay-to-needles ratio and the attendant problem of false positives becomes still worse when a
growing share of needles remove themselves from the haystack through encryption. The quality of data
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Here's one issue the indiscriminate data harvesting raised.

“He had all these diagrams showing how this guy was connected to that guy and to that guy,” says a
former NSA official who heard Alexander give briefings on the floor of the Information Dominance
Center. “Some of my colleagues and I were skeptical. Later, we had a chance to review the information.
It turns out that all [that] those guys were connected to were pizza shops.”...

When you have tons of data, you have to filter out the noise if you're going to use it any meaningful way. Alexander may
have learned from the previous experience that while many terrorists may purchase pizzas, not everyone who purchases
pizza is a terrorist. Hence the first level of "auditing," as Marcy Wheeler points out at emptywheel.

As I noted last month, the NSA’s primary order for the Section 215 program allows for technical personnel
to access the data, in unaudited form, before the analysts get to it. They do so to identify “high volume iden-
tifiers” (and other “unwanted BR metadata™). As I said, I suspect they’re stripping the dataset of numbers
that would otherwise distort contact chaining.

I suspect a lot of what these technical personnel are doing is stripping numbers — probably things like
telemarketer numbers — that would otherwise distort the contact chaining... I used telemarketers, but
Alexander himself has used the example of the pizza joint in testimony.

In other words, it appears Alexander learned from his mistake at INSCOM that pizza joints do not actu-

ally represent a meaningful connection. His use of the example seems to suggest that NSA now strips pizza
joints from their dataset.

Separating the signal from the noise is the first step for working with any large data set. But the NSA's separation step
operates under the assumption that every number with an inordinate number of hits is just noise. If the NSA is now stripping
out eateries as possible connectors, it could very well be filtering out links to terrorists. Wheeler goes back through the

series of missed connections by intelligence and law enforcement agencies that were uncovered after the Boston bombing.



available to the surveillance state is already skewed fairly heavily by this phenomenon, and every new high-
profile story like the Snowden leaks and every successful arrest of a terror cell or crackdown on dissidents
will result in further adoption of clandestine communications by groups with reason to fear the state.

The bulk of government surveillance efforts are “aimed at the sort of platforms and communication de-
vices used by the general public—the sort of people who make use of the 'top level' because they actually
have nothing to hide.” Leonid Bershidsky argues that

The infrastructure set up by the National Security Agency, however, may only be good for gathering in-
formation on the stupidest, lowest-ranking of terrorists. The Prism surveillance program focuses on ac-
cess to the servers of America’s largest Internet companies, which support such popular services as
Skype, Gmail and iCloud. These are not the services that truly dangerous elements typically use."*

It's really common just common sense that those with something to hide—and anyone who has problems
with the existing arrangement of corporate and state power has legitimate reason to fear the government—
will be most likely to disappear from the surveillance state's radar. As Australian Crypto Party founder
Asher Wolf noted, “"'those who want to break the law have already probably learnt cryptography.”'**

All of this together means that attempts to anticipate and prevent terror attacks through the bloated sur-
veillance state, or to prevent attacks through standardized policies like shoe removal and “enhanced pat-
downs,” amount to nothing more than an elaborate—but practically worthless—feel-good ritual (no pun
intended). It's the placebo effect—or in Bruce Schneier's memorable phrase, “security theater.”

When your system for anticipating attacks upstream is virtually worthless, achieving defense in depth
with the “last mile” becomes monumentally important: having people downstream capable of recognizing
and thwarting the attempt, and with the freedom to use their own discretion in stopping it, when it is actu -
ally made. Since 9/11, all the major failed terror attacks in the U.S. were thwarted by the vigilance and ini-
tiative of passengers directly in contact with the situation. The underwear bomber was stopped by
passengers who took the initiative to jump out of their seats and take the guy down. And the official re-

I also suspect there may be one gaping hole in the NSA’s data relating to the Tsarnaevs: any calls and con -
nections through Gerry’s Italian Kitchen.

Gerry’s was, if you recall, the pizza joint involved in the 2011 murder in Waltham: the three men were
killed sometime between ordering a pizza and its delivery 45 minutes later. I’ve been told both Tsarnaevs had
delivered pizza for that restaurant before then and Tamerlan may still have been.

But Gerry’s is also where the brothers disposed of some of their explosives the night of the manhunt, and
it may well have been what brought them to Watertown.

So a connection to the brothers going back years when they worked there, a connection to the 2011 mur-
der, and a connection (however tangential) to the manhunt. Yet (I’'m guessing here) any ties the brothers had
through that pizza joint would not show up in the dragnet collected precisely for that purpose, because such
data is purged because normally pizza joints don't reflect a meaningful relationship.

Here's where the NSA's collection activities become a damned-if-you-do, damned-if-you-don't situation. Leave the pizza
places in and everyone is linked to terrorists. Take them out and you delete helpful connections.
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sponse to every failed terror attack has been to further restrict the initiative and discretion of passengers in
direct contact with the situation.

But if hierarchies are unable to keep us under adequate surveillance or adequately process the informa-
tion, they are finding themselves crippled by the effects of our gaze. Thomas Knapp describes this asym-
metrical relationship:

There are key asymmetries at work which yield huge advantages to the state’s opponents.

Yes, states possess powerful surveillance capabilities, but those capabilities are centrally and hierar-
chically directed, and accessible only through relatively small and somewhat identifiable forces of op-
erators. And they attempt to seek out and surveill what amount to straw-colored needles in a haystack
of seven billion humans.

The world’s networked resistance movements are those needles. It’s much easier for the needle to
see and identify the guy with the pitchfork than it is for the guy with the pitchfork to see and identify
the needle. There are a lot more needles than there are guys with pitchforks. And the needles have ac-
cess to their own set of tools — tools which are cheap, easy to use, and available to nearly anyone (in-
cluding those aforementioned operators!) who might decide, at any time and for any reason, to become
a needle.™®

Perhaps the best recent example of systems disruption is Wikileaks, whose founder Julian Assange Robb
describes as “one of the most important innovators in warfare today.”"” A number of commentators have
noted that the U.S. government's response to Wikileaks is directly analogous to the TSA's response to Al
Qaeda attacks on civil aviation and the RIAA's response to file-sharing. For example Mike Masnick of
Techdirt, in a juxtaposition of articles that probably wasn't coincidental (even the titles are almost identical),
wrote on the same day that “the TSA's security policies are exactly what Al Qaeda wants,”™® and that both
the TSA and Wikileaks stories showed

how a system based on centralization responds to a (very, very different) distributed threat. And, in both
cases, the expected (and almost inevitable) response seems to play directly into the plans of those be-
hind the threat....

...It's what happens when a centralized system, based on locking up information and creating artifi-
cial barriers, runs smack into a decentralized, open system, built around sharing. For those who are try-
ing to understand why this whole story reminds me of what's happened in the entertainment industry
over the past decade, note the similarities. It's why I've been saying for years that the reason I've spent
so much time discussing the music industry is because it was an early warning sign of the types of chal-
lenges that were going to face almost every centralized industry or organization out there. That included
all sorts of other industries, but it also includes governments. '

Assange's stated goal is to destroy or degrade the effectiveness of hierarchies, not through direct damage
from attack, but by their own responses to attack. He starts by describing as “conspiratorial” authoritarian
institutions which encounter resistance to their goals, and therefore find it necessary to conceal their opera-
tions to some extent. (It would be remarkable if the people who routinely dismiss “conspiracy theories”
would not admit the phenomenon Assange describes.)
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The more secretive or unjust an organization is, the more leaks induce fear and paranoia in its leader-
ship and planning coterie. This must result in minimization of efficient internal communications mech-
anisms (an increase in cognitive "secrecy tax") and consequent system-wide cognitive decline resulting
in decreased ability to hold onto power as the environment demands adaption.

Hence in a world where leaking is easy, secretive or unjust systems are nonlinearly hit relative to
open, just systems. Since unjust systems, by their nature induce opponents, and in many places barely
have the upper hand, mass leaking leaves them exquisitely vulnerable to those who seek to replace
them with more open forms of governance.'®

Blogger Aaron Bady describes the double bind into which this imperative puts an authoritarian institu-
tion:

The problem this creates for the government conspiracy then becomes the organizational problem it
must solve: if the conspiracy must operate in secrecy, how is it to communicate, plan, make decisions,
discipline itself, and transform itself to meet new challenges? The answer is: by controlling information
flows. After all, if the organization has goals that can be articulated, articulating them openly exposes
them to resistance. But at the same time, failing to articulate those goals to itself deprives the organiza-
tion of its ability to process and advance them. Somewhere in the middle, for the authoritarian conspir-
acy, is the right balance of authority and conspiracy.

This means that “the more opaque it becomes to itself (as a defense against the outside gaze), the less
able it will be to “think” as a system, to communicate with itself.”

The leak... is only the catalyst for the desired counter-overreaction; Wikileaks wants to provoke the
conspiracy into turning off its own brain in response to the threat. As it tries to plug its own holes and
find the leakers, he reasons, its component elements will de-synchronize from and turn against each
other, de-link from the central processing network, and come undone. '*!

There's a great scene in Stephen King's The Stand, where Randall Flagg, the Antichrist-figure in charge
of a post-apocalyptic regime ruled from Las Vegas, confronts Paul Robeson, his chief of secret police. Rob-
son let several of the good guys' spies escape to report back to their compatriots in the Boulder Free Zone—
only because he wasn't on the cc list for Flagg's list of “persons of interest.” Robeson wasn't on the “need to
know” list. Flagg held his cards too close to his chest because he didn't trust his subordinates.

A real-life example is how the U.S. government's “information security” fetish hampered the efforts of
the prosecution in the Chelsea Manning case. Email filters tasked with “preventing anything relating to
Wikileaks from appearing on a government computer has tripped up military prosecutors, causing them to
miss important emails from the judge and defense involved in the case...”'®

So public embarrassment resulting from the cable leaks is not the end, but the means to the end. The end
is not embarrassment, but the authoritarian state's reaction to such embarrassment:

...Assange is not trying to produce a journalistic scandal which will then provoke red-faced government
reforms or something, precisely because no one is all that scandalized by such things any more. Instead,
he is trying to strangle the links that make the conspiracy possible, to expose the necessary porousness

160 Julian Assange, “The Non-Linear Effects of Leaks on Unjust Systems of Governance,” December 31, 2006.
Reproduced at Cryptome.org <http://cryptome.org/0002/ja-conspiracies.pdf>.

161 Aaron Bady, “Julian Assange and the Computer Conspiracy: 'To destroy this invisible government,"” zunguzungu,
November 29, 2010 <http://zunguzungu.wordpress.com/2010/11/29/julian-assange-and-the-computer-conspiracy-to-
destroy-this-invisible-government/>.

162 Josh Gerstein, “Blocking WikiLeaks emails trips up Bradley Manning prosecution,” Under the Radar (Politico.com),
March 15, 2012 <http://www.politico.com/blogs/under-the-radar/2012/03/blocking-wikileaks-emails-trips-up-bradley-
manning-117573.html>.

19



of the American state’s conspiratorial network in hopes that the security state will then try to shrink its
computational network in response, thereby making itself dumber and slower and smaller.'®

The effect, a degrading of synaptic connections within the hierarchical organization, is analogous to the
effect of Alzheimer's Disease on the human brain.

It happened after Chelsea Manning's diplomatic cable dump to Wikileaks; the government tried to

cut off access to the leaked cables and even to outlets that discussed the leaked cables. At the Air Force,
employees' computers were blocked from accessing more than 25 publications, including The New
York Times, Le Monde, Der Spiegel, and, yes, The Guardian. No longer able to prevent information
from reaching the public, the government instead attempted to prevent it from reaching itself.'*

It happened again after Edward Snowden's leaks of NSA documents.

The Army admitted Thursday to not only restricting access to The Guardian news website at the Pre-
sidio of Monterey, as reported in Thursday's Herald, but Armywide.

Presidio employees said the site had been blocked since The Guardian broke several stories on data
collection by the National Security Agency.

Gordon Van Vleet, an Arizona-based spokesman for the Army Network Enterprise Technology
Command...wrote it is routine for the Department of Defense to take preventative "network hygiene"
measures to mitigate unauthorized disclosures of classified information.'®

“No longer able to prevent information from reaching the public,” Reason writer Jesse Walker quipped,
“the government instead attempted to prevent it from reaching itself.”'*

The NSA has responded by tightening up internally.

American leaders say they will avoid future Mannings and Snowdens by segmenting access to informa-
tion so that individual analysts cannot avail themselves of so much, and by giving fewer security clear-
ances, especially to employees of contractors such as Booz Allen Hamilton, where Snowden worked.
This will not work. Segmentation of access runs counter to the whole point of the latest intelligence
strategy, which is fusion of data from disparate sources. The more Balkanized the data, the less effec-
tive the intelligence. And, as Dana Priest and William Arkin make clear in their important book Top Se-
cret America, intelligence agencies are collecting so much information that they have to hire vast num-
bers of new employees, many of whom cannot be adequately vetted. Since 9/11 the National Security
Agency’s workforce has grown by a third, to 33,000, and the number of private companies it relies on
for contractors has tripled to close to 500. The more people know your secrets, the more likely it is they
will leak out.'®’

John Boyd described the effect of degrading an adversary's internal communications in much the same
way:
He who can generate many non-cooperative centers of gravity magnified friction. Why? Many non-

cooperative centers of gravity within a system restrict interaction and adaptability of system with its
surroundings, thereby leading to a focus inward (i.e., within itself), which in turn generates confusion
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and disorder, which impedes vigorous or directed activity, hence, by definition, magnifies friction or
entropy.

Any command and control system that forces adherents to look inward, leads to dissolution/disinte-
gration (i.e., system becomes unglued).'®

Noam Scheiber at The New Republic argues that Wikileaks is “about dismantling large organizations—
from corporations to government bureaucracies. It may well lead to their extinction.” In language much like
Assange himself, he argues that as an organization grows, the pool of potential leakers grows at the very
same time as their personal bonds of loyalty to each other and the organization weaken. Hence

Wikileaks is, in effect, a huge tax on internal coordination. And, as any economist will tell you, the way
to get less of something is to tax it. As a practical matter, that means the days of bureaucracies in the
tens of thousands of employees are probably numbered.

There are two options for dealing with this. The first, to suppress leaks and tighten up internal control, is
probably impossible in the long run. Which leaves the second option:

....to shrink. I have no idea what size organization is optimal for preventing leaks, but, presumably, it
should be small enough to avoid wide-scale alienation, which clearly excludes big bureaucracies. Ide-
ally, you’d want to stay small enough to preserve a sense of community, so that people’s ties to one an-
other and the leadership act as a powerful check against leaking. My gut says it’s next to impossible to
accomplish this with more than a few hundred people. The Obama campaign more or less managed it
with a staff of 500. But the record of presidential campaigns (one industry where the pressure to leak
has been intense for years) suggests that’s about the upper limit of what’s possible.

I’d guess that most organizations a generation from now will be pretty small by contemporary stan-
dards, with highly convoluted cell-like structures. Large numbers of people within the organization may
not even know one another’s name, much less what colleagues spend their days doing, or the informa-
tion they see on a regular basis. There will be redundant layers of security and activity, so that the loss
of any one node can’t disable the whole network. Which is to say, thanks to Wikileaks, the organiza-
tions of the future will look a lot like ... Wikileaks.'®

Recall our discussion above of the “secrecy tax” which self-censorship and internal authoritarianism im-
poses on hierarchies. Robb, in Brave New War, refers to a “terrorism tax” on a city resulting from

an accumulation of excess costs inflicted on a city's stakeholders by acts of terrorism. These include di-
rect costs inflicted on the city by terrorists (systems sabotage) and indirect costs because of the security,
insurance, and policy changes needed to protect against attacks. A terrorism tax above a certain level
will force the city to transition to a lower market equilibrium (read: shrink).

In particular, a “terrorism tax” of 6.3 to 7 percent will overcome the labor-pooling and transportation
savings advantage of concentrating population sufficiently to compel the city to move to a lower population
equilibrium.'”°

Similarly, the excess costs imposed on hierarchies by the imperatives of conflict with hostile networks
will act as a tax on them, compelling them to move to a lower size equilibrium. And increased levels of dis-
obedience and disregard of government authority, and increased transaction costs of enforcing the law, will
function as a disobedience tax. As a result, simply put, the advantages of hierarchy will be outweighed by
the disadvantages at a lower size threshold. Large hierarchical institutions, both state and corporate, will be-
come increasingly hollow, unable to enforce their paper claims to authority.
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As Vinay Gupta argues, there's a close parallel between what networked efforts like Wikileaks want
to do to large hierarchical institutions and what George Kennan envisioned the U.S. doing to the USSR.
And both are closely connected to Boyd's concept of the OODA loop.

The idea: there's an information theoretic model of conflict that runs through Kennan, Ogarkov, Boyd,
Marshall, Assange. And that it's dominant.

Kennan writes the Long Telegram, thinks the Soviets will collapse because of crap information pro-
cessing. Ogarkov sees only battle, agrees.

Assange paraphrased "we've become like the Soviets, which was Kennan's greatest fear, and we can
beat our governments the same way.""”!

In addition, as we will see later in this chapter, hierarchies experience another kind of internal
disunity in response to attack: moral.

Hierarchies are entering a very brutal period of natural selection, in which some will be supplanted
from outside by networks, and some (those which survive) will become more network-like under
outside pressure. The hierarchies which survive will be those which, faced with pressure from systems
disruption, adapt (in Eric Raymond's phrase) by decentralizing their functions and hardening their local
components. Hierarchies will face pressure to become less authoritarian internally, as they find
themselves competing with networks for the loyalty of their workers. The power of exit will reinforce
the power of voice.

David Ronfeldt, summarizing Michel Bauwens' view of the phase transition to p2p society, writes:

across history, from ancient to modern times, when a new form of organization has arisen in the context
of older, stronger forms — “embedded” amid them — it makes sense for “hybrids” to emerge during
phase transitions. Such hybrids combine actors from an era’s “dominant mode” of organization with ac-
tors representing an era’s emerging mode, in ways that benefit all partners to the hybrid, but that may
also help subvert the old order and generate the new one. For the looming phase transition, this crucial
interim role will be played by “netarchical capitalists” — e.g., Google (?) — who are willing to work
with P2P commoners. Thus, in this view, phase transitions depend not so much on struggles between
elites and masses, as on innovative alliances between break-away segments from the old system and
adaptive segments from the emergent one..."”

So some large-scale infrastructures of the present corporate economy may take on a progressively net-
work-like character, until they eventually so closely resemble networks as to make no real difference.

This natural selection process is inevitable, even without intentionally malicious attacks by networks on
hierarchies. Eric Raymond argues that the prevailing bureaucratic, hierarchical institutions of the 20™ cen-
tury were more or less workable, and capable of functioning based on Weberian rules and “best practices,”
so long as the complexity of the problems they faced was not insupportable. Even in those days, of course,
there were significant efficiency tradeoffs in return for control. In James C. Scott's terminology, rendering
the areas managed by hierarchies “legible” to those at the top entailed a level of abstraction and oversimpli-
fication that severely limited the functionality of the leadership's understanding of the world. “The cate-
gories that they employ are too coarse, too static, and too stylized to do justice to the world that they purport
to describe.””?

And the process of rendering the functioning of the managed areas legible, through standard operating
procedures and best practices, also entailed disabling or hindering a great deal of the human capital on
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which an organization depended for optimal functioning. The proper functioning of any organization de-
pends heavily on what Friedrich Hayek called “distributed knowledge,” and what Michael Polanyi called
“tacit knowledge.” It is direct, practical knowledge of the work process, which cannot be reduced to a ver-
bal formula and transmitted apart from practical experience of the work. It is also practical knowledge of
the social terrain within the organization, and the network of personal relationships it's necessary to navigate
in order to get anything done. Scott uses the Greek term metis, as opposed to techne. Bureaucratic micro-
management, interference, and downsizing, between them, decimate the human capital of the organiza-
tion"*—much like the eradication of social memory in elephant herds where a large enough portion of the

elderly matriarchs have been destroyed to disrupt the transmission of social mores.

For all these efficiency losses, from the hierarchy's perspective they are necessary trade-offs for the sake
of acquiring and maintaining power. Reality must be abstracted into a simple picture, and specialized
knowledge known only to those actually doing the work must be eradicated—not only to make the organi-
zation simple enough to be manageable by a finite number of standard rules, but because the information
rents entailed in tacit/distributed knowledge render the lower levels less easily milked.

The state, like a demon, is bound by the laws and internal logic of the form it takes. As that evil
goddess said in Ghostbusters, “Choose the form of the destructor.” When a segment of the bureaucracy
is captured by its own ideological self-justication, or courts by the letter of the law they pretend to
enforce, they can be used as a weapon for monkey-wrenching the larger system. Bureaucrats, by
following the letter of policy, often engage in de facto “work-to-rule” against the larger system they
serve.

The state, like any authoritarian hierarchy, requires standing rules that restrict the freedom of
subordinates to pursue the institution’s real purpose, because it can’t trust those subordinates. The
state’s legitimizing rhetoric, we know, conceals a real exploitative function. Nevertheless, despite the
overall functional role of the state, it needs standard operating procedures to enforce predictable
behavior on its subordinates.

And once subordinates are following those rules, the state can’t send out dog-whistles telling
functionaries what “real” double-super-secret rules they’re “really” supposed to follow, or to
supplement the countless volumes of rulebooks designed to impose predictability on subordinates with
a secret memo saying “Ignore the rulebooks.” So, while enough functionaries may ignore the rules to
keep the system functioning after a fashion, others pursue the letter of policy in ways that impair the
“real” mission of the state.

Unlike the state and other authoritarian institutions, self-organized networks can pursue their real
interests while benefiting from their members’ complete contribution of their abilities, without the
hindrance of standard operating procedures and bureaucratic rules based on distrust. To put it in terms
of St. Paul’s theology, networks can pursue their interests single-mindedly without the concupiscence
— the war in their members — that weakens hierarchies.

So we can game the system, sabotaging the state with its own rules — what’s called “working to
rule” in labor disputes.

But today, the complexity of problems faced by society has become so insupportable that hierarchies are
simply incapable of even passably coping with it. As Scott points out, the policies of bureaucratic hierar-
chies have always been made by people who “ignore the radical contingency of the future” and fail to ac-
count for the possibility of incomplete knowledge."> But contingency and incompleteness have increased
exponentially in recent years, to levels with which only a stigmergic organization can cope.
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Eric Raymond argues that the level of complexity in American society, in the mid-20" century, was such
that it could be managed—if not effectively, at least more or less adequately—by the meritocratic manage-
rial classes using Weberian-Taylorist rules to govern large bureaucratic organizations. But if Gosplan and
Bob McNamara could manage to stumble along back then, the level of unsupportable complexity in recent
decades has outstripped the ability of hierarchical, managerial organizations to manage. '’

Meanwhile, hierarchies' responses to network attacks are self-destructive in another way besides the “se-
crecy tax.” They undermine their own perceived legitimacy in the eyes of the public. For one thing, they
undermine their moral legitimacy by behaving in ways that directly contradict their legitimizing rhetoric. As
Martin van Creveld argued, when the strong fight the weak they become weak—in large part because the
public can't stomach the knowledge of what goes into their sausage. The public support on which the long-
run viability of any system of power depends is eroded by loss of morale.

The reason is that when the strong are seen beating the weak (knocking down doors, roughing up peo-
ple of interest, and shooting ragtag guerrillas), they are considered to be barbarians. This view, ampli-
fied by the media, will eventually eat away at the state's ability to maintain moral cohesion and drasti-
cally damage its global image."”

We saw this with the public reaction to Abu Ghraib and Guantanamo. And every video of an Israeli bull-
dozer flattening a Palestinian home with screaming mother and children outside undermines the “belea-
guered Israeli David vs. Arab Goliath” mystique on which so much third party support depended. The
“David vs. Goliath” paradigm is replaced by one of the Warsaw Ghetto vs. the Nazis, with the Israelis in the
role of bad guys.

But more importantly, networked resistance undermines the main source of legitimacy for all authoritar-
ian institutions, which is their “plausible premise”—their ability to deliver the goods in return for loyalty
and compliance. Every attack against a hierarchy, to which it demonstrates its inability to respond effec-
tively, undermines its grounds for expecting loyalty. It's one thing to sell one's soul to the Devil in return for
a set of perks. But when the Devil is unable to deliver the goods, he's in trouble.
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