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1

Many connected devices are approaching the new communication technologies due
to their networks and services approaches as per their limits and available re-
sources. The new communication technologies have a provision to provide seamless
connectivity which is the requirement of IoT. Communication technologies used in
IoT has low power consumption, low bandwidth used, low computation power,
seamless communication with devices in environment due to the concept of 10T is
computing for everyone, anywhere, any network and any service. Moreover, these
technologies are very much penetrating in e-health, e-traffic management, e-disaster
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Internet of Things is one of the important new concepts that provides connectivity
of sensors and devices to the internet that provides connectivity to everyone, any-
where and anytime. The application of IoT towards home appliance, vehicles and
environment demands the availability of Smart objects that are capable to sense other
objects and able to communicate and interact with each other without the intervention
or involvement of humans.

In this paper, the importance of IoT in terms of different communication technolo-
gies has been discussed that will make IoT suitable for different applications in terms
of its various challenges and requirements.

2 The Vision of IoT

The Internet of Things (IoT) term was first coined by Kevin Ashton in 1991 [1]. As
the technology and implementation ideas are moving forward, the definition of term is
evolving [2]. There are two vision of IoT (i) Things Oriented vision and (ii) Internet
Oriented vision [3]. The first vision involves RFID as a simple thing to be the part of
Auto-ID Lab while the second vision was based on network as core technology lead-
ing to Semantic Web. The definitions above covered the way to the ITU vision of IoT,
according to which: “from anytime, anyplace connectivity for anyone, we will now
have connectivity for anything”.

After computer, Internet and mobile communication networks, IoT is a new wave
in Information world. Internet of Things affirms to a huge network involving Inter-
net and multiple sensor equipments to collect information [4-6]. The purpose to
build such network is to recognize, locate, track, administer, and trigger the relative
events.

3 TIoT Architecture

IoT architecture is of three layered architecture (refer to Fig. 1). The functionalities of
the layers are specified below:

Perception Layer. Object identification and information collection is the main func-
tion of this layer. It comprises of sensors, actuators, RFID tags, RFID readers/ writers
and information display units (like PDA, Tablet PC, cell phone etc.)

Network Layer. Information transfer that is collected via perception layer is the main
objective of this layer. Wireless Networks, wired networks, Internet, network man-
agement systems are the major components of the network layer.

Application Layer. Event detection, intelligent solutions and to perform user re-
quired functions is the responsibility of this layer.
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Fig. 1. Internet of Things (IoT) Architecture

4 Challenges

There are many challenges that are linked with the IoT highlighted below:

Standards. There is no standard available for the deployment of IoT globally that
may make it conventional for the people [7].

Network Foundation. Limitations imposed due to the current Internet architecture
for mobility, scalability, manageability and availability, IoT network establishment is
facing difficulties [8].

Security, Privacy and Trust. The crucial areas in IoT are Security, Privacy and
Trust. In Security area, IoT domain is facing the following challenges [8-9]:

e Security to be ensured at design time and execution time for the architecture of [oT
e Proactive identification and protection of IoT from arbitrary attacks (e.g. DoS and
DDoS attacks) and malicious software.
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Privacy is the second major concern. The main challenge in acceptance of IoT global-
ly is the privacy of quantity of connected objects. The term of privacy in IoT means
user/ object privacy that is facing specific challenges that are:

e There is no privacy control over personal information and location privacy of indi-
vidual’s physical location and movement.

e Unavailability of Standard Operation Procedures (SOPs)/methodologies and tools,
privacy enhancement technologies and relevant protection laws.

Trust is having the specific following challenges:

e The System must provide the environment for easy and natural exchange of criti-
cal, protected and sensitive data e.g. smart objects may communicate with the
available trusted services on behalf of users /organizations.

e The IoT System design must provide built-in trust facility for each available ser-
vice.

Managing Heterogeneity. Must be able to overcome applications, environments and
devices heterogeneity. The management of heterogeneity posses the major challenges
that are [8]:

e Need of useful services for managing large amount of data

e Required affective mechanisms for sensor data discovery, senor data querying,
publishing and subscribing; and design architecture for sensor data communication
protocols, sensor networking and storage.

e Need appropriate mechanisms for sensor data stream processing, data mining, cor-
relation, and aggregation filtering techniques. For this reason, regulate heterogene-
ous technologies, devices etc.

Identification and Authentication. In IoT, purpose of identification and tracking
entities is to protect identification from tracking by unauthorized attacks in the net-
work. It must be provided to users with right control over the privacy of their personal
information [3].

Trust and Ownership. The trust and ownership is most currently discussing issue
that how we trust on the information captured and communicate with the global net-
work securely and reliably? Trust involves the authority and integrity of the commu-
nicating parities, accurate sensing of the data, and legal reader partnership [10].

Integration and Coordination. The challenge in IoT is how to collaborate with two
different type of network, one of them is internet and other is the physical world and
they work as a joint venture for meaningful results. In the integration, the major issues
are cost, stability, communication speed, bandwidth, trust and security of the physical
world and the internet [7]. IoT requires collaboration and teamwork among people,
programs, process and services to globally share the data [11].

Regulation. The Regulation means that the processes work under IoT with settled
rules. There are three different regulations (i) traditional government, (ii) international
agreements and (iii) self-regulations. The Traditional government regulation is being
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limited in its domain and do not suit the global structure of IoT. On the other hand,
self-regulation is cost effective and well-organized but only few interest and righteous
thing may take part in it. For international agreements an international body such as
WTO may work as legislator [12].

5 Communication Technologies in IoT

The major communication technologies that can be utilized by IoT devices are sum-
marized below:

5.1 ZigBee

ZigBee is IEEE 802.15.4 standard. It is reliable wireless networking technology
which developed by ZigBee Alliance. It is designed for limited range network moni-
toring and controlling due to its low data rate and short range. The main area of utili-
zation of this technology is in Home Automation, Smart Energy devices, lighting,
HVAC and security etc. Due to its low-power, high level communication protocol
using small digital radios, it comes under wireless personal area network (WPAN). It
also has a unique functionality of self-organizing, multi-hop and reliable mesh net-
working with long battery life time [13-15].

5.2 RF Links

Another preference to connect devices and make them talk is utilize simple radio
frequency (RF) boundaries. It can provide communication range between 100m and
1km (depending on the transmission power and the antenna used).

RF communication modules do not provide any implementation of the TCP/IP
communication protocol (or any other protocol). Data rates are quite low (up to
1Mpbs) and also need an Internet-enabled gateway that will provide access to the
devices for making a complete IoT network.

The Radio Frequency Identification (RFID) technology has been initially intro-
duced for identifying and tracking objects with the help of small electronic chips,
called tags. RFID has been originally categorized as the enabling communication
power for the Internet of Things, due to its low cost, high mobility and efficiency in
identifying devices and objects. Despite RFID is very common for device identifica-
tion and some information exchange [4].

Drawback. It cannot alone support the creation of IoT networks since it cannot pro-
vide any direct or indirect (e.g., through a gateway) communication to the Internet.
The device proximity is also another drawback [4].

5.3 Bluetooth

Bluetooth is an IEEE 802.15.1 standard for low cost, short range and cheap devices of
wireless radio technology. Bluetooth has been one of the first wireless communication
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protocols designed with lower power consumption for replacing short-range wired
communications (in computer peripherals, mobile phone accessories, etc.), short dis-
tance data sharing and devices’ mobility support. It has an exceptional property of
creating personal area network during communication and discovers and communi-
cates to its neighbor without need to be in visual line of sight. Due to its global stan-
dard it is also known as WPAN (Wireless Personal Area Network).

It is very important for the case of IoT since many of the devices that one would
like to interconnect to the IoT (sensors, actuators, etc.) having limited power re-
sources.

Drawback. A major drawback of Bluetooth is that it cannot provide direct connectivi-
ty to the Internet. Once has to provide an intermediate node, e.g., a PC that will act as
a gateway to the outer world [13-14].

5.4 Bluetooth 4.0 LE

Traditionally, Bluetooth is used in a connection-oriented manner and it cannot direct-
ly connect to the internet. Once it is connected; a link is maintained even there is no
data flow. The new Bluetooth low energy (BLE), old name is WiBree, is a subset to
Bluetooth v 4.0. It has new protocol stack and new profile architecture. This version
has been adopted as of June 2010. It provides new adverting mechanism, quick dis-
covery and enable connection and uses Asynchronous connection-less MAC for low
latency rate and fast communication. Bluetooth 4.0 is users friendly as it introduces
New Generic Attribute Profile which is simpler to use [16].

5.5 6LoWPAN

The 6LoWPAN is Wireless PAN with low power and supports IPv6 network. It is a
connection oriented technology in which router forward the data to its next hop to the
6LoWPAN gateway which is connected to 6LoWPAN with the [Pv6 domain and then
forward the data to its respected device correctly.

With IPv6 we have enough address space to identify all the things in the world. In
IP based network standard protocols (HTTP, TCP/IP) are directly applied on sensor
nodes just as they do with traditional web servers out there in the Internet [11][17].

5.6 Z-Wave

Z-Wave protocol architecture developed by ZenSys and promoted by the Z-Wave
Alliance. It is another low power consuming which mostly used in automation and
light commercial environment. It has an open communication protocol. The main
purpose of Z-wave is for a reliable massage passing from a control unit to one or
more nodes in the network. Z-wave have two types of devices, one is poll Controllers
which send commands to the slaves, the second type of device, which reply to the
controller to execute the commands [6][19].
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5.7  WiFi

Wireless fidelity is known as Wi-Fi, the IEEE 802.11x standards, is the most common
way to connect devices wirelessly to the Internet. Laptop, Smartphone and Tablet
PC are equipped with WiFi interfaces and talk to wireless router and provide two way
accesses to the Internet. The Wi-Fi standard family allows establishing wireless net-
work on short distances. Wi-Fi has series types of networks like IEEE 802.11, IEEE
802.11a, IEEE 802.11b, IEEE 802.11g, IEEE 802.11n, IEEE 802.11e: QoS extension,
IEEE 802.11f: extension for managing handover and IEEE 802.11i security extension.
The Wi-Fi group is working on unlicensed spectrum of 2.4 GHz (ISM) band.

Table 1. Communication Technologies — A Comparision

Bluetooth . S RF -
Standard Bluetooth 401E ZigBee Wi-Fi 6LoWPAN Link Z-Wave
IEEE Spec IEEE IEEE IEEE IEEE 8(?25]?55 4 g:;]gEl Z-Wave
802.15.1 802.15.4 802.15.4 | 802.11a/b/g/n 2006 22005 alliance
Mesh,
Topology Star Star Star, Tree Star Mesh, Star - Mesh
Bandwidth | 1Mbps | 1Mbps | 250 Kpbs | Upto 54 Mbps | 250 Kbps | (15 | 9%
Ps PS pos p PS Ps MHz MHz
Power (.:OH- Very Low | Very Low | Very Low Low Very Low Very Very
sumption Low low
9600 bits
Max. data 800 m (Sub-
rate (M bit/s) 0.72 5-10 m 0.25 54 GHz) 1 or ftO
kbits
Bit time (us) 1.39 - 4 0.0185 - - -
Range <30m | 510m |10300m| 4-20m | 300mGub- | 3| 30m
GHz)
Spectum | 24GHz | 24GHz | 24GHz | 24-5GHz | 24GHz éﬁ‘z 2.4 Ghz
868 — 868.6
MHz (EU)
902-928
0.3/0.6
Channel 2400 - MHz 868
Bandwidth | | MHZ | 2480 MHZ Ml\%z 2 22 MHz (NA) . MHz
2400 —
2483.5 MHz
(Ww)

The 802.11e standard will include two operating mode for improving the services
of voice (i) Wi-Fi Multimedia Extensions (WME) — Mandatory and (ii) Wi-Fi Sche-
duled Multimedia (WSM) — Optional.

The commercially available WiFi modules (like the one WiFi communication
module in a pluggable form known as XBee series modules) can be directly integrated
to an IoT device and provide instant connectivity. The major advantage over the other
wireless technologies is the fact that WiFi networks are very easy to establish and
thus IoT devices with WiFi modules can have direct connection to the Internet.
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Drawback. This technology (which was at no means designed for IoT networks) is
more power demanding than the others [14-15].

6 Requirements of IoT

In IoT, heterogeneous devices and communication technologies are used to develop a
seamless computing for everywhere. In this regard, we must need improvement in
energy, communication, resource constrained, scalability, modularity, extensibility
and interoperability among heterogeneous things and their environments that are the
key design requirements for IoT [10].

6.1 Energy

Energy problems, in all its phases, from gathering to conservation and usage, are cen-
tral to the development of the IoT. There is a need to research and grow solutions in
this area (nano-electronics, semiconductor, sensor technology, micro systems integra-
tion) having as an objective of ultra low power devices, as existing devices seem in-
sufficient considering the processing power needed and energy restrictions of the
future.

6.2 Intelligence

Abilities such as self-awareness, context awareness and inter-machine communication
are well-thought-out a high priority for the IoT. Mixing of memory and processing
power and the ability to endure harsh environments are also a high priority, as are the
best possible security techniques. Novel cognitive approaches that leverage opportu-
nistically on the time dependent available heterogeneous network resources can be
accepted to support unified continuous access to the information network as well as
grip irregular network connectivity in harsh and/or mobile environments. “Intelligent”
methods to knowledge discovery and device control will also be important research
challenges.

6.3 Communication

New smart antennas (fractal antennas, adaptive antennas, receptive directional anten-
nas, plasma antennas) that can be fixed in the objects and made of new materials are
the communication means that will permit new advanced communications systems on
chip. Modulation schemes, transmission rates, and transmission speed are also major
issues to be undertaken. New advanced solutions need to be defined to efficiently
support mobility of billions of smart things, possibly well-found with multiple hetero-
geneous network resources. Last but not least, network virtualization techniques are
key to confirm an evolutionary path for the arrangement of IoT applications with
secure Quality of Service (QoS).
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6.4 Integration

Integration of wireless identification technologies (like Radio Frequency Identifica-
tion — RFID) into packaging, or, rather, into products themselves will allow for im-
portant cost savings, improved eco-friendliness of products and allow a new dimen-
sion of product self-awareness for the help of customers. Integration requires address-
ing the need for heterogeneous systems that have sensing, acting, communication,
cognitive, processing and compliance features and includes sensors, actuators, nano-
electronics circuits, embedded systems, algorithms, and software embedded in things
and objects.

6.5 Dependability

Dependability of IoT systems is of supreme importance; so the IoT network structure
must ensure reliability security and privacy by supporting individual authentication of
billions of dissimilar devices using heterogeneous communication technologies across
different executive domains. Reliable energy-efficient communication protocols must
also be intended to confirm dependability.

6.6  Semantic Technologies and IoT

IoT requires devices and applications that can easily connect and interchange infor-
mation in an ad-hoc way with other systems. This will involve devices and services to
prompt needs and capabilities in formal ways. To enable the interoperability in the
IoT further research into semantic technologies is needed. Examples of challenges are
large-scale dispersed ontologies, new methods to semantic web services, rule engines
and methodologies for hybrid reasoning over large heterogeneous data and fact bases,
semantic-based discovery of devices and semantically driven code generation for
device interfaces.

6.7 Modeling and Design

The design of large-scale IoT systems is stimulating due to the large number of hetero-
geneous components involved and due to the complex duplications among devices
introduced by cooperative and distributed approaches. To cope with this issue, original
models and design frameworks need to be planned; for example, inspired by co-
simulation methods for large systems of systems and hardware-in-the-loop approaches.

7 Requirement of Communication Technologies in IoT

The IoT Communication Technologies should provide a seamless communication and
secure access to the internet anywhere, anytime, any network at any bandwidth/speed.
We should never feel any difference to its indoor or outdoor communication. It should
have unlimited range, zero latency rate and unlimited throughput. On the other hand,
it should also cost effective and low energy consumption. It should also ensure the
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protection of privacy. Some of the requirements discussed for communication tech-
nologies in [oT are [20]:

e Range and dissemination. Due to walls, window, plants and etc. it is deployed in
wide area, but the power consumption and throughput are inversely proportional to
the range.

e Power Consumption. Low power operated devices for resulting low throughput
and range.

e Throughput. Need for high throughput means the sustainable power of battery life
and better coverage area.

e Number of devices. If the more devices used it consumes more resource and per-
formance of computation is affected.

e Types of network supported. Due to variable length of topologies used like mesh,
tree, peer-to-peer etc. that have their own advantages and drawbacks according to
its standardization, throughput and range and other.

e Globalization usage. Some of the technologies are used in their boundaries (coun-
tries) due to its regulations and issues.

e Mobility. Must support the mobility of devices whether it is working in any loca-
tion and environment.

e Failover capabilities. Need to be fast backup solution in case of network fails.

e Multi-protocol support. Must support multiple networks for its situation.

e Security and Privacy. All the communication is needed to be in secured manner
and no unauthorized access to break the privacy of any data.

8 Discussion on IoT Communication Technologies

Following are the technologies amongst the above mentioned technologies (refer to
Table 1) that suits most of the requirements of [oT:

Wi-Fi IEEE 802.11x is wireless LAN. It provides point-to-point and point-to-multi
point high speed and robust communication. It allows multiple users to connect in the
same time period to same frequency band with minimum interference to the other
users. Wi-Fi operates on three different non-interoperable technologies i) Frequency
Hopping Spread Spectrum (FHSS) ii) Direct Sequence Spread Spectrum, iii) and
Infrared (IR). Wi-Fi 802.11n Technology, based on Multiple Input Multiple Output
(MIMO) technology is intended to increase the data rates upto 600 Mbps and on-
wards. IEEE 802.11i is known as (WPA-2) that enhances the cyber security and Ad-
vanced Encryption Standard (AES) which fulfill the IoT requirement. It is easy to
install, supports mobility of devices, and less expensive. The reliability and availabili-
ty is achieved by applying proper path engineering and system design techniques. The
proper implementation of massage acknowledgement, error correction algorithms,
data buffering etc. enhances the reliability of massage transmission over wireless
medium. In addition, 802.11ah (working on Wi-Fi on ISM bands below 1 GHz) modi-
fy it for ad-hoc, mesh networking, infrastructure-independent and longer-range
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control of sensor networks therefore, the band new-technologies better suited for cer-
tain aspects of IoT communication and be a part in future of IoT.

The low power, cost effective ZigBee is reliable for home area wireless network
developed by ZigBee Alliance based on an open global standard. It works on 2.4
GHz unlicensed frequency of IEEE 802.15. 4 standard. The major achievement in
ZigBee technology is long battery life cycle but it is depending upon the topology
adopted. Due to its high battery life and low power consumption, it is mostly used in
home automation but in industrial environments it is not well adapted.

Bluetooth is low power short range radio frequency based Wireless Personal Area
Network (WPAN). It can facilitate both point-to-point and point-to-multipoint com-
munication configuration. The advance achievement is Bluetooth 4.0 low energy
consumption technology. Bluetooth Low Energy (BTLE) is being used in health care
industry for portable medical and lifestyle devices. It’s preventing highly influenced
by surrounding communication link and may interference in IEEE 802.11 WLAN
network technology. The provide security, scalability and reliability authorization
techniques are used before transmit or receive any kind of information.

9 Conclusion

IoT is a new and emerging concept that gaining popularity day by day. It involves
smart devices available all around us and networked them as WPAN locally while
globally as Internet. Such connectivity requires wireless communication technologies
like Bluetooth, Wi-Fi, ZigBee, Z-Wave and RF Link. Every concept poses it specia-
lized requirement for optimal utilization. In this paper, we critically analyzed the is-
sues, requirements and challenges of Internet of things (IoT) specifically related to
communication technology. Critical analysis presents Bluetooth LE, 6LoWPAN and
WiFi as suitable candidates for future IoT but many issues are still to address for
which some new technologies are in demand.
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