)

g\ N
t 1
k "\.,'

rnet de la Cosas: Ciberseguridad

Sucre — Boli

The Open Web Application Security Project



About Me
OWASP

The Open Web Application Security Project

* About Me:
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* [nternet of Things — loT
* |Internet of Everything - IoE

People, Process, Data, and Things

What is the loE?

The Internet of Everything is the networked connection of people, process, data, and things.
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Fuente: https://www.netacad.com/courses/intro-internet-of-everything/
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1990 Jhon Romkey y Simon Hacket desarrollaron el
primer objeto con conexion a Internet, su tostadora
inteligente.
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e 1999, elin enlero Bill Joy, fue quien profundizo el concepto
de Internet de [as cosas. Comunlcauones entre
dispositivos.




Antece-dentes del loT
OWASP

The Open Web Application Security Project

e 2009, el britanico Kevin Ashton acuno por primera vez
el nombre de internet de las cosas gracias al articulo
publicado en el RFID Journal.

Internet of things

... computers
that [know]

everything ...
about things.

Kevin Ashton
1999




Evolticion de Internet
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IoE ha logrado que el internet sea sensorial, ( temperatura, presion,
vibracion, luz, humedad, estres ) lo que nos permite ser mas

proactivos y menos reactivos _ B
Primera Evolucion Real

\ 4

Phase 1 Phase 2 Phase 3 Phase 4

() W . .r_.:
s e | B

Collaborative

Connectivity Metworked Econamy Experiences Internet of Everything
Digitize Access to Digitize Business Digitize Interactions Digitize the Warld
Information Process (Business & Social) Connacting:
«  Email ’ *  E-commerce > «  Social ’ + People
«  Wab Browser +  Digital Supply Chain «  Mobility » Process
« Search « Collaboration +  Cloud « Data

«  \ideno «  Things

Fuente: https://www.netacad.com/courses/intro-internet-of-everything/
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e E| futuro de Internet

“Fixed” Computing
(You go to the device)

Doubled every
1.3 years

Mobility / BYOD
(The device goes with you)

Doubled eve
1.4 years

Evolticion de Internet

Gtemet of Things\
(Age of Devices)

Dogbles every
;I?) years

Internet of Everything
People, Process, Data, Things)

50B things

» 8 dispositivos/persona
* 10 billones de délares

1995

2000

2008-2009 nace el Internet de la cosas

\_

2011

J

>
2020

Fuente: Cisco IBSG, 2012 http://www.cisco.com/go/ibsg
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* Proyecciones de Gartner

Internet of Things Value Add by 2020

$1.9 Trillion

Wanufacturing . Government

. Healthcare Providers |:| Transportation

| Insurance . Lidlites

Real Estate &
. Banking & Securites . BuUsifness Serices

. Retall & Wholesala :l Agrioulture
. Computing Services . Other

Soroe Cartner
Otra revolucion industrial...
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* |oT, trae nuevas tecnologias y asi mismo realza otras ya antiguas:
— Conectividad movil IEEE 802.15
— RFID
— Big Data (Mineria de Datos)
— Analystics (BI)
— Cloud computing/fog computing

— Smart Cities | 9 BluetOO'thGJ @ ZigBeeG
T 1_) LoWPAN
NFC

Pvé-based Low-power
Wireless Personal Area Networks

Fuente: https://www.netacad.com/courses/intro-
internet-of-everything/
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 Ademas de los medios guiados clasicos

al

= Controller . P
. -:..I:.:'. - . 'x.

v

3

L

Ethernet over powerline Ethernet over powerline

Fuente: https://www.netacad.com/courses/intro-
internet-of-everything/
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Redes Mixtas

 Evolucion de los controladores de red

Cloud Services

< Internet '

WWi-Fi,
Cellular,
or Wired

Fog Computing

Fuente: https://www.netacad.com/courses/intro-internet-of-everything/

IP-Enabled
Controller

Soil Monitoring

Sensors

( > D
el

Irrigation

Actuators

P

T D S

Comunicaciones:
P2P

M2P

M2M

Ej: Sensores
envian sefales al
controlador, lo
procesa, envia
sefial al actuador
y realizar ajustes
(Semaforos
Inteligentes)
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Actuador: solenoide
eléctrico utilizado para
controlar el sistema
hidraulico

Fuente: https://www.netacad.com/courses/intro-internet-of-everything/
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e Cada vez hay mas dispositivos conectados a Internet (masas de
informaciéon compartida)

* Laseguridad informatica esta dependiendo de Internet (ciberespacio)

* Los dispositivos de IoT no parecen criticos, pero podrian llegar a serlo
(depende como los usamos).

 Segun el informe de Julio de 2014 de HP FORTIFY el 80% de los dispositivos tienen
fallos en la autenticacion y 6 de cada 10 dispositivos con interfaz de usuario son
vulnerables.

loE=Reto de seguridad
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Six out of 10 devices that

peovide user intecfaces BU pEDCEﬂt

wece vulnerable to & range : : ‘
of issues such as persistent of devices along Hl_t'h o
cloud and mobile

¥55 and weak credentials. : ;
application components

 failed to cequire passwords
of a sufficient complexity

Q @ and length.

O B

o /0 percent
]ﬁ] of devices along with their

90 percent

of devices collected at
legst one piece of
pecsonal infocmation via
the device, the cloud,
or its mobile application. 4

cloud and mobile
application enable an

70 pecrcent

Fuente: unuei E:T;pltcaads n”;::um att ;Scellafactnuuuini Esnttih?n uvgahlid
http://www8.hp.com/h201 iRl account enumecation.
95/V2/GetPDF.aspx/4AA5-

4759ENW.pdf

http://fortifyprotect.com/HP |loT Research Study.pdf
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p

e Mas vectores de
Ataques

— Fisicos, Entorno,
Criptoanalisis,
software, red, etc. AMENAZA

— Side channel ACTIVO
attacks (Analisis

electromanetico,
POWER)

RIESGO

Cultura de seguridad de los usuarios ???

The Internet of Things and wearables: Driving the next phase of
personal computing
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* Se pone en riesgo la integridad,
confidencialidad, disponibilidad, pero ojo |la
identidad de las personas.

— Posicionamiento GPS de las personas, mediante
los dispositivos wearables (Nike+)

Fuente: http://www.dscuento.com.mx/nike-and-ipod
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.«all 3G 7:20 AM (—; ; ¢ 9:30 AM o (-

Done Summary Distance | ac . O

9'15”

Your Run on 6/19/11 at 12:25pm 25 &

/.52mi

® 8'56"mi () 1:02:06 & 431cal

@ Play Nike+ Tag
l. n Share Run

LJ Route Info
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1.75% || 0.13%

* Dispositivos
wearables -
Bluetooth LE
technology

M fitbitMobile Polar

B Garmin M Nikefb

W Adidas Microsoft

B Jawbone L
Samsung

KaS pers ky SeC u rlty Network (KSN) The installadon of Android-based applications designed to work with fimess rrackers from

different manufactures

http://securelist.com/blog/research/69369/how-i-hacked-my-smart-bracelet/
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vww.shodan.io

L4 Save to Mendeley
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o} SHODAN Q
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The search engine for the Internet of "I'I:\i’ng_'s'i.

Shodan is the world's first search engine for Internet-connected devices.

” @

L J

N
» = =

Create a Free Account .

See the

! Websites a

B  Explore the Internet of Things
W Use Shodan to discover which of your devices are connected to the Internet, where

-y L il ’ -
' they are located and who is using them.

refrigeratol

https://www.shodan.io
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port:62078 country:"BO"

¥ Maps < Download Results lisl Create Report

1\-1 a2 19019
Nuevatel PCS de Bolivia S.A. <Txml versi

<IN 1IVR
fo— <1DOCTYPE F
s, Boiivia, La Paz

Details “plist vers
zdicts
5 <ke
Bolivia, Plurinational State of 1,935 ki
= <fdic
La Paz 1,916 </plist>
Santa Cruz 11
Cochabamba 7
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Average Internet of Things device has 25 security flaws

In a study of ten devices including home thermostats, remote power outlets and door
locks, HP found 250 potentially dangerous security vulnerabilities

Mie: & i’;< | %  lacasainteligente

http://www.teleg
raph.co.uk/techn
ology/internet-
security/110000
13/Average-
Internet-of-
Things-device-
has-25-security-
flaws.html

Ikea's vision of the connected home is one that should be adopted by businesses Fhoic



http://www.telegraph.co.uk/technology/internet-security/11000013/Average-Internet-of-Things-device-has-25-security-flaws.html
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* Robo de Informacion (disponible en la nube).
* Control y uso malintencionado de los
dispositivos.
— A nivel personal:
e Tu coche

www.teslamotors.com/
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e SmartTV

— La vulnerabilidad es Ila
simplicidad misma: la
funcion WiFi Miracast
esta activada por
defecto, tiene una
contrasena fija
("Miracast"), sin PIN, y
no pedir permiso para

Riesgos de loT

nuevas conexiones WiFi ..-. :
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The hardcoded
* SmartTV password is

— SmartTV, dumb vuln: i "Miracast”
Philips hard-codes "
Miracast passwords

Preparation steps

View network settings
Network configuration

You will have to confirm the connection for every device again.

==

Wi-H smart screen
TV network name

http://www.theregister.co.uk/2014/04/02/smarttv_dumb_vuln_philips_hardcodes_miracast_passwords/
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loT en la Industria
— Infraestructuras Criticas monitorizadas en tiempo real por sistemas
complejos, llamados sistemas SCADA (Supervisory Control And Data

Acquisition; Supervision, Control y Adquisicion de Datos) ampliamente

utilizados.

,.A,I_, -t
5
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 SCADA

— Laincorporacién de Sensores
— Sus sistemas empotrados.

Applications

Versatile PLCs

* Monitoring
* Measurements
| SCADA . Contrl .
T— » Leak Detection

* Security

Versatile
Media

Versatile
Interface

« MODBUS » VHF / UHF Conventional
* DNP 3.0 over RS-232 * Analog/Digital Trunking
* DNP 3.0 over IP » Canopy
« IEC 60870-5-101 * Astro IU&D
« MDLC over TCP/IP + UHF-900 MHz MAS System
« OPC + Nextel Digital Trunking
+ Fiber Optics
* Telco Network

» GSM/GPRS/CDMA
. etc

MOSCAD-L RF Modem

'

ACE3600 RTU

I

ACE3600 RTU
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e State-sponsored
cyber operations

Estados Unidos contra
China, un conflicto no
declarado pero evidente.
Guerra cibernética
contra estados enemigos
como Iran y Correa del
Norte.

The Open Web Application Security Project

Rieésgos de loT

WINDOW ON THE

Wor DT ribune.com | REAL WORLD

| HOME | AFRICA/EUROPE | COLUMNISTS | RECENTHITS | INTELBRIEF | MIDEAST | NEASIA |

China’s top prioity

Find it at
Localpages.com

[ lccsipages.com

Looking for colon
cleansing foods and
drinks? Find it at
Locsalpages.com

Find it at
Localpages.com

. ek 14 -

by WorldTribune.com

Missouri water plant

Special to WorldTribune com

East-Asia-Intel.com

military attempted to hack a water plant in Missouri.

Of all the cyber attacks tracked by a U.S. security
company, half originated in China.

Chineé.e military attempted to hack

The fear of U.S. infrastructure being vulnerable to Chinese military hacking
attacks was further intensified after a tech publication revealed that the Chinese

The report from the online
tech journal Quariz
concluded that “new
research confirms one of
the scarier possibilities:
that the Chinese army is
going after critical U.S.
infrastructure.”

In a feature story, Quariz
asked “If the Chinese
army is trying to hack a
Missouri water plant,
what else is it infiltrating?”

The article cited the research conducted by a security company called Trend
Micro, which uses an elaborate system of tricks to track sophisticated electronic

“honeypots” set up in a dozen foreign countries.

Fuente: http://www.worldtribune.com
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Los tipos de armas utilizadas son las mismas herramientas y tipos de ataques
utilizados en la ciberseguridad en general, pero enfocados a un estado o nacién. Se
tienen:

Herramientas usadas en ataques:

Botnet’s (ataques programados desde redes internas)
Gusanos y Troyanos

Tipos de ataques

Ataques de denegacion de servicios — DoS

Envenenamiento DNS

Ingenieria Social

Data Gathering (apuntado a la obtencidn de la informacidn de un blanco)
Espionaje informatico, capturando o remplazando paquetes: Sniffers y Spyware.

Herramientas usadas en defensa

Honey Pot’s y Honey Net’s (sefiuelos)
Monitores vy filtros de trafico: IDS, IPS y Firewalls
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Blancos en la ciberguerra

Los blancos de una ciberguerra son:

Sistemas de comunicacion

Sistemas Bancarios.

Sistemas gubernamentales o diplomaticos
Sistemas de SCADA.

Sistemas de Servicios Basicos.

Sistemas Militares.

Personal militar, gubernamental o diplomatico, usuarios en
general involucrados con los anteriores sistemas.



Cuantas cosas ...
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e Thingbotnet (Botnet de las Cosas).

Proofpoint discovered more Than 750,000 Phishing and SPAM

Emails Launched From “Thingbots” Including Televisions, Fridge

Recently security researchers from Proofpaint uncovered a cyber attack against the Internet of
Things (IoT), more than 100,000 Refrigerators, Smart TVs and other smart household appliances
have been hacked to send out 750,000 malicious spam emails.

http://investors.proofpoint.com/rel
easedetail.cfm?releaseid=819799
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e Ideological and /
political extremism
(hacktivism)

Grupo activistas:
LulzSec y Anonymous

U.S. SOPA legislation
Stop Online Piracy Act



Cyber Adversariés
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]
Fuente:http://www.cso.com.au/article/564611/2015-social-engineering-survival-guide/

A diferencia de los verdaderos criminales, a los hackers les encanta el

anonimato que Internet les da por lo que pueden esconderse detras de cualquier
cosa

Ellos pueden esconderse detras de un nombre; usan seuddénimos.
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Facebook sets up ‘dark web' link to
access network via Tor

By Dave Lee
Technolegy reporter, BBC News

Facebook's Tor support means users' traffic remains in the anonymising network




Como muestra un boton

Ataques a celebridades:
Las personas en general
estan en riesgo, como
en el caso de la Miss
Teen USA Cassidy
Wolf, que hackeron su
camara web, para tomar
imagenes de su
privacidad.

September 5§, 2013 LOGIN | SIGN UP FOLLOW o s
Enterprise Collaboration:

OPPOSING

VIEWS

Dl T e i) A~
Downlond the sBock +

HOME POLITICS ENTERTAINMENT SPORTS HEALTH RELIGION SOCETY T§

Miss Teen USA Cassidy Wolf's Webcam Hacked, Nude
Pictures Taken (Video)
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Entertainmaent

FBI, Apple investigate nude photo leak AT S
targeting Jennifer Lawrence, others 00890 ...
ﬁ‘hnow.cm - ' 23 More sharing

Capital( }I(' O

Pa

N NOTARE on

CNN Recommends

ISIS beheads American Steven Sotloff
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* En la domotica

Hacking into Internet Connected Light Bulbs

' )
=i‘ %:I

WiFi ' 6LoWPAN mesh network
(4

~ 4
—— =
— —
— B
—_—
!

-

http://www.contextis.com/resources/blog/hacking-internet-connected-light-bulbs/
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 Karotz, “smart
rabbit”.

El 2013 se descubrieron vulnerabilidades,
Black Hat 2013 en Estados Unidos

https://media.blackhat.com/us-13/US-13-Crowley-Home-Invasion-2-0-WP.pdf
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* reloj Pebble

* Elreloj Pebble es un smartwacth
que se puede enlazar a un
smartphone, mostrando por su
pantalla las notificaciones recibidas.
La vulnerabilidad podia provocar
condiciones de denegacidon de
servicio, asi como en algunos casos
borrar la memoria del dispositivo
(aplicaciones, configuraciones,
notas, mensajes, etc.). El ataque
Unicamente consistia en enviar 1500
mensajes de Whatsapp al dispositivo
en un periodo de 5 segundos.

http://thehackernews.com/2014/08/remote-attack-could-damage-your-pebble.html
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*El 2010 en Iran,
Stuxnet invade las
centrifugadoras del
programa de
enriguecimiento de
uranio, se culpa a
Espana del ataque.

a.SCADA

Thannal Feg

=]

Crome |8 ERRSTEEY Enterprise Security Spam

Print o Tt K L= . Alert

Israel and US fingered for Stuxnet attack on Iran
Worm tested in secret desert nuclear complex, NYT claims
By John Leyden - Get mare from this auther

Fosted in Enterprize Ba

The US and lsrael jointly developed the infamous Stuxnet worm before using the
sophisticated malware to sabotage key componants of lran's controversial nuclesr program,

according to an investigation by the New York Times.

Stuxnst selectively infects industrisl control [SCADA) systems from Siemens, establishing a
badkdoos that oreates a8 means to reprogram compromised systems. The worm initially spread
using a battery of four zero-day Windows vulnerabilities before using insecure network shares
=nd USH stids to spread aoross networs. Windows machines can cany the infecticn but
malwars only comes into play if infected systems are used to operate certsin industrial
contral systems.

The malware is finely tuned so that it can alter the speed of high-so=ed freguency converter
drives, such as those used in uranium enrichment, as explained in a blog post by Symantec
here, It doesn't do anything for mainstream industrisl control set-ups, even after they ars

connected to industrial control systems.
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vw.ikerjimenez.com/noficias/pir

Drones del pentagono.

viones-espias

10-ripuiado

Noticias en ikerjimenez.

«Piratean aviones no tripulados de EE.UU.»

Los insurgentes iraquies han usado de manera frecuente un
software de bajo coste y facil de encontrar en el mercado para
'‘piratear’ los datos transmitidos por los aviones no tripulados de
Estados Unidos, segiin ha informado el Wall Street Journal.

& Escucha esta noticia

B 18 diciembre 2009.- Citando a funcionarios de defensa e inteligencia, el diario desvela que
fos insurgentes apoyados por Irdn han empleado programas como SkyGrabber - disponible
en Internet por menos de 26 ddlares - para interceptar estos aviones que EE.UU. utiliza de
manera frecuente en la zona para atacar objetivos insurgentes y talibanes.

Esta practica fue descubierta en julio de 2009 cuando los militares de EE.UU. hallaron en el
ordenador portatil de un insurgente archivos de video de los vehiculos aéreos no tripulados.
Encontraron "dias y horas y horas de pruebas”, segin ha desvelado la fuente al periodico,
que ha advertido que esta practica "se ha convertido en parte de sus herramientas”.

Inicio ™ Titulares RSS Escribenos

Gary McKinnon, el "hacker
del Pentagono'

Gary McKinnon se describe a
si mismo como un inofensivo
programador de
computacién, obsesionado




Exceso de
Confianza

Proactivo

— o

: =
= WHAT WILL THE
WARRIOR-GUARDIAN
OF THE FUTURE
LOOK LIKE ¢

= A e ——— =" -

e — S a8

Fuente: http://shukanshah26.blogspot.com/2014/03/cyber-security.html

Think Like a Hacker, Defend Like a Ninja




Capacitacion

ORI

[N
=

OWASP

The Open Web Application §
HELPING SECURE THE INTERNET OF THINGS WITH THE

OWASP

INTERNET OF THINGS
VULNERABILITY CATEGORIES

Insecure Web Interface

Insufficient Authentication/Authorization https://www.owasp.org/index.p

Insecure Network Services hp/OWASP_lInternet of Things
. Top Ten Project

Lack of Transport Encryption

Privacy Concerns

Insure Cloud Interface

Insecure Mobile Interface

Insufficient Security Configurability

Insecure Software/Firware

Poor Physical Security



https://www.owasp.org/index.php/OWASP_Internet_of_Things_Top_Ten_Project
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Top 10 loT Vulnerabilities (2014) Project
The OWASP Top 10 10T Vulnerabilties are as follows:

Rank

Title

« Insecure Web Interface

« insufficient Authentication/Authorization

» Insecure Metwork Services

» Lack of Transport Encrypiion/integrity Verification
+ Privacy Concerns

+ Insecure Cloud Interface

« Insecure Mabile Interface

» Insufficient Security Configurability

» Insecure Software/Firmware

» Poor Physical Security

NASP_Internet_of Things_Project#tab=Top_10_|

A ;//www.owasp.org/index.php/O\

Capacitacion

What is the Top 10 loT
Vulnerabiltiies Project?

The Top 10 10T Vulnerabilities Project
provides:

= A list of the top 10 internet of things
vulnerabilities

Project Leaders

« Daniel Miessler
« Craig Smith

Related Projects

« OWASP Mobile Security
« OWASFE Web Top 10

Email List

Mailing List &




The Open Web Application Security Project

Capacitacion

Top 10 2014-15 Privacy Concerns

Back To The Internet of Things Top 1067

Threat Agents

Application Specific

Attack Vectors

Exploitability
AVERAGE

Security Weakness

Prevalence
COMMON

Consider anyone who has
access to the device itself,
the network the device is
connected to, the mobile
application and the cloud
connection including
external and internal users.

Aftacker uses multiple
vectors such as insufficient
authentication, lack of
transport encryption or
insecure network services to
view personal data which is
not being properly protected
or is being collected
unnecessarily. Attack could
come from external or
internal users.

Privacy concerns generated by the collection of personal
data in addition to the lack of proper protection of that
data is prevalent. Privacy concerns are easy to discover
by simply reviewing the data that is being collected as the
user sets up and activates the device. Automated tools
can also look for specific patterns of data that may
indicate collection of personal data or other sensitive
data.

Technical Impacts

Collection of personal data
along with a lack of
protection of that data can
lead to compromise of a
user's personal data.

Business Impacts

Application / Business
Specific

Consider the business
impact of personal data that
is collected unnecessarily or
isn't protected properly.
Data could be stolen. Could
your customers be harmed
by having this personal data
exposed?




The Open Web Application Security Project

Capacitacion

Does My Device Present Privacy Concerns?

Checking for Privacy Concerns includes:

» |dentifying all data types that are being collected by the device, its mobile application and any
cloud interfaces

+ The device and it's various components should only collect what is necessary to perform its
function

+ Personally identifiable information can be exposed when not properly encrypted while at rest
on storage mediums and during transit over networks

» Reviewing who has access to personal information that is collected

+ Determining if data collected can be de-identified or anonymized

o Determining if data collected is beyond what is needed for proper operation of the device
{Does the end-user have a choice for this data collection?)

+ Determining if a data retention policy is in place

How Do | Prevent Privacy Concerns?

Minimizing privacy concemns requires:

—y

. Ensuring only data critical to the functionality of the device is collected

. Ensuring that any data collected is of a less sensitive nature (i.e, try not to collect
sensitive data)

. Ensuring that any data collected is de-identified or anonymized

Ensuring any data collected is properly protected with encryption

. Ensuring the device and all of its components properly protect personal information

. Ensuring only authorized individuals have access to collected personal information

. Ensuring that retention limits are set for collected data

. Ensuring that end-users are provided with "Notice and Choice” if data collected is more
than what would be expected from the product

9. Ensuring the role based access control/authorization to the collected data/analyzed data is

applied
10. Ensuring that the analyzed data is de-identified

M

L I R S

Please review the following tabs for more detail based on whether you are a Manufacturer,
Developer@ or Consumer@

Example Attack Scenarios

Scenario #1: Collection of personal data.

In the cases above, exposure of any of the data examples could lead to identity theft or
compromise of accounts.

References

OWASP
Top 10 2013-A6-Sensitive Data Exposure @

External
FTC: Careful Connections: Building Security in the Intemet of Things&

FTC: Internet of Things, Privacy & Security in a Connected World&@
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Top Product Categories Exploited

CMS 11.6%

Infrastructure 41.9%

Application 32.6%

Reporte de Seguridad: Cisco Security 2014 Source: Cisco Security Research
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* |oT cabio en panorama de la seguridad
e Java sigue siendo el lenguaje mas explotado

 Los hackers se centran en las vulnerabilidades
mas recientes.

 Mucha publicidad, mas malware
* El malvertising prevalece.



Conclusion

DOWA!

INTERNET DE LA COSAS:
PROBLEMAS DE SEGURIDAD
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Fuente: https://blog.kaspersky.es/internet-de-las-cosas-problemas-de-seguridad/1045/
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Identificacion y control del uso de servicios
en la nube o cloud services.

Uso de aplicaciones moviles para
dispositivos loT v¢ B O

— Apps confiables @ 8\* he g

— Limitar accesos a otras aplicaciones e )
Buenas practicas y cultura de seguridad @ & @
— Cuidado con la ingenieria social (phising) . — @
— Uso de diferentes credenciales, para diferentes —

servicios (email, redes sociales, etc.)

— Tratar de usar mas de un método de
autenticacion (SMS movil)
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 Ademas de la precaucion, la formacion y la concienciacion
son la principal salvaguarda en estos casos, ya que otorgan
al usuario la capacidad de identificar las estafas y reaccionar
adecuadamente contra ellas.

— Mantener campanas de concienciacion y cursos para facilitar cultura
de seguridad de los usuarios.

http://www.csirtcv.gva.es/es/paginas/descargas-informes-csirt-cv.html



e Las Ciberseguridad es

OWASP esponsabilidad de quién?

The Open Web Application Security Project

e Generamos cultura de seguridad de los usuarios.
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Fuente:
http://programacion.net/articulo/consecuencias_de_privacidad_en_el

_internet_de_las_cosas_998 P R E G U N T A S') ') ')
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