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I

Abstract: Among the last new developments in the field of
teleradiology, a new system of telediagnostic which allows the
remote transmission of digital images via Internetis prevailing.
These communications have to be made through mechanisms
that guarantee the confidentiality and the integrity of the
clinical data, as well as the authenticity ofthe transmitter. This
system is, in many cases, the only way to diagnose the patient
pathology in emergency rooms with no radiologist on call.
Access to the mediad data from any computer is possible
through the implantation of a picture archiving and
communication system (PACS) [I) with direct acquisition from
DICOM equipment and Web technology. So, the radiologist
with a computer conneted to the WWW (from inside or outside
the hospital) has access to the clinical histories and images.
Free distribution software (Apache-PHP-MySQL) and PC
platforms in WinNT environment has been used. All the medical
imaging equipment of a medium size hospital has been
connected to he system, integrating them with the medical
history data. Restricted access based on privileges were design
to to make reports or only to consult data.
Keyword~: P ACS, WEB, DlCOM, SSL.

I. INTRODUCTION

Digital or digitalized diagnostic medical images
(Computed Tomography (CT),
Digital
Subtraction
Angiography (DSA), Nuclear Medicine (NM), Magnetic
Resonance Image (MRI), Ultrasounds (US) and the
Computed Radiography (CR)) allowed the development of
the Picture Archiving Communications System (PACS). The
increment in implantation of PACS in hospitals is due to the
unstoppable advance of the technologies of the information
and the reduction of the costs of digital storage systems.
The possibility of a secure access to databases allows the
radiologists to make reports from a remote point.
In the present paper, we present an Internet connected
PACS for a medium size hospital, which we have called
SINFIM (Sistema de INFormacion de Imagenes M6dicas).
This system permits the automatic acquisition of DICOM
images [2] [3] and the access to all the information from any
equipment with a web browser and connected to Internet.
This characteristic implies the use of security mechanisms, as
much for restrict the accesses (identification and
authentication of the users) as for a secure communication
(encrypted transmissions).
There are several studies [4] [5] [6] [7] [8] using PACS
with Web technology and different software tools. No one of
this already design systems fits in our requirements: hardware

platforms used, price of the software, no automatic system of
images acquisition is reported, high costs of maintenance,
technological difficulties of implantation or non-existence of
user profiles.
Before implanting a PACS in a hospital environment, the
convenience of acquiring a completely commercial solution
[9] [10] or developing a system adapted to the existing RIS
has to be analysed. It's important to employ standards to
obtain a system as open as possible. At the time of analysing
this type of technological implantations, the determinant total
price is measured by the duration and the cycle of life, as
well as the functional benefits facing the competitors and not
by the initial payments.
There are several papers about succeded implantation of
PACS [11] [12] [13] we followed as valid models in our
study.
II. METHODOLOGY

An structure of functional modules for the design of the
Information System has been used ( fig. 1).
A.

Hardware

A PC with Pentium III
1 Ghz processor, 512 Mb RAM
and two 18-Gb UW-SCSI discs in mirror for the operating
system has been used as server. For disc array storage we
chose a box with capacity for five 18-Gb discs UW-SCSI,
each one connected to the server by a RAID 5 Adaptec.
B.

S(jflware

Web server: Apache v.l.3.12 [14], free distribution and the
most used in Internet [15].
DBMS: MySQL, a free distribution database engine with a
spread use through Internet [16].
Web-DB link: PHP4 [17]. It is a free distribution software
to develop dynamic HTML pages with access to the data
stored in a database.
The performance and working tests were made using
navigator Microsoft Internet Explorer 5.5.
Interconnected equipment and with access to the PACS
TAC: GE ProSpeed SX Power
RMN: GE Signa Contour 0,5T
Remote X-ray system: Siemens Siregraf CF
Digital Radiology: AGF A ADC SOLO
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DICOM
EQUIPMENT

NON-DICOM
EQUIPMENT

DATABASE

e) Advanced visualizer
The visualizer JA VA developed allows to access to this
source of images and to apply different digital processing
techniques to them, as well as to make available an amount of
tools to the user that can help in obtaining a more precise
diagnose. Such possibilities are: filtrate of images, outlined,
smoothed, pseudocolor, equalization, brightness and contrast
levels adjust, etc.
III.RESULTS

WEB QUERIES

ADVANCED
VISUALIZATION

USERS
Fig. I. Functional diagram of the system

C Modules design

a) Acquisition of the images
It has been developed an automatic acquisition mechanism
of images.
• For acquiring the DICOM images (CT and the Xray
equipment) an application was designed with the
Query/Retrieve and Storage services, acting as SCU
(Service Class User). This application can acquire and
store the images in the PACS.
• The images coming from digital radiology equipment,
Agfa ADC SOLO (not DICOM), are acqured through
the PACS already localized in the hospital radiology
depannent (Agfa Impax MG 3000). This PACS stores
the images in DICOM fonnat.
• The RM (not DICOM) studies are acquired through a
programmed FTP and transfonned from its proprietary
format to s1andard DICOM through a software
developed for such aim.
The computers are automatically requested every 24 hours.
b) Database design
For the database, an Entity
Relationship model is
designed and implemented following the data model defined
in DICOM standard.
c)

Interface development
The information that would be necessary to show, and the
look of the Web pages was defined, as well as the basic
functionalities.
d) Security mechanisms: user profiles and safe transmission
of data
At this point, we detennined which data are for public
access and which for restricted access. In order to maintain
the privacy of the data in the transmissions via Internet, it is
necessary to use a safe protocol.

a)

Structure of the Infonnation Server
When a Internet accessible medical infonnation system is
designed, it is necessary to define which zones are for public
access and which for restricted only (table I).
Taking advantage of the great amount of stored medical
images in the system, a zone for public access has been
defined and we have called it "gallery of images". In this
gallery, created with educational aims, the images that the
radiologists consider of interest for being exposed publicly
can be consulted. Naturally, these images are anonymous.
The access to the gallery of images can be done by different
criteria: by modalities, pathologies or anatomical zones.
With respect to the secure zone, each user must identify by
means of login and password. From this point, the system
assigns privileges to the opened session to accede to some or
all funtionalities.
In table II the different levels of access to the system are
represented
Once the user identifies itself and its level of privileges is
obtained, he can accede to the images by means of different
criteria. The user can directly consult all those studies that he
has asked for, which facilitates the habitual accesses
enormously. When a radiologist accedes to a study, is
possible to make the radiological report online or to consult
the data that have been already made by other colleagues
(whenever he has the necessary privileges).
b) The DICOM files are stored in the database like data of
type BLOB (Binary Large Object), so respecting the standard
format.
The transmission through Internet is slow due to the great
size of the data. With the purpose of reducing the amount of
data we have to transmit, an icon of fast visualization
(preview) for each image is generated in JPG fonnat (around
50 Kb). Furthermore, each study is associated to the
"preview" of the first image that composes it. These icons
allow the specialist to have one first fast vision of the study in
order to select a concrete image to be analyzed and/or
reported. Once the study is selected, all the images that
compose it are shown. This is the moment when an original
DICOM image (of big size) is acceded and visualized.
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TABLE I
IS SCHEME
Pubhc access: gallery of Images
Search by modality
Search by pathology
Search by anatomic zone
Images list
Usual images
Pathological images
Restncted access: medIcal assIstance
Search by CAN
Search by patient name
Search by doctor and date
Search by modality
Own images
Advanced search
Reports consult
Reports edition
Management
Users and profIles management
Access log consult
Table management
Work statistics
Web server management

Diagnosis consult

d) Tests of system load: They were made a tests series of
performance and response time of the system. For that
reason, the system was tested with the amount of information
that would be stored in 1, 2 and 3 months. Once loaded the
images consults with a selection of 10 studies were made
with acceptable response times. These results can be seen in
table IV. The access to the Web server was made in the
Intranet of the hospital, that uses fast Ethernet (100 Mbts/sg)
technology and with access to Web secure pages (SSL) [18].
e)

Implementation of security mechanisms
The developed system allows to define user profiles and to
store them in a MySQL database. On the basis of these
profiles the access to the PACS is controlled: when a user
tries to access to the PACS, this one is asked for his
usemame and password: if it is a valid user, his profile is
recovered from the database (options, preferences,
privileges ... ).
The data are transmitted via Internet using SSL protocol
(Secure Sockets Layer), that guarantees the data privacy and
integrity, as well as the identity of the Web server.

TABLE II
USER PROFILES

IV. DISCUSSION

FunctIOnahtIes

ProfIle

Guest
Doctor
Specialist
STAFF

Images and mformatIOn of all the Images consult (gallery of
images and pathological images) but without personal data
Chmcal cases and pnvate reports consult wIth patIents data
StudIes consult and complete access to reports: creatIOn,
consults, edition and drop
Access to all the system: chmcal pnvate zone and web
administration of the system

c)

Volume of data
The load of images generated by the service of Radiology
in all modalities acquired by the SINFIM in the Modelo
Hospital are detailed in table III.

Modality

Images/
study

2

8

1.600
300
800

45

8

3

1080

Totals

133

Rx
Remote xray system

volume/day
(ME)

10
15
100

80
40

RMN
TAC

TABLE III
VOLUME OF DATA
StudIes!
Image SIze
day
(ME)
I

3780

TABLE IV
SYSTEM PERFORMANCE
Number of Images
Response tIme (seconds)

3200
6400
9600

I
4

10

The demand of infonnation, from internal sources and the
external ones in the majori ty of installations happens once
implanted the PACS. Using Web technology, the answer to
these demands has an easy solution.
The system is developed with low cost tools: PC hardware
and freeware software. Our system works with a more than
acceptable perfonnance in the center we choose for
implantation. In bigger hospitals, it would be necessary to
employ commercial tools, that guarantee reasonable response
times independently of the work load, concurrent access of a
great number of users and fault tolerant hardware.
Constant growth: The requirements of storage of the PACS
will increase indefinitely. It is necessary to design a
mechanism which allows to restore the already stored digital
medical images in low cost storage systems (DLT, DDS4,
etc.).
The PACs installed in most of the hospitals are proprietary
systems, developed by only one company. These systems are
closed, not allowing to develop applications on them.
Although the tendency is the DICOM standardization, at the
moment there are a multitude ofcompatibility problems. The
SINFIM is a system completely modular and escalable. It is
possible to change each one of the components of individual
fonn (the DBMS, the Web server or the Web-DB gateway)
without affecting the rest of the components.
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V. CONCLUSION

URL:
http://oasis.radupenn.edul~greveralpaperslspielmi96Iwww.p

PACS and Teleradiology systems will determine the
difference between being competitive and "to be up-to-date"
for many institutions.
A PACS is not a sum of interconnected equipment, but
more like medium, a concept of exchange of information
based on images and data between doctors, services and
hospitals. It is a concept of integration between the hospital
information and the world of the global communication.
The possibility of acceding to the radiological studies from
any computer connected to Internet is available for the
radiologist. This allows a doctor to be on call without being
physically in the hospital. With the new generation of
wireless telephony (UMTS) it will be even possible to make
the radiological reports from any place, without the need of a
computer.
Levels of access security to the data and a communication
protocol that guarantees the transmission of the data of safe
form, according to what is demanded by the effective
legislation in Spain [19] [20] have been configured.
It is a system of easy use and low cost, operating and with
automatic acquisition of DICOM modalities. Used tools are
freeware, with spread use in Internet and great number of
examples of servers.
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