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  Pref ace     

 The usage of mobile computing and social networking has skyrocketed in the past 
several years. Since the introduction of Apple’s iPhone, the mobile phone has now 
truly become the device that Mark Weiser noted in his vision for ubiquitous comput-
ing (Weiser 1999). Since the introduction of Facebook, social networking has 
become one of the most popular activities on the Internet. We are now entering a 
new computing era where mobile computing and social networking have combined 
into mobile social networking – a means for people to socialize and connect directly 
through their mobile phones. 

 Mobile social networking is certainly not new terminology coined by us, as there 
have been many articles, whitepapers, and industry and academic books on or 
related to this subject. However, previous books have only discussed the business of 
social media and social networking applications using mainstream applications 
such as Facebook, Twitter, and LinkedIn (Roebuck 2011), user behavior within 
these networks (Zhao et al. 2011), and their implications in terms of analysis from 
the network, data, and sociological points of view (Aggarwal 2011; Fuhrt 2010). 
These books fail to investigate mobile social networks such as Foursquare that are 
being created through mobile devices and used during activities. Our book looks at 
mobile social networks from the micro point of view, that is, at a particular activity 
and how this can be recorded and shared easily via online social networks. We also 
investigate specifi c research issues that have been neglected by previous books. In 
addition, our book deals with the research and cutting-edge technologies of mobile 
social networking, and provides comprehensive coverage of applications, data anal-
ysis, design, human–computer interaction, and sociology. 

 The objectives of the book are as follows:

    1.    Identify current problems in mobile social networking and propose possible 
solutions   

   2.    Provide examples of real-life applications that illustrate mobile social 
networking   
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   3.    Demonstrate real-life data extracted from deploying the applications in the fi eld   
   4.    Challenge the widely accepted preconceptions of what mobile social networking 

is within the industry and academic fi elds     

 Our book has contributions from leading experts in mobile social networking, 
covering the areas of data mining, machine learning, ubiquitous computing, mobile 
computing, trust, human–computer interaction, applications and services, and social 
computing. These experts come from academia or industry, and are well respected 
in their areas. 

 This book targets graduate students and researchers interested in mobile social 
networking. In addition, we believe that business professionals and CTOs can also 
benefi t from understanding this new technology – how it affects their business, and 
what issues they should address in order to stay ahead of the competition. We iden-
tify the research issues in mobile social networking, and outline a research agenda 
as to what other research issues still need further study. 

 This book is by no means meant to be a complete book on mobile social network-
ing, as it is impossible to cover all aspects in a book of this size. However, we do 
hope that this book becomes a useful tool for industry practitioners and researchers 
to help advance the fi eld, and to increase awareness of mobile social networking. 

 We would have been unable to complete this book without the following indi-
viduals. First, we thank the contributing authors for taking time in their busy sched-
ules to write their chapters. Second, we thank Springer for giving us the opportunity 
to help create this book. Third, we thank our institutions for providing us the envi-
ronment, the inspiration, and the technical and fi nancial support for our research. 
Fourth, we thank our families for supporting us. And fi nally, we thank you the 
reader, for fi nding this book and reading it. When you read the book, do not just 
blindly accept what is written. Think about the concept, the methods, the experi-
ments and the results, and challenge them. Do they make sense, do you agree, what 
is missing, what are the opportunities? Then use that to formulate your own research, 
and discuss it with others on social media. 

 If you fi nd any errors or would like to provide comments and feedback, please 
join our Google group at msnbook@googlegroups.com. And since this is a mobile 
social networking book, you can use social media to also follow us on Facebook 
(  http://www.facebook.com/MobileSocialNetworkingBook    ) and Twitter (  http://twit-
ter.com/msn_book    ) to share your comments there. 

 Finally, we hope that you enjoy reading this book, and we look forward to your 
comments! Happy mobile social networking! 

        Beijing ,  China       Alvin     Chin       
         Evry Cedex ,  France       Daqing     Zhang          

Preface

http://www.facebook.com/MobileSocialNetworkingBook
http://twitter.com/msn_book
http://twitter.com/msn_book
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1A. Chin and D. Zhang (eds.), Mobile Social Networking: An Innovative Approach, 
Computational Social Sciences, DOI 10.1007/978-1-4614-8579-7_1, 
© Springer Science+Business Media New York 2014

    Abstract     We have come a long way from face-to-face communication to electronic 
communication. With mobile phones and devices, online social networks, and inter-
net, we can connect our offl ine activities and experiences and share them online 
easily. Sensors in our phones and mobile devices collect context in order to record 
the activities that we do and the people that we meet.  We can truly now do mobile 
social networking, that is, connect with people to create social networks directly 
through the phone, rather than connect to people indirectly by adding them on social 
networks on the phone, which we call social networking on mobile. This presents 
unique research challenges and opportunities which we introduce in this chapter, 
and outline the structure for the chapters in this book.     

  People are social creatures, and we want to communicate and socialize with others. 
In the physical real world, we form our own social networks of colleagues, friends, 
family, etc. In sociology, there has been much research into the social networking of 
individuals in public and private places. We form physical communities in order to 
provide support to each other and feel a sense of belonging, which McMillan and 
Chavis called a  sense of community  (McMillan and Chavis  1986 ). We can now con-
nect with anyone else within six degrees of separation (Watts and Strogatz  1998 ), 
which was fi rst demonstrated in Milgram’s experiment (Milgram  1967 ). 

 As electronic communication started in the 1970s before the start of the Internet, 
people have communicated through e-mail, electronic bulletin boards, and news-
groups. This essentially has allowed people to communicate at a distance without 

    Chapter 1   
 Introduction 
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having to be physically in each other’s presence. One of the original electronic 
 collaboration mediums was the WELL where people logged in and communicated 
with each other using text (Rheingold  2000 ). People started to talk with each other 
through this electronic medium and shared information, thus creating a sense of 
virtual community, i.e., a sense of community in a virtual setting (Blanchard  2008 ). 
Much research has been conducted in the area of virtual community from a psycho-
logical, social, and computer science perspective, which is comprehensively 
reviewed by Chin and Chignell ( 2008 ). 

 With the evolution of the Internet, and the Web becoming mainstream in the 
1990s, communication and collaboration tools such as Internet Relay Chat (IRC), 
instant messaging (such as ICQ and Microsoft Windows Live Messenger), wikis, 
and blogs were used. This made it easier for people to share information and feel 
even closer than ever before, which made them communicate with not only text but 
also images and video. These collaborative tools allowed people to start creating 
persistent conversations (Erickson and Herring  2004 ). However, this did not create 
an immersive social space for recording information and connecting with people 
very easily. Friendster (  http://www.friendster.com    ) was the fi rst company that cre-
ated a site and system for social networking with people online, which allowed 
people to fi nd others by browsing other people’s profi les and then becoming 
“friends” with them, enabling people to share content and communicate with each 
other (Rivlin  2006 ). The term “social networking” in the online virtual world was 
originally patented by Friendster (Abrams  2006 ). 

 Online social networking did not really truly become ubiquitous to the public 
and explode until Facebook (  http://www.facebook.com    ) came along. In 2004, Mark 
Zuckerberg had an idea to allow graduating students to keep in contact with each 
other online using a virtual type of yearbook, and Facebook was born, as chronicled 
by David Kirkpatrick in his book ‘The Facebook Effect’ (Kirkpatrick  2010 ) which 
was made into the movie ‘The Social Network’, also in 2010. As students across the 
United States started to use this new social medium, and businesses realized the 
tremendous potential for sharing information and communicating more easily than 
ever before, the social networking and media revolution started. People could easily 
communicate their thoughts and share them with others using blogs and social net-
working sites such as Facebook, Friendster, and MySpace (  http://www.myspace.
com    ). Facebook started to create the Status page, where people could announce 
what they were doing and share that with others, and see the Feed of updates of all 
the friends, thus creating the ‘stickiness’ and community experience that to many 
serves as an addiction. In 2006, Twitter (  http://www.twitter.com    ) was born, which 
even simplifi ed the broadcasting of content by introducing the microblogging con-
cept of posting an update (called a tweet) within 140 characters. This made it even 
easier to quickly post updates to friends and to the public, and this started to create 
real-time data streams and made possible much research on the user behavior, social 
infl uence, and spreading of information in Twitter (Java et al.  2007 ). 

 With the ubiquity of the mobile phone being used to take pictures and with GPS 
available in nearly all phones now, Foursquare (  http://www.foursquare.com    ) was 
born in 2009. This enabled location-based social networking where people can 

A. Chin and D. Zhang
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check in at a location and share their status and photos with others (called social 
location sharing), which helps to bridge the gap between offl ine and online. 
Lindqvist et al. ( 2011 ) conducted a study to explain why people use Foursquare. 
Nonetheless, it is the phone that helps to connect people together in a mobile social 
network, whether it is by phone call, SMS, or an online social networking applica-
tion. With Wi-Fi and 3G wireless technologies everywhere, the bandwidth is large 
enough to allow for an always-on connection, and since nearly everyone now has a 
mobile phone, online social networking and communication has never been so easy. 

 Social media and social networking technologies such as Facebook, Foursquare, 
Instagram (  http://www.instagram.com    ), WhatsApp (  http://www.whatsapp.com    ) 
and Path (  http://www.path.com    ) connect the offl ine from the capturing of photos in 
the real world and the location from GPS and Wi-Fi, to the online social networking 
world of Facebook and Twitter. However, social networking technologies on the 
mobile phone are considered as social networking on mobile because people can 
still do social networking on other devices such as PCs and laptops. The mobile 
device, such as a mobile phone, captures context which includes location and accel-
erometer, so it is more than just accessing a social network through an application 
that connects to the Internet. It is about recording context and then connecting peo-
ple through the common physical context, such as co-location, co-encounter, and 
co-activity. We are now beginning to see serendipity applications such as Glancee 
(  http://www.glancee.com    ) which was acquired by Facebook, Highlight (  http://
www.highlig.ht.com    ), and Banjo (  http://ban.jo    ), which are social discovery applica-
tions that help you discover friends and strangers near you offl ine then connect to 
them online, or notify you if you have any online friends near you. 

 We believe that mobile social networking does not only encompass accessing 
online social networks from the mobile, but also connecting the offl ine to online 
and vice versa via the mobile. In other words, our defi nition of mobile social net-
working is as follows. Mobile social networking makes the mobile become an inte-
gral part of your social network and lifestyle. It combines distributed content 
sharing, social networks, sensor networks, and pervasive computing together on the 
phone in order to provide an integrated experience that fuses physical and digital 
social interactions through the mobile. An example can illustrate how mobile social 
networking can help to make your daily life easier, such as providing you an auto-
matic reminder to complete a task, which we call a social reminder. Let’s say that 
you see someone in an elevator that looks familiar. Your phone can display informa-
tion to inform you who is that person (based on your previous meetings and encoun-
ters as recorded by the sensor and social networks), then you know how to greet that 
person. The system will automatically exchange business cards seeing that you do 
not have that person’s contact in your phone, using pervasive computing technolo-
gies. When you get off the elevator, the phone will recognize that your manager is 
behind you and send you a social reminder that you need to send a sales report to 
him at the end of the day (after looking at your calendar and your e-mail from your 
manager). 

 So what differentiates a mobile social network from social network on mobile? 
Table  1.1  illustrates this difference, which we explain in detail.

1 Introduction

http://www.instagram.com/
http://www.whatsapp.com/
http://www.path.com/
http://www.glancee.com/
http://www.highlight.com/
http://www.highlight.com/
http://ban.jo/
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   First, when people meet each other, the duration that they meet and social net-
work with each other has a defi nitive start and end time, which lasts for a temporary 
period of time before they leave and depart their separate ways. We call this duration 
of networking ephemeral, as opposed to continuous where the duration of network-
ing has no specifi c start and end time. Social networking on mobile such as accessing 
Facebook on your mobile phone has a continuous duration of networking; there is no 
actual start and end time for the social interactions. Facebook has the Timeline which 
indicate events during which you and others were apparently doing things together; 
however, it does not record offl ine interactions directly. Second, people usually meet 
each other at events or activities, therefore the offl ine interactions are within the 
activity. Think about the last time you met someone and socially networked with 
them; it was probably at some type of event or activity. However, these interactions 
are not recorded automatically (at least, they can be recorded, but manually through 
check-in or posting a status indicating the activity that the two of you were doing 
together). Third, the granularity of proximity and location is different between social 
networking on mobile and mobile social networking. With social networking on 
mobile, the granularity of location is by co-location, i.e., you and someone else are 
at the same place since the location technology used is usually GPS. Co-location is 
used by social networking applications such as Foursquare to indicate if you are in 
the same place as another person, and allows you to check in. On the other hand, 
with mobile social networking, since the mobile can use Bluetooth, Wi-Fi, or NFC, 
these wireless technologies can be used to detect other mobiles nearby, or can detect 
whether two people encountered each other (Xu et al.  2011 ). 

 Fourth, with many sensors that are provided on a mobile phone such as the accel-
erometer, mobile phones can be used to capture various elements of context 
(Siewiorek et al.  2003 ). Activity can be inferred from the mobile context (Lee and 
Cho  2011 ), which means that in conjunction with proximity and location, it can be 
used for detecting social interactions for mobile social networking. Fifth, most 
social networking applications on mobile allow you to discover contacts indirectly, 
i.e., you have to manually fi nd the contact you are looking for through searching on 
the social network (as for example in Facebook) for adding contacts. This is very 
cumbersome, especially if there is more than one person with the same name. 
However, this problem does not exist with mobile social networking, because 
through proximity technologies you can fi nd who the person is close to you (within 

   Table 1.1    Social networking on mobile versus mobile social networking   

 Feature  Social networking on mobile  Mobile social networking 

 Duration  Continuous  Ephemeral 
 Offl ine interaction  None  Activity based 
 Proximity and location  Co-location  Nearby, encounter 
 Context sensing  None  Environment and phone sensing 
 Contact management  Indirect discovery  Direct discovery 
 Content sharing  Public  Public, private, group 
 Collaboration  Coordination  Ad hoc 

A. Chin and D. Zhang
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reasonable accuracy depending on the proximity technology), therefore you can 
easily add a contact directly through your encounter. For example, Find & Connect 
is a system by Chin et al. ( 2012 ) where you can directly add a contact around you 
from your mobile phone. Sixth, because of the proximity and groups that are formed 
from the mobile social network, privacy can be fi nely grained into categories of 
public, group, and private, with group privacy being specifi ed from the people who 
were together at the activity. In social networking on mobile, the default for privacy 
is public, since most people fi nd it cumbersome to specify who they wish to post to 
and share the message with. Finally, to collaborate with someone using social net-
working applications on your mobile, you need to coordinate with the person you 
want to collaborate by sending a message or notifying them. That means a setup 
time is required to add the person to your social network, before you can start col-
laborating. For example, in WhatsApp, if you want to set up a group to discuss 
organizing an event, fi rst you have to fi nd the people in the group in WhatsApp and 
then send a friend request (if they are not added as your friends already). Second, 
once they are friends, then you have to create a group and manually invite each 
friend to the group, and each friend has to accept the invitation. However, with 
mobile social networking, the collaboration is ad hoc because it records the people 
who you were with together in the group, which means that there is no need to 
manually add people to the online group. 

 We can see that mobile social networking presents the next generation of social 
networking that really does bridge the gap between offl ine and online. With that, it 
presents a new set of research issues and challenges which we outline and explain 
in the following chapters. Chapter   2     discusses socially aware computing, which is 
a combination of pervasive computing and social computing, and addresses the 
main research challenges pertaining to the acquisition, processing, and identifi ca-
tion of the sensing data from smart phones. Chapter   3     introduces ephemeral social 
networks, a type of mobile social network captured during an event such as a con-
ference, and discusses the theory, characteristics, and user behavior of people in 
ephemeral social networks from the deployment of Find & Connect, an application 
for fi nding and connecting with attendees in a conference. Chapter   4     addresses the 
social behavior in mobile social networks through the characterization of links, 
roles, and communities found in mobile social networks. Chapter   5     discusses the 
design of a mobile social service from a human–computer interaction point of 
view, and discusses the requirements analysis, service design framework, and two 
case studies applying the framework, one being about a large-scale exhibition ser-
vice and the other, a local group-buying service. Chapter   6     addresses the personal 
and community context of mobile social networks, and provides a novel classifi ca-
tion of mobile social networks; it further presents a context model, followed by 
data sources for obtaining context along with techniques for inferring this context. 
Chapter   7     discusses the community aspect of mobile social networks; the concept 
that the authors introduce here is that of pervasive communities which combine 
pervasive and social computing, along with Web and smartphones to become a 
self- organizing, self-improving and pro-active entity for enabling a personalized 
and optimum user experience. Chapter   8     addresses location-based social networks, 
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such as Foursquare, and discusses the distinct properties, data analysis, and research 
issues of location- based social networks from the data mining perspective, as well 
as applications of data mining to real-world location-based social networks. 
Chapter   9     addresses the security, privacy, and trust in mobile social networks, 
where the authors present a trust management framework that supports context-
aware trust/reputation generation, trustworthy content recommendations, secure 
communications, unwanted traffi c control, user privacy recommendation and pres-
ervation, and other trust and privacy enhancement technologies. Finally, Chap.   10     
concludes the book with discussion about outstanding research issues in mobile 
social networking, and a call for action for a research agenda from both academia 
and industry to realize this vision.    

   References 

      Abrams, J. (2006). System, method and apparatus for connecting users in an online computer 
system based on their relationships within social networks. United States Patent 7069308. 
  http://www.google.com/patents/US7069308?dq=Friendster+social+networking+patent&ei=L
RS7UN- nCOaX1AWDhID4Aw        . Accessed 2 Dec 2012.  

    Blanchard, A. (2008). Sense of virtual community. In S. Kelsey & K. St. Amant (Eds.),  Handbook 
of research on computer mediated communication  (pp. 325–338). Hershey: Information 
Science Reference. doi:  10.4018/978-1-59904-863-5.ch025    .  

    Chin, A., & Chignell, M. (2008). Automatic detection of cohesive subgroups within social hyper-
text: A heuristic approach.  New Review of Hypermedia and Multimedia, 14 (1), 121–143.  

   Chin, A., Xu, B., Hong, D., Wang, Y., Yin, F., Wang, X., Wang, W., & Fan, X. (2012). Using prox-
imity and homophily to connect conference attendees in a mobile social network. In  Proceedings 
of the IEEE ICDCS’12 international workshop on PhoneCom  (pp. 1–8). Macau, China: IEEE 
Press.  

   Erickson, T., & Herring, S. (2004). Persistent conversation: A dialog between research and design. 
In  Proceedings of the 37th annual Hawaii international conference on system sciences , Hawaii, 
USA. Vol. 1. doi:   10.1109/HICSS.2004.1265280    .  

   Java, A., Song, X., Finin, T., & Tseng, B. (2007). Why we twitter: Understanding microblogging 
usage and communities. In  Proceedings of the 9th WebKDD and 1st SNA-KDD 2007 workshop 
on Web mining and social network analysis (WebKDD/SNA-KDD ’07)  (pp. 56–65). New York: 
ACM. doi:  10.1145/1348549.1348556       http://doi.acm.org/10.1145/1348549.1348556      

       Kirkpatrick, D. (2010).  The Facebook effect: The inside story of the company that is connecting the 
world . New York: Simon and Schuster.  

   Lee, Y. S., & Cho, S. B. (2011). Human activity inference using hierarchical Bayesian network in 
mobile contexts. In B-L. Lu, L. Zhang, & J. Kwok (Eds.),  Proceedings of the 18th international 
conference on neural information processing: Vol Part I. (ICONIP’11)  (pp. 38–45). Berlin/
Heidelberg: Springer-Verlag. doi:  10.1007/978-3-642-24955-6_5       http://dx.doi.
org/10.1007/978-3-642-24955-6_5    .  

   Lindqvist, J., Cranshaw, J., Wiese, J., Hong, J., & Zimmerman, J. (2011). I’m the mayor of my 
house: Examining why people use Foursquare – A social-driven location sharing application. 
In  Proceedings of the SIGCHI conference on human factors in computing systems (CHI ’11)  
(pp. 2409–2418). New York: ACM. doi:  10.1145/1978942.1979295       http://doi.acm.
org/10.1145/1978942.1979295    .  

    McMillan, D. W., & Chavis, D. M. (1986). Sense of community: A defi nition and theory.  Journal 
of Community Psychology, 14 , 6–23.  

A. Chin and D. Zhang

http://dx.doi.org/10.1007/978-1-4614-8579-7_9
http://dx.doi.org/10.1007/978-1-4614-8579-7_10
http://www.google.com/patents/US7069308?dq=Friendster+social+networking+patent&ei=LRS7UN-nCOaX1AWDhID4Aw
http://www.google.com/patents/US7069308?dq=Friendster+social+networking+patent&ei=LRS7UN-nCOaX1AWDhID4Aw
http://dx.doi.org/10.4018/978-1-59904-863-5.ch025
http://dx.doi.org/10.1109/HICSS.2004.1265280
http://dx.doi.org/10.1145/1348549.1348556
http://doi.acm.org/10.1145/1348549.1348556
http://dx.doi.org/10.1007/978-3-642-24955-6_5
http://dx.doi.org/10.1007/978-3-642-24955-6_5
http://dx.doi.org/10.1007/978-3-642-24955-6_5
http://dx.doi.org/10.1145/1978942.1979295
http://doi.acm.org/10.1145/1978942.1979295
http://doi.acm.org/10.1145/1978942.1979295


7

    Milgram, S. (1967). The small world problem.  Psychology Today, 2 , 60–67.  
    Rheingold, H. (2000).  The virtual community: Homesteading on the electronic frontier . Cambridge: 

MIT Press.  
   Rivlin, G. (2006). Wallfl ower at the web party. New York Times.   http://www.nytimes.

com/2006/10/15/business/yourmoney/15friend.html?_r=1    . Accessed 2 Dec 2012.  
   Siewiorek, D., Smailagic, A., Furukawa, J., Krause, A., Moraveji, N., Reiger, K., Shaffer, J., & 

Wong, F. L. (2003). SenSay: A context-aware mobile phone. In  Proceedings of the 7th IEEE 
international symposium on wearable computers (ISWC ’03)  (pp. 248–256). Washington, DC: 
IEEE Computer Society.  

    Watts, D. J., & Strogatz, S. H. (1998). Collective dynamics of ‘small-world’ networks.  Nature, 
393 (6684), 440–442.  

   Xu, B., Chin, A., Wang, H., Chang, L., Zhang, K., Yin, F., Wang, H., & Zhang, L. (2011). Physical 
proximity and online user behavior in an indoor mobile social networking application. 
In  Proceedings of IEEE CPSCom 2011  (pp. 273–282). doi:  10.1109/iThings/CPSCom.2011.74    .    

1 Introduction

http://www.nytimes.com/2006/10/15/business/yourmoney/15friend.html?_r=1
http://www.nytimes.com/2006/10/15/business/yourmoney/15friend.html?_r=1
http://dx.doi.org/10.1109/iThings/CPSCom.2011.74


9A. Chin and D. Zhang (eds.), Mobile Social Networking: An Innovative Approach, 
Computational Social Sciences, DOI 10.1007/978-1-4614-8579-7_2, 
© Springer Science+Business Media New York 2014

    Abstract     The advances of pervasive computing technologies signifi cantly enhance 
the capabilities for data capture, processing, and usage. The combination of perva-
sive computing and social computing leads to a new emerging research topic called 
‘socially aware computing’. This new paradigm aims to leverage the large-scale 
diverse sensing devices that can be deployed in human daily lives to recognize indi-
vidual behaviors, discover group interaction patterns, and support communication 
and collaboration. Smartphones, which are equipped with a variety of sensors and 
are popular around the world, bring new opportunities for socially aware comput-
ing. In this chapter, we introduce the defi nition of socially aware computing, discuss 
the main research challenges, and present our work of implementing socially aware 
computing by using smartphones.  

2.1         Introduction 

    Ubiquitous computing has been proposed and evolved for more than 20 years. A lot 
of technologies have been investigated and various applications have been devel-
oped, such as smart home, smart classroom, and smart meeting. With the rapid 
advances of embedded devices, wireless sensor networks, and mobile computing, 
more and more ubiquitous intelligent systems are being deployed in human daily 
lives. Such systems are integrated with the capabilities of sensing, computation, and 
communication, which signifi cantly enhance data capture, processing, and usage in 
ubiquitous computing. Furthermore, it is now possible to sense social context and 
support social activity. 

    Chapter 2   
 Socially Aware Computing: Concepts, 
Technologies, and Practices 

             Zhiwen     Yu      and     Xingshe     Zhou    

        Z.   Yu      (*) •    X.   Zhou      
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 In 2005, Alex Pentland proposed the notion of socially aware computing in his 
paper entitled “Socially Aware Computation and Communication” (Pentland  2005 ). 
It aims to capture, quantify, and visualize social context, such as tone, gesture, and 
posture for enhancing human social interaction. In 2009, David Lazer et al. ( 2009 ) 
proposed using massive data streams collected in the real world for understanding 
individuals, organizations, and even our society. Their motivation and target are 
very similar to those of socially aware computing. 

 Social awareness is a concept that comes from sociology. It is used to describe 
the capability or phenomena of social communication, such as knowing what behav-
ior is accepted in the society and following the specifi cation. In the area of computer 
science, social awareness refers to sensing and reacting to social context by com-
puter systems. A system with social awareness can help people understand the cur-
rent situation, improve their social communication skills, and facilitate effi cient 
social interaction. 

 According to International Data Corporation (IDC), the number of mobile 
phones in existence in 2010 was three times the number of personal computers. The 
number of mobile phones used around the world then reached 5.9 billion in 2011. 
On the other hand, smartphones are becoming cheap and are now becoming more 
popular. 

 Smartphones are equipped with a variety of sensors, such as accelerometer, GPS, 
digital compass, microphone, camera, etc. More importantly, smartphones are 
programmable, which enables the development of context-aware applications based 
on the built-in sensors. Smartphones bring new opportunities for socially aware 
computing, such as activity recognition, large-scale sensing, mobile social 
networking, etc. 

 In this chapter, we fi rst introduce the defi nition of socially aware computing, then 
describe the main research issues associated with it. We then present our work of 
implementing socially aware computing by using smartphones, specifi cally activity 
recognition based on smartphones, enhancing social interaction with smartphones, 
and understanding social relationship with mobile phone data.  

2.2     What Is Socially Aware Computing? 

2.2.1     The Origin of Socially Aware Computing 

 Understanding the behavior and interaction of human beings has been a fundamen-
tal research topic for many years. Most of the existing studies investigate social 
relationships based on user survey data (Carley and Krackhardt  1996 ; Vaquera and 
Kao  2008 ). They are constrained in accuracy, breadth, and depth because of their 
reliance on the data derived from using a self-reported questionnaire. This kind of 
data has several limitations. First, it is subjective, as the input might be infl uenced 
by the subject himself/herself, e.g., concealing the facts for certain reasons. Second, 
it is a snapshot that is not dynamic or real time. Furthermore, the self-reported 
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survey cannot be conducted with large-scale populations because that results in 
controlled and limited data. 

 With the emergence of the Internet and the Web, it is possible to obtain large- 
scale data for analyzing online behavior and social networks. Tang et al. ( 2012 ) 
propose a method to detect community based on social media data acquired from 
the Web, such as BlogCatalog and Flickr. Lin et al. ( 2009 ) use the Blog and DBLP 
data to discover communities and analyze community evolution. Chen and Saad 
( 2012 ) adopt the citation network and trust network on the Web to extract commu-
nity. However, online behavior is virtual, which makes it essentially different from 
the temporal–spatial human behavior and interaction in the real physical world. 

 By using mobile and pervasive computing technologies, it is possible to obtain 
real-world sensing data for sociological studies. Compared with the self-reported 
data, the automatically captured data has many advantages: it is objective (or hon-
est) without user bias, and the continuous fi eld data is particularly appropriate for 
longitudinal studies of human behaviors in their daily lives. Moreover, the data cap-
ture can be automatically performed in a large-scale population, and different data 
processing algorithms can be compared based on a common data set. Leveraging 
pervasive sensing to collect and analyze the “digital footprints” at community scale, 
social and community intelligence can be realized (Zhang et al.  2011 ). 

 Socially aware computing is essentially the analysis of human beings and their 
societies, as well as the development of pervasive computing technologies. Therefore, 
we can say that it is the convergence of social computing and pervasive computing.   

2.3     The Defi nition of Socially Aware Computing 

 Here we give our general defi nition of socially aware computing.  Socially aware 
computing aims to leverage large-scale, dynamic, continuous, and real-time sen-
sory data to recognize individual behaviors, discover group interaction patterns, 
and support human communication and collaboration.  

 The large number of various sensing devices, such as ubiquitous sensors (e.g., 
RFID, motion sensors, microphone, camera, etc.) and mobile phones (recording the 
logs of GPS, calls, and messages), combined with e-mail and Web (e.g., DBLP, 
BBS, social network sites, blogs, Wiki), offer the in situ data for analyzing human 
behavior and interaction. In addition to analysis, socially aware computing also 
emphasizes intelligent assistance and support of human behavior and social interac-
tion from the individual, group, and society perspectives respectively. 

 Figure  2.1  shows the relationship between socially aware computing, physical 
world, and macroscopic society. By using various large-scale sensors, socially 
aware computing captures sensory data from the physical world. After processing 
the sensory data, socially aware computing provides decision support for macro-
scopic society. On the other hand, socially aware computing receives theoretical 
guidance from macroscopic society, and gives direct effect to the physical world 
through intelligent devices and actuators.

2 Socially Aware Computing: Concepts, Technologies, and Practices
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2.4        Main Research Issues of Socially Aware Computing 

 There are basically fi ve research topics related to socially aware computing: large- 
scale pervasive sensing, activity and interaction analysis, social interaction support, 
software framework and methodology, and applications. 

2.4.1     Large-Scale Pervasive Sensing 

 Large-scale pervasive sensing is required for capturing human beings and their society. 
Three main sensing data sources are mobile sensors, social web, and static sensing 
infrastructure. Mobile sensors are attached to moving objects, e.g., vehicles and per-
sons. For instance, camera and GPS loggers equipped with a shuttle bus are mobile 
sensors. A smartphone with various kinds of built-in sensors is a typical mobile sensing 
platform. Social web refers to the web sites through which people maintain their social 
networks and interact with each other in the cyber space. The online interaction and 
user-generated content can be used to analyze human behavior and relationship. Sheth 
( 2009 ) label Web 2.0 service users as “citizen sensors”, and have worked on social 
event detection from user-contributed contents. Static sensing infrastructure is deployed 
in our daily life statically, such as surveillance cameras, environmental sensors, and 
positioning sensors. For instance, it is possible to detect abnormal events using the sur-
veillance cameras widely installed in a city. Temperature, light, and humidity sensors 
are also widely used for environmental monitoring, for example, to detect a forest fi re. 

 As the sensing data comes from different sources, before it can be used for ana-
lyzing human behavior and interaction, several data management operations should 
be conducted. 

2.4.1.1     Multimodal Data Processing 

 The sensing data can be in different modalities, such as video, image, audio, and 
structured text. Different sensor types have different attributes and capabilities, such 
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as varying accuracy in sensing the physical and virtual world. Extracting features 
from the multimodal data is the basis for high-level processing. Another interesting 
but challenging piece of work is to discover the relevancy from different data 
sources and modalities.  

2.4.1.2     Semantic Representation 

 To make the data understandable for the machine and usable for external applica-
tions, raw data from different sensor sources must be transformed to the same met-
rics and represented by a shared ontology.  

2.4.1.3     Large-Scale Sensing Data Fusion 

 Sensing data usually has noise, uncertainty, and varying accuracy. Isolated sensing 
data provides limited information in a complex scenario. Data fusion can be used to 
address this issue. On the other hand, it is better to fuse the data in order to decrease 
the data size in transfer and storage.  

2.4.1.4     Large-Scale Sensing Data Storage 

 The three main pervasive sensing technologies mentioned above lead to a very large 
amount of data generation. Furthermore, the sensing data is continuously generated, 
which poses hard challenges for data storage, backup, and addition. Data access, 
i.e., searching or querying particular information from the large sensing data effi -
ciently, is a challenging research topic.   

2.4.2     Activity and Interaction Analysis 

 With the sensing data, it is possible to recognize individual activity and analyze 
group interaction as mentioned below. 

2.4.2.1     Individual Activity Recognition 

 Activity recognition has been drawing increasing interest from the researchers in 
the fi elds of artifi cial intelligence, personalization, and ubiquitous computing. Chen 
et al. ( 2012 ) present a comprehensive survey to examine the development and cur-
rent status of various aspects of sensor-based activity recognition. From the view-
point of sensor usage, activity recognition can be divided into two categories. One is 
monitoring the movement of the human body by using sensors that are placed on the 
body. The recognized activities include walking, running, scrubbing, and exercising. 
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The other approach is monitoring how people interact with objects (e.g., how people 
move things, usage of objects). Usually this approach is effective in recognizing 
activities such as grooming, cooking, phoning, toileting, and washing hands. It 
requires that objects are instrumented with tags, and that users wear an RFID reader 
affi xed to a glove or a bracelet. Patterson et al. ( 2005 ) perform fi ne-grained activity 
recognition (i.e., not just recognizing that a person is cooking but determining what 
they are cooking) by aggregating abstract object usage. 

 The inference model is the key issue of activity recognition. In terms of a learn-
ing model, the approaches can be grouped as supervised learning-based activity 
recognition and unsupervised learning-based activity recognition. The former one is 
basically a classifi cation problem. It fi rst uses a number of records composed of 
features and activity labels for training, then it uses the learned model to predict an 
unlabeled record. The classifi ers can be static or temporal. Static classifi ers include 
support vector machine (SVM), naïve Bayes, Bayesian network, and decision tree, 
while hidden Markov model (HMM), conditional random fi eld (CRF), and dynamic 
Bayesian networks (DBN) are temporal classifi ers. The unsupervised learning- 
based methods use clustering or mining for activity detection. Phung et al. ( 2009 ) 
recognize user motion state, signifi cant places which the user visits, and user 
rhythms by using a density-based clustering technique based on Wi-Fi observations. 
Gu et al. ( 2009 ) build activity models by mining a set of emerging patterns from the 
sequential activity trace only, and apply these models in recognizing sequential, 
interleaved, and concurrent activities. 

 Current work on activity recognition has mainly focused on simplifi ed use sce-
narios involving single-user single-activity recognition (Chen et al.  2012 ). In real- 
world situations, human activities are often performed in complex ways. For 
example, a single user performs concurrent, interleaving, and multi-goal activities. 
Multiple users perform a cooperative activity. A major issue when observing mul-
tiple people is the data association problem: what observations belong to which 
person? Another complex scenario is recognizing abnormal activities, which is a 
particularly important task in security monitoring, where suspicious activities need 
to be dealt with, and healthcare applications, where assistance needs to be provided 
for incapable users. The most challenging issue of abnormal activity recognition is 
the unbalanced data problem. A much larger proportion of sensing data is about 
normal activity, while the data for abnormal activities are extremely scarce, which 
makes training the classifi cation model quite diffi cult.  

2.4.2.2     Group Interaction Analysis 

 Compared with individual activity, group interaction is a higher level social seman-
tic. Based on the extracted individual behaviors, social network analysis, machine 
learning, and data mining techniques can be used to analyze group interaction. Main 
research topics include group relationship reasoning, interaction pattern discovery, 
community structure detection, and evolution analysis. 

Z. Yu and X. Zhou



15

 Group relationship can be inferred from sensory data. Eagle et al. ( 2009 ) propose 
to infer friendship based on proximity (via Bluetooth scan). It is based on the com-
mon sense and experience that friends usually spend time together in the same phys-
ical sites. By using the extra-role factor, i.e., off-campus proximity, they can predict 
most reciprocal friends and non-friends. 

 Human interaction is one of the most important characteristics of group social 
dynamics. Yu et al. ( 2010a ) present a multimodal approach for detecting human 
interaction based on a variety of contexts, such as head gestures, attention from oth-
ers, speech tone, speaking time, etc. Discovering interaction patterns is useful for 
understanding how people interact within a group or with the people in another 
community. Yu et al. ( 2013 ) propose tree-based mining algorithms for discovering 
patterns of group interaction fl ow and interaction network in meeting discussion. 

 Community structure is useful for understanding how people are organized and 
how information is propagated in the community. Social network analysis methods 
are often adopted in this study. Onnela et al. ( 2007 ) analyze the structure and tie 
strengths of social and communication networks by using the call records of mil-
lions of mobile phones. They fi nd a coupling between interaction strengths and the 
network’s local structure, e.g., social networks are robust to the removal of the 
strong ties but fall apart after a phase transition if the weak ties are removed. 

 Investigating how a social group evolves is important to understand community 
dynamics and predict its future structure. Investigating community evolution is 
challenging due to the diffi culty in obtaining dynamic and continuous human inter-
action data refl ecting the evolution process in the real world. Palla et al. ( 2007 ) 
investigated the stability, group lifetime, and member abandonment in social group 
evolution by using both co-authorship network and mobile phone call records. 
Kossinets and Watts ( 2006 ) analyzed social network evolution by using e-mail con-
tact data, and found that network evolution is dominated by the network topology 
and the organizational structure in which the network is embedded.   

2.4.3     Social Interaction Support 

 Differently from social computing and social network analysis, which mainly focus 
on data analysis, socially aware computing aims to support human communication 
and collaboration based on the sensed activity and interaction. Thus, social interac-
tion support is the core function in realizing social awareness. It serves as the inter-
face between human beings and the system. The underlying techniques are 
personalized recommendation, social status visualization, group collaboration, and 
smart decision-making. 

 VENETA (Arb et al.  2008 ) is an application that recommends new friends based 
on a mobile social networking platform. It uses a decentralized method to explore 
the social neighborhood of a user by detecting friends of friends that are in the user’s 
current physical proximity. Whenever two mobile phones come into Bluetooth 
connection range, they compare their contact book entries. If neither of the users 
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appears in the other’s contact book (i.e., the users are not friends already) and they 
share at least one common contact, then the two users are identifi ed as friends of a 
friend. The objectively mined friendship could nudge a user to be aware of a (statis-
tical) relationship with others. 

 Yu et al. ( 2010b ) present a graphical user interface for visualizing group social 
dynamics in a meeting. It helps with meeting people in the organization, and 
improves people’s meeting participation skills. For instance, knowing the current 
status of the meeting (e.g., did all members agree on a conclusion, who was quiet, 
who was extroverted), the organizer can make some adjustments to make the meet-
ing more effi cient. On the other hand, through interaction visualization, the mem-
bers become aware of their own and others’ behavior in a discussion (e.g., one 
person speaks for a long time, two people always discuss in a subgroup), and can 
then make changes to increase the group’s satisfaction with the discussion process. 

 DeaiExplorer (Konomi et al.  2006 ) extracts social networks from DBLP, a web- 
based publication database. It builds personal connections from historical records of 
research activities by taking into consideration co-authoring, publishing in the same 
proceedings, citation, co-citation, and bibliographic coupling. The extracted social 
networks are revealed on a big display installed at a conference venue. The co- located 
conference participants can discover interpersonal connections, and fi nd each other 
in the physical space through RFID technology. Combining the Web data and physi-
cal sensing data, the system successfully supports academic collaboration.  

2.4.4     Software Framework and Methodology 

 To facilitate socially aware computing application development, testing, and deploy-
ment, software framework and infrastructure are needed. It offers systematic sup-
port for fulfi lling common functions, such as heterogeneous data management, 
social context inference, personalized recommendation, information visualization, 
etc. Software methodology, i.e., principles guiding the design of models and algo-
rithms, is also required. Furthermore, evaluation standards and methods are required 
for evaluating socially aware systems. There have been several attempts to develop 
the software framework and methodology of socially aware computing. 

 WearCom (Kortuem and Segall  2003 ) is the wearable community design meth-
odology which facilitates application creation, and provides a framework for inves-
tigating the social and technical issues involved. Wearable communities denote the 
social networks that might emerge when enough people use wearable computing 
technology throughout their daily lives. WearCom supports an exploratory design 
approach based on rapid prototyping of wearable community systems. It integrates 
social and technical concerns, and guides designers from scenario development to 
implementation. WearCom provides a design language, a design process, and a soft-
ware platform. The design language permits the specifi cation of important design 
decisions. The design process outlines an iterative sequence of individual design 
activities, each of which generates a specifi c design artifact. The software platform 
supports the implementation and execution of proactive, presence-aware wearable 
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community applications. Furthermore, six design principles are proposed that 
contribute to successful wearable communities. Developers can apply these guide-
lines to evaluate existing designs, guide the design process, and educate designers 
about the characteristics of successful wearable community systems. 

 Raento and Oulasvirta ( 2008 ) indicate that social awareness applications are 
based on the idea of a group sharing real-time context information via personal and 
ubiquitous terminals. Based on the social psychological fi ndings derived from 3 
years of research with the mobile social awareness system, nine design principles 
are proposed specifi cally for a mobile, ubiquitous social awareness application. The 
principles are: (1) support lightweight permissions, (2) assume reciprocity, (3) make 
it possible to appear differently to different people, (4) allow for commenting, modi-
fying, and framing automatic disclosure, (5) provide for feedback, (6) allow the user 
to lie, (7) do not take control away from the user, (8) allow opportunistic use, and 
(9) do not try to do everything within the system.  

2.4.5     Applications 

 Socially aware computing can be applied in various areas, such as public health, 
public safety, and urban planning. For example, through determining friendship 
based on sensory data, the public health organization can choose to inoculate friends 
of those randomly inoculated individuals, which has been proved to be effi cient in 
controlling an epidemic outbreak (Cho  2009 ). Public safety involves the prevention 
of and protection from events that could endanger the public, such as crimes or 
disasters. Public video surveillance systems have greatly enhanced citywide event 
sensing and safety monitoring. With the gathered data, particularly data focused on 
the time, distribution, and geography of past events, the Los Angeles Police 
Department generates daily probability reports about when and where crimes are 
most likely to occur (Greengard  2012 ). MIT’s Real Time Rome project (Calabrese 
and Ratti  2006 ) uses aggregated data from cell phones, buses, and taxis in Rome to 
better understand urban dynamics in real time. It offers support for intelligent trans-
portation management. The Biketastic project (Reddy et al.  2010 ) improves bike 
commuting by collecting and mining data that bikers have contributed through their 
mobile phones. Bikers can then plan routes with the lowest probability of traffi c 
accidents and the best air quality.   

2.5     Socially Aware Computing Practice with Smartphones 

2.5.1     Activity Recognition Based on Smartphones 

 We propose recognizing user activities based on a single tri-axial accelerometer in 
the smartphone. The smartphones are randomly put in the users’ pant pockets with-
out any limitations about the phone orientation. 
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 The activities targeted include two types: static activities (e.g., standing, sitting, 
lying, and driving) and repetitive activities (e.g., walking, running, ascending stairs, 
descending stairs, cycling, and jumping). Both time-domain features and frequency- 
domain features are investigated, such as mean of each axis, deviation of each axis, 
mean of total magnitude, deviation of total magnitude, tilt, linear regressive coeffi -
cients, and wavelet coeffi cients. 

 Figure  2.2  shows the framework of activity recognition consisting of two parts: 
the offl ine data training and the online classifi cation. The offl ine data training part 
extracts features from the sampled data, and constructs templates for each activity. 
The online classifi cation part extracts features of the sliding window, calculates the 
similarities between the target activity and templates, and selects a suitable class as 
the label of the sampled data in the sliding window.

   The offl ine data training process consists of four steps. The data preprocessing 
step takes charge of data cleaning and data representation. Labeling defi nes the 
class of each sampled data using all the target activities. Feature extraction captures 
characteristics of each activity. To minimize the size of features involved, principal 
component analysis (PCA) is introduced to select the most discriminative features. 
Finally, a template will be generated for each activity, which describes the crucial 
feature parameters. To reduce time consumption, offl ine data training is performed 

  Fig. 2.2    Flow chart of activity recognition including offl ine learning and online classifi cation       
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on the PC or workstation. Only those results are transplanted onto the smart phone 
to serve as templates of user activities. 

 The online classifi cation process extracts features and calculates similarities 
using activity templates. According to those similarities, the current inputs are clas-
sifi ed into the corresponding type. To reduce computational complexity signifi -
cantly, no low-pass fi lter is used. We design a lightweight, hierarchical recognition 
algorithm with adjusting step length. First, time-domain features are utilized to clas-
sify user activities based on template-based classifi cation. However, it is diffi cult to 
discern some activities when only the time-domain features are taken into consider-
ation. To discriminate the details of user activities, frequency-domain features are 
introduced. This algorithm adjusts the size of sliding window according to similari-
ties to enhance recognition accuracy. 

 The recognition rate for each activity is presented in Table  2.1 . The contributions 
of the time-domain and frequency-domain features are calculated. First, the average 
recognition rate reaches up to 89.1 %. The recognition rate demonstrates that activ-
ity recognition based on the low-resolution accelerometer with low sampling fre-
quencies is feasible. Second, the majority of static activities are recognized in the 
fi rst phase based on time-domain features. By contrast, most of the repetitive activi-
ties are discerned in the second phase based on the combined features. This demon-
strates that those selected time-domain features are very useful in discriminating 
user activities, which favors a decrease in computational load. On one hand, oppor-
tunities resulting from the time-consuming frequency-domain feature extraction 
and the heavyweight decision tree algorithm are minimized. On the other hand, the 
introduction of classifi cation based on combined features favors improvements in 
recognition rates, during which complex activities such as ascending and descend-
ing are discriminated based on combined features.

   Table 2.1    Recognition rate   

 Activity 

 Percentage of records correctly recognized 

 Time-domain 
features (%) 

 Frequency-domain 
features (%) 

 Recognition 
rate (%) 

 Standing  98.98  1.02  98 
 Sitting  100  0  100 
 Lying (prone)  100  0  100 
 Lying (supine)  99.28  0.72  100 
 Driving  37.69  62.31  80 
 Walking  0  100  80 
 Running  56.76  43.24  86 
 Ascending  0  100  88 
 Descending  0  100  82 
 Cycling  97.50  2.50  84 
 Jumping  0  100  82 
 Average  53.66  46.34  89.1 
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2.5.2        Enhancing Social Interaction with Smartphones 

 We build a service-oriented system architecture to support social interactions in 
campus-wide environments. The basic functions of the system consist of semantic 
extraction, pattern mining, ubiquitous search, and location management. The client 
side is running on smartphones, which collects contexts such as location, proximity, 
cell phone log, etc., and provides social services to the user for enhancing social 
interactions. 

 The server backend consists of several modules ranging from context aggrega-
tion, social network analysis, context storage, and knowledge mining to peer com-
munication and admission control. 

 Generally speaking, campus life consists of study, communication, and enter-
tainment. It is useful for people to learn about the usage of the facilities before 
planning. For example,  is the study lounge available? which classroom does my 
classmate sit in? is the tennis-court crowded?  Three applications were imple-
mented and deployed based on the proposed architecture, which are closely related 
to daily campus life and aims to enhance the social interactions among college 
students. 

 The three applications are named  Where2Study, I-Sensing,  and  BlueShare  respec-
tively.  Where2Study  aims to help users fi nd a suitable place to study and locate his/
her friends based on Wi-Fi positioning technology.  I-Sensing  is a campus 
information- sharing system based on participatory sensing, through which every 
user can publish his/her sensing requests and accomplish others’ sensing tasks by 
using the sensors in their smartphones.  BlueShare  is a media-sharing application 
among Bluetooth devices based on the opportunistic network. The interesting media 
is sent to all users close to the Bluetooth devices. The advantage is the ability to 
transfer large fi les without any payments. 

 For space limitation, we here only show the details of the  Where2Study  applica-
tion. Readers can refer to Yu et al. ( 2011 ) for more details about the applications. 
 Where2Study  not only presents the navigation map of a building to help students 
fi nd classrooms (Fig.  2.3a ), but also shows the status of all classrooms as shown in 
Fig.  2.3b , such as which classrooms are full and which ones have free seats. To 
check the detailed information of a particular room, a user can click a button in 
Fig.  2.3b  and then the status of the seats in the room is displayed, as shown in 
Fig.  2.3c . Furthermore, the application supports querying the location and activity 
of user friends, as shown in Fig.  2.3d .

   A key feature of this application is the capability to browse the status (e.g., name, 
location, and activity) of close friends. This allows users to reach out and be aware 
of their social network established by friendship, which will help each other to 
study (e.g., all my friends are studying at the moment). In addition, when a user 
encounters a problem during study, he or she could turn to their friends for discus-
sion according to their location shown on the mobile phone.  
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2.5.3     Understanding Social Relationship with Mobile 
Phone Data 

 Investigating how a social group evolves is important for understanding its 
community dynamics and predicting its future structure. 

 We present a study of understanding social relationship evolution by using real- 
life anonymized mobile phone data. The data was captured by the MIT Reality 
Mining project (Eagle et al.  2009 ). An application running on the mobile phones 
continuously records user behaviors and communications such as location, proxi-
mate users, voice calls, and text messages. The collected data is anonymized in 
further analysis to protect user privacy. 

 We defi ne a friendship as a directed relationship, i.e., person A regards another 
person B as his or her friend but not necessarily vice versa. The support vector 
machine (SVM) approach is adopted as the inference model to predict friendship 
based on a variety of features extracted from the mobile phone data, including 
proximity, outgoing calls, outgoing text messages, incoming calls, and incoming 
text messages. Second, we demonstrate the social relation evolution process by 
using the social balance theory. For the friendship prediction, we achieved an 
overall recognition rate of 97.0 % by number and a class average accuracy of 
89.8 %. This shows that social relationships (not only reciprocal friends and non-
friends, but non-reciprocal friends) can probably be predicted by using real-world 
sensing data. With respect to the evolution of friendship, we verifi ed that the prin-
ciples of reciprocity and transitivity play an important role in social relationship 
evolution.   

  Fig. 2.3    Where2Study user interface: ( a ) map navigation, ( b ) rough status of all ( c ) detailed status 
of a particular classroom, and ( d ) friend location       
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2.6     Conclusion 

 This chapter presents the concepts and technologies of socially aware computing. 
The research paradigm has three features: sensing-based, data-driven, and fi eld-
study- based. Our current work in the fi eld is described. Privacy is an important issue 
we need to consider. Sensing data captured in human daily lives, such as phone call 
and short message information, is highly sensitive. We need to balance between the 
benefi t derived from the information and user privacy. Robust models and mecha-
nisms are needed to safeguard user privacy during the sharing and usage of the 
sensing data. In the future, we also plan to apply the technologies in other applica-
tions, such as public health, urban transportation management, and environment 
monitoring.     
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Abstract Location-based mobile applications such as Foursquare help bridge the 
gap between offline and online. People that we encounter and connect with, around 
physical resources such as conferences, provide opportunities for extending our 
social networks from offline to online. We call these proximity-based networks that 
revolve around encounters and activities ephemeral social networks because they 
are created at a specific point in time for a specific duration at a specific event. 
Ephemeral social networking is the next evolution of mobile social networking, 
which aims to help us to connect with and recall the people we meet in our daily 
lives. However, there are many questions that need to be answered. What are the 
characteristics of ephemeral social networks? How to record and identify an ephem-
eral social network? In this chapter, we explain the theory behind ephemeral social 
networks, and create a platform called Find & Connect to show its properties. We then 
describe our application and system for connecting offline to online, then finally 
study the influence on user behavior of offline on online and vice versa by deploying 
Find & Connect at three conference events.

3.1  Introduction

Online social networking sites (OSNs) such as Facebook have blossomed over the 
past few years; however, they have not been well integrated with real-life interac-
tions. The growing usage of GPS-enabled mobile phones, and location-based appli-
cations such as Foursquare, connect users’ offline activities with their online social 
networks, in what is called location-based social networks. At events, people use 
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social media such as Facebook and Twitter to converse and connect with people. For 
making contacts, people are beginning to use proximity-based social networking 
applications such as Bump, Banjo, Glancee, Highlight, and WeChat which use 
Bluetooth, Wi-Fi, GPS, or even shaking the phone.

However, recording the contacts of people you meet offline onto your online 
social networks is not trivial. First, this involves remembering the name of the per-
son that you met. Second, it requires finding the person’s name in the online social 
network, which may consist of multiple people under the same name. Third, you 
must send a friend or follow request to add that person to your network. One of the 
main objectives when we attend an event, such as a conference, is to meet more 
people and to establish connections with them. To achieve this, we need to find the 
right persons to know in the conference who can help us with our line of work and 
extend our social network. Considering that a conference has a series of social 
events and an organized program, for new conference attendees it is usually not easy 
to find similar people in their research area at the conference and make a persistent 
record of contacts exchanged, because people are busy moving around talking with 
others. The physical interactions that happen among attendees and their communi-
cations are rarely recorded, leaving it hard to recall the person whom you had an 
enlightening conversation with, or why you should add someone as a contact.

According to previous research (McPherson et al. 2001), when people commu-
nicate and interact with each other, they tend to add those who share similar inter-
ests and have historical physical proximities. In social science, homophily or social 
selection is defined as the similarities that people have, such as similar interests, 
similar education background, and similar consuming habits (McPherson et al. 
2001). By discovering the homophily between conference attendees, we can provide 
them with a way to find the right people that they may want to know. For physical 
proximity, applications like Highlight help you to discover the people around you, 
and what you have in common. However, these applications are not designed for a 
conference or an event, and thus will not help much for connecting attendees from 
offline encounters to online interactions to extend an ephemeral social relationship 
to a sustainable social relationship. Another important factor in making friends is 
social influence, in which an individual’s interactions with others who are already 
friends, his/her social behaviors and activities may change and converge to be in 
accordance with the behaviors of their friends. Social influence is present in many 
social settings (Easley and Kleinberg 2010; Vannoy and Palvia 2010), especially in 
online social networks, for example, the influence from friends such as joining a 
community in LiveJournal and attending a DBLP conference (Backstrom et al. 
2006). In our work, we try to understand how social selection and social influence 
have an effect on physical proximity in friendship or contact formation. We hypoth-
esize that: (1) for social selection, more physical interactions will result in an 
increased probability that a person will add another as a friend or contact, and (2) 
for social influence, being friends or contacts will result in an increased frequency 
of physical proximity between each other.

Our research problem is to find the relevant people and connect with them easily 
in a dynamic, ephemeral environment such as a conference. We want to be able to 
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capture dynamic social networks at a particular point in time for a specific duration 
at a place, so that we are able to remember the event and the people that were there. 
We call these ephemeral social networks. To achieve this, we develop an application 
and system called Find & Connect which integrates both proximity and homophily 
within a conference. For proximity, we use the concept of an ‘encounter’, which is 
defined as a physical interaction between two people that move from far away and 
then come close together, stay together to perform some activity, and then move 
away. Encounters capture the opportunistic interactions between two people who 
did not physically meet face-to-face, but should get to know each other due to the 
homophily. We use Wi-Fi and RFID technology for recording the position of each 
user, and then calculate the relative distance between the users. We create the sys-
tem that integrates the encounters and positioning with the conference program, 
and add social features such as messaging, adding friends, following others, and 
exchanging contacts. Then, we provide a recommendation system based on com-
mon contacts, similar interests, common sessions attended, and common physical 
encounters. We develop a web client so that users can run the Find & Connect cli-
ent using a mobile phone, and then conduct a field deployment of our system at 
three different events: an academic conference with parallel sessions (UIC 2010), 
a business meeting with a single session (GCJK 2011), and an academic conference 
with a single session (UbiComp 2011).

We then provide an analysis of user behavior of offline and online (O2O) from 
Find & Connect. The reason why we study O2O is to clearly understand the influ-
ence and interactions between offline and online, which can help us design applica-
tions to better connect people from offline to online automatically. Also, the O2O 
analysis can help us find the causes that trigger the transformation between offline 
and online in the future. Our contributions are the following. First, we build a sys-
tem and application called Find & Connect based on social proximity and homoph-
ily in a conference context to better help attendees find and connect with each other. 
Second, we quantify the offline to online (and online to offline) networks created 
from the encounters, the follow, the friends, and exchanged contacts to study the 
O2O user behavior. To the best of our knowledge, this is the first work to study the 
influence of offline to online, and vice versa, using a social proximity-based system. 
Finally, we discuss the similarities and differences in the results for each of the tri-
als, and the implications for conducting future research in this area.

The chapter is organized as follows. In Sect. 3.2, we first provide theoretical 
concepts for the definition of what we mean by an ephemeral social network and 
how it helps to bridge between the offline physical environment and online, and then 
explain how we create an ephemeral social network in Sect. 3.3. In Sect. 3.4, we 
describe our platform for ephemeral social networking called Find & Connect, and 
explain the system architecture and the implementation of how we integrate online 
and offline together to augment the conference program. We also illustrate the user 
interface for our Find & Connect application, and go through the use cases that 
attendees would normally use in the conference for the three trials. In Sect. 3.5, we 
analyze the user behavior of the attendees from the three trials for the offline and 
online networks, and study how offline affects online. In Sect. 3.6, we then discuss 
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the lessons that we learned from the trials and from our research, and explain the 
implications and suggestions for improving our research. Section 3.7 concludes this 
chapter and discusses avenues for future research.

3.2  Definition of an Ephemeral Social Network

We encounter many people every day, and the people whom we encounter and meet 
could present opportunities to make new social connections. This is based on the 
concept of the ‘familiar stranger’ (Paulos and Goodman 2004), where we repeatedly 
observe and are co-located with, but do not directly interact with a stranger. In online 
social networks (OSNs) such as Facebook, our own social network consists of 
micro-social networks where we physically interact with and are surrounded by 
people during an activity at a specific event or location. We define these micro- 
social networks as ephemeral social networks (ESN) because the network connec-
tions between people are spontaneous (usually not in advance and not scheduled) 
and temporary (ephemeral), which occur at a specific place or event at a specific 
time and last for a specific duration. This is similar to the concept of ephemeral 
groups (Wang et al. 2004), and similar to Kermarrec’s (Kermarrec and Le Merrer 
2012) paper on ephemeral groups of people in an activity. We can consider the fol-
lowing scenario at a conference to be an example of an ephemeral social network, 
where people meet during the demo session in the meeting room. It is possible for 
some people to know each other; some may be friends, and some may not. However, 
the ephemeral social network is created by interaction, potentially socially, among 
the participants during the session. Thus, they might find some interesting informa-
tion, such as who just passed by, or who just gave a talk.

We can then view the ephemeral social network (ESN) as a time slice of your 
overall social network, which captures the offline interactions during an activity, 
and can be synchronized with the online social network (OSN), as shown in Fig. 3.1. 
In addition, ephemeral social networks can bridge the gap between offline and 
online, since the ephemeral social network provides a permanent trace of your activ-
ities, who you met, and any social interactions, from which you can then interact 
with those people offline after the event.

Current social networking applications focus on online activity, and rely on an 
internet connection. However, most social networking activity occurs offline at 
places that we go to, such as entertainment venues, school, family activities, enter-
prise, emergency situations, and any type of events. The problem is that the social 
interactions are often not recorded during these times and places, and therefore 
many opportunities for meeting people are missed. This is where the ephemeral 
social network helps to record those missed opportunities, and from this, ephemeral 
social networks can help carry out many daily use cases such as a social reminder. 
How many times have we forgotten to do a particular task because we forget to 
record it manually on a piece of paper or a to-do list? With ephemeral social 
networks, we can remember how we have met another person, which then serves as 
the context and trigger to perform a particular task. For example, if we see someone 
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who is familiar but do not know who that person is, we could use our phone or 
glasses to discover who that person is and how, where, and when we last met from 
the ephemeral social network. Then, by examining the to-do list and calendar entry 
in our phone, the system could determine that we might have to reply to that person 
regarding a sales report that she sent. In fact, ephemeral social networks can be used 
to predict if you are likely to meet another person again in the future (Zhuang et al. 
2012), which can help you organize your activity in a conference.

3.3  Creating an Ephemeral Social Network

Now that we understand what an ephemeral social network is, we can begin to 
explain how the ephemeral social network is created, and how it can be found from 
the recording of offline and online interactions. During an activity, we can observe 
that there are three elements that are captured and help to form the ephemeral social 
network. They are contact, content, and context, as shown in Fig. 3.2. To demon-
strate how contact, content, and context revolve around an activity and form the 
ephemeral social network, we use the example of a salon event as an activity.

3.3.1  Contact

We are surrounded by people during an activity, and we usually meet and interact with 
people during the activity. For example, if the activity is a salon event, people attend 
this event to meet new people and engage in interesting dialogue and discussion. 
People will also exchange business cards so they can remember the person that they 
meet and record their contact information, so that they can contact that person later. 

Fig. 3.1 Ephemeral social network bridges the gap between online and offline
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These are the offline contacts that are formed from the meeting and exchanging of 
business cards. Some examples of applications that record offline contacts include 
Zaizher, WhatsApp, and WeChat (Weixin), which use physical proximity and shaking 
for finding contacts nearby. During the activity, people also use their phones and com-
puter devices to connect through social media, such as Facebook and Twitter. This is 
especially true during a salon event or during a conference. For example, a person 
may tweet or update a status about the activity, which others can read and comment 
on, and then decide to add that person to her social network. Or, a person may search 
for another person’s contact in Facebook or Twitter after hearing about them in the 
activity, and then add that person to her online social network. Therefore, these people 
form the online contacts. However, adding contacts to your social network is still a 
tedious process, necessitating a search for a particular person and the possibility that 
there may be multiple persons of that same name. In addition, it is impossible to meet 
with everyone during the activity, as everyone is always talking or engaging a discus-
sion with someone else, so the problem is how to recommend particular people that 
you should meet and add to your social network. The people that you meet, engage 
with, and encounter in an offline activity then form the basis for the contacts in the 
ephemeral social network.

3.3.2  Content

When an activity happens, it is usually centered around content, and that content is 
usually captured by the individuals during the activity, in order to remember what 
happened during the activity. For example, a salon event usually centers around a 
topic where a speaker is chosen who is an expert on this topic, which forms the con-
tent. The content that is captured during the activity includes the recordings of text, 
photos, and video that are used for an individual to remember the event. This content 

Fig. 3.2 Capturing an ephemeral social network from the activity
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can then be shared with others through social networking sites such as Facebook, in 
order to create conversations and create a memory system such as the memex as 
advocated by Vannevar Bush (Bush 1949). In this age, with smartphones being ubiq-
uitous, people always capture moments using their smartphone cameras and share 
them on social networking sites such as Facebook, Instagram, and Path. In this 
sense, the content captured is the offline event which is synchronized to online. 
However, the content that is uploaded to social networking sites from mobile devices 
is still associated with the person’s profile and/or associated with a place if it is 
uploaded using check-in sites such as Foursquare. Therefore, it is difficult to search 
for and view that content from that particular activity, since due to the nature of the 
social network stream, that content becomes buried as new recent content appears. 
The contacts that form the ephemeral social network will upload photos, video, and 
text, and therefore that forms the content in the ephemeral social network.

3.3.3  Context

An activity occurs at a specific time at a location for a fixed duration, and the data 
that captures the situation and the environment is known as context, as defined by 
Dey (2001). In our example with the salon event, the GPS location (geographic 
location), the name of the place and room that the salon event is held (semantic 
location), and the particular actions that the contacts in the ephemeral social net-
work are performing, form this context. There may be people in the salon event who 
are in a group together talking with a speaker of the event, thus forming the context. 
The context can be captured using the phone’s sensors as well as from the offline 
environment. Context can be divided into physical context, social context, and situ-
ational context. Much research has been done for capturing context (Henricksen 
et al. 2002), inferring context (Dey et al. 2001) and for activity recognition 
(Choudhury et al. 2008). Many types of context can now be captured by the phone 
(Lane 2012), and datasets have been created such as the one created by Nokia 
(2012), that record the context from mobile phones for research purposes.

However, there still does not exist an application or system that can easily record 
encounters and interactions between people, and memorable moments in offline 
social activities, in order to relive the experience. This is because the contact, con-
tent, and context within an activity or event are not integrated with each other, and 
multiple applications are currently used in order to capture this. The opportunity is 
then how to connect online and offline social experiences through cyber–physical 
social convergence.

3.3.4  Recording Encounters

Before creating an ephemeral social network, we need to first record proximity 
interactions between people. We can choose to use Wi-Fi (Moraes and Nunes 2006), 
Bluetooth (Kostakos and O’Neill 2008), RFID (Cattuto et al. 2010), or GPS (Eagle 
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and Pentland 2009) wireless technologies to record the positioning of users, and 
then compute the distance between these users in order to determine if they are 
proximate or not. We use encounter as the concept for defining a proximity interac-
tion between two people. We define an encounter if the distance between two people 
is within the encounter distance threshold and their distance lasts for at least the 
encounter duration threshold before they move away and are beyond the encounter 
distance threshold. We then create an encounter graph Gen(V, E) that represents the 
proximity graph of all proximity interactions between people where V is the set of 
nodes (vi | 1 ≤ i ≤ N), N is the number of nodes and E is the set of edges (eij | 1 ≤ i ≤ N, 
1 ≤ j ≤ N, i ≠ j) and

•	 Node vi designates user i, node vj is user j, and the edge eij is a link when two users 
(vi and vj) encounter each other.

•	 Edge (eij) has a timestamp attribute to define when the encounter happens called 
Ten start(eij) and when the encounter ends called Ten stop(eij). 

•	 Edge eij is built only if the encounter distance Den (eij) is less than the encounter 
distance threshold ΔD and the encounter duration ΔTen (eij) = Ten stop(eij)−Ten start(eij) 
is larger than ΔT (the time duration threshold that is defined to be an encounter).

Figure 3.3 illustrates an example that explains the concept of an encounter. 
Suppose we have two users vi and vj who encounter each other. At t1, vi, and vj are at 
distance D1, which is greater than the encounter distance threshold ΔD. These two 
users may be at the coffee break at a conference where they will eventually encounter 
each other and meet. At t2, vj may discover that she recognizes vi and starts to move 
closer to meet her. She is now within the encounter distance threshold as D2 < ΔD. 
At t3, vj moves closer and at this point, vi and vj start talking to each other and  
their distance is now D3, which is also within the encounter distance threshold ΔD. 

Fig. 3.3 Defining an 
encounter between two users 
vi and vj
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After they finish talking, at t4, vj then moves apart from vi (perhaps to go and meet 
someone else) and their distance is now D4, which is still within the encounter dis-
tance threshold ΔD. At t5, vj has moved away from vi and is beyond the encounter 
distance threshold ΔD. According to our definition, the encounter duration is  
T which is t5−t2, and we record an edge in the encounter graph between vi and vj.

We then record all the encounters between any two people throughout the activ-
ity duration. The collection of all the encounters forms the encounter network which 
is recorded as the encounter graph Gen(V, E). Note that the encounter is defined as a 
pairwise proximity interaction between two people, and that by mining the encoun-
ter graph, our goal is to identify encounter patterns between groups of people in 
co-located areas that can possibly indicate the existence of an ephemeral social 
network. Therefore, we study the user behavior through offline interactions in the 
encounter network.

3.4  Platform for Ephemeral Social Networking:  
Find & Connect

Ephemeral social networking happens in many environments such as the workplace, 
conference, social event, sports event, and entertainment event. Find & Connect is a 
platform that we create for providing ephemeral social networking among users at 
a conference (Chang et al. 2011; Chin et al. 2012), meeting (Xu et al. 2011a), or 
workplace environment (Zhu et al. 2010), by combining the features of offline and 
online. Users can find where the room, session, and people are on the map, and then 
connect with the people by adding them as a connection, sending them a message, 
or sharing an item with them. We provide the system description and architecture 
and then explain the features that we create for social networking at three confer-
ences: the UIC 2010 conference (research conference with parallel track program), 
GCJK meeting (business conference with single-track program), and the UbiComp 
2011 conference (research conference with single-track program). We now explain 
the system and architecture for Find & Connect below.

3.4.1  System and Architecture

Figure 3.4 shows the system architecture of Find & Connect, which is a client–
server system. The user’s position is calculated by having a Positioning Client run 
on a mobile phone or a separate positioning device such as a badge that sends the 
signal strengths from nearby access points on a floor and sends them to the 
Positioning Server. The wireless technology to record the position of the user can be 
Wi-Fi, RFID, Bluetooth, GPS, or cell ID. For recording the position of users in 
indoor environments such as the workplace or conference, RFID and Wi-Fi 
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technologies are most often used. The Positioning Server uses the Positioning 
Model to approximate the positioning of the user as an (x, y) coordinate according 
to the dimensions of the floor in an indoor environment. For Wi-Fi, the Positioning 
Model is created by performing a site survey that records the Wi-Fi signal strengths 
from Wi-Fi access points on the floor. For our implementation, we use an off-the-
shelf commercial Wi-Fi positioning system, called the Ekahau Real Time Location 
System (Ekahau 2011). The Browser/Native Client presents the location-based 
social network services in a web browser or a native application on the mobile 
phone which is accessed from the Find & Connect Application Server. The Log 
records client requests including time, username and page accessed, and location, 
while the Database records all the data pertaining to the user and the conference/
meeting.

In terms of functionality, Find & Connect contains five major components as 
illustrated in Fig. 3.5, which explains how the system revolves around the confer-
ence/meeting and how we integrate the offline and online together. The novel part is 
that we add a personalized recommendation of which contacts to connect to, based 
on offline and online, whereas previous work did the latter but not the former.

 1. Offline System
The Offline System records all offline connections and interactions, and forms the 
context in the ephemeral social network. It consists of a Positioning System to 
record the updated locations of all the attendees. The positioning wireless tech-
nology could be RFID, Wi-Fi, or even cell ID. Regardless of the technology, the 
Encounters module calculates the encounters through the absolute positioning 
coordinates recorded from the positioning system to measure people’s offline 
interaction and frequency, as explained in Sect. 3.3.4.
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Fig. 3.4 System architecture of Find & Connect
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 2. Online System
The Online System supplies users with a platform to prolong their ephemeral 
offline relationships to permanent online connections. People can send messages 
to the target people through the Messages module, such as contact requests, as 
well as get notifications of contact, friend, or follow requests from the 
Notifications module. The conversion of permanent online connections into 
friends, followers, or exchanged contacts forms the contacts in the ephemeral 
social network.

 3. Conference System
The Conference System is the central part of Find & Connect, and works as a 
bridge to help people connect their offline social networks to online social net-
works in the ephemeral social network through the conference program. It man-
ages all the conference contents, including Program, Sessions, and other Items in 
the session such as papers, demos, posters, and videos. Therefore, this forms the 
content component of the ephemeral social network, from which the offline and 
online components are integrated.

 4. Recommendation
Even though Find & Connect allows attendees to find others and connect to them 
easily by sending friend or contact requests or even following others, this still 
requires manual effort, and attendees may still miss other important people they 
should connect with. Therefore, we create an intelligent Recommendation System 
to suggest to the user who she should add to her social network based on 
Proximity and Homophily. For proximity, we include the history traces, offline 
encounters, and common sessions attended. For homophily, we include the 

Fig. 3.5 Functional architecture of Find & Connect
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common research interests from her user profile, messages, and common friends 
with others. This enables users to find the relevant people effectively, and then 
connect to them in online networks.

 5. User
For each user, the User module in our system records Profile and History traces, 
including where the user has been in the conference and who the user encoun-
tered, to support offline and online interactions as well as supplying the proxim-
ity and homophily information to the recommendation system.

3.4.2  Connecting Offline to Online

We describe the information that we collect and use for offline and online, and how 
offline is used to connect to online in our Find & Connect application, for the UIC 
2010 research conference, GCJK 2011 business meeting, and UbiComp 2011 
research conference.

 A.  Offline Information

 1. Location: At a conference/meeting, we can record the position of users using 
RFID or Wi-Fi. At the UIC 2010 conference, we used Wi-Fi to record the posi-
tion of phones (for which we deployed Nokia XpressMusic 5800 and Nokia 
X6 phones to attendees) with Wi-Fi access points deployed in each room on 
the conference floor. To calculate the actual position, the Positioning Client on 
the phone collects the Wi-Fi signal strengths for the nearest Wi-Fi access 
points, then sends it to the Positioning Server where it uses positioning algo-
rithms to estimate the actual position compared to a positioning model (which 
records the signal strength map of the entire conference floor). For the GCJK 
2011 business meeting, we also used Wi-Fi, similarly to UIC 2010 where the 
attendees used their own Nokia phones. For these two events, we used the 
Ekahau technology for the Wi-Fi positioning (Ekahau 2011). For the UbiComp 
2011 conference, we used active RFID technology instead of Wi-Fi to decou-
ple the positioning from the access and allow for any device to be used. To 
calculate the actual position of the user (who carries an RFID badge) in the 
conference rooms, we adapt the LANDMARC algorithm (Ni et al. 2004; 
Huang et al. 2007), where we use RFID readers and RFID reference tags 
(which are RFID badges) deployed in the room. We do not explain the details 
here due to space limitations; however, for example, in the main conference 
room, we use four RFID readers and 14 RFID reference tags (Lyu et al. 2013).

Another piece of offline information is the session, where we record 
which session a user is currently in by using the user’s position and compar-
ing it to the room’s coordinates, in order to determine if the user is in the 
room. From the current time of the user’s position and the room, we can 
determine from the conference schedule which session the user is in, and 
therefore maintain a history of sessions that the user attended.
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 2. Encounters: We calculated the encounters according to Sect. 3.3.4 for each of 
the UIC 2010, GCJK 2011, and UbiComp 2011 conferences, for each user. 
By recording a history of all encounters, we determine whether a user 
encountered another person before, when, and the number of times, which is 
displayed in the In Common page when a user views that person’s profile, as 
shown in Fig. 3.12b.

 B. Offline Information

In Find & Connect, the online information consists of browsing and interacting 
with people and the conference schedule within our application. Browsing includes 
seeing the people that are in the session, browsing through the conference schedule, 
and viewing the notifications sent to the user such as contact requests, recommenda-
tions of people a user should connect with, and public notices. For example, if a per-
son is close to you, people with similar interests are close to you, or if you know of a 
particular person that you can search for online, then you can easily add that person 
as a contact by sending a request message. The recipient will receive the contact 
request, along with the reason, from which she can also add you back as a contact.

3.4.3  Find & Connect at a Research Conference with Parallel 
Tracks (UIC 2010)

We deployed Find & Connect first at the UIC 2010 conference, which was an inter-
national conference for researchers on ubiquitous, intelligent, and autonomic com-
puting held in Xi’an, China, in October 2010 and had parallel track paper sessions. 
There are five functional modules in our web client, which are My Agenda, Program, 
Map, Social Network, and Buzz; we describe the features of each below.

 1. Program and My Agenda
We create a Program page (Fig. 3.6a) for showing the conference program items. 
Users add program items to My Agenda by selecting “Add to agenda” (Fig. 3.6d). 
Users can view the session details in Fig. 3.6b by selecting the Detail button from 
Fig. 3.6a, see all papers in that session in Fig. 3.6b, then see a specific paper in 
that session in Fig. 3.6c. If users like this paper, they select “Favorite this” and can 
share to others in the conference by selecting the “Share” button, from which oth-
ers will receive an SMS message indicating the name of the paper that they shared.

 2. Map
In the Map screen shown in Fig. 3.7, users can see the locations of people who 
are using this system in the conference. Selecting “Search Online People” can 
help them find the locations of the people they want to meet. Users can filter the 
list of people on the map by showing just friends, people in sessions, or only 
themselves. By selecting the link of the person in the “User list” or on the person 
icon on the map, users can see that person’s profile. By selecting a specific user 
in the user list, users will see only that person on the map.
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Fig. 3.6 Program and My Agenda pages from the UIC 2010 conference. The program schedule is 
shown in (a), details of the program item in (b), papers in the session in (c), and the agenda of ses-
sions a user has added in (d)

Fig. 3.7 Map page of the 
conference floor and 
locations of people at the 
UIC 2010 conference
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 3. Profile and Social Network
Figure 3.8a shows the Profile page of a person. When the user selects a friend or 
a contact nearby, the user can look at the contact details, download the contact’s 
business card to the phone, and find out the last encounter time and location with 
that person. When someone wants to add a user as a friend, they can select the 
Add as friend button; the other individual will then receive a SMS and then 
decide whether to accept. Users can also choose to follow the person whom they 
are interested in by selecting the Follow button. In the Social Network page on 
Fig. 3.8b, users can update their status and monitor their social network activity 
by receiving latest updates from all the people they are following, those that fol-
low them, their friends, and those that Find & Connect recommends to them as 
friends (Xu et al. 2011b).

 4. Messaging and Buzz
In Find & Connect, users can communicate in three ways. First, users can send a 
standard message to one or many users, as shown in Fig. 3.9a. Second, users can 
send a location message where the message is sent to only those people in the 
specified location selected from the “Location” dropdown box. If users choose 
“Location”, they can select the “Expiration Time” as to when that message will 
continue to be sent to people in that room until the expiration time. Third, users 

Fig. 3.8 Profile (a) and Social Network (b) pages from the UIC 2010 conference
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can also discuss the various sessions in the conference by posting a message to 
that session and viewing other people’s posts, as shown in Fig. 3.9b. We call this 
Buzz and users who post the buzz can also post to LinkedIn for others to view, 
especially those that did not attend. In this way, this is like an activity-based 
tweet where it is grouped by session, unlike tweets in Twitter which are 
unstructured.

3.4.4  Find & Connect at a Business Conference  
with a Single Track (GCJK 2011)

Compared to the UIC 2010 conference, the GCJK business conference was single 
track and lasted for 1 day on April 13, 2011 in Beijing, was held in a large main 
meeting room of a conference hotel with eight Wi-Fi access points placed in various 
locations in the room, and did not have any papers. Therefore, we concentrated 
more on the social networking features, and developed a simplified version of Find 
& Connect (Xu et al. 2011a). The event was divided into 19 activities. Users were 
encouraged to download and use the Find & Connect client throughout the event; a 

Fig. 3.9 Messaging (a) and Buzz (b) pages from the UIC 2010 conference
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total of 76 users downloaded and used the client. The features are similar to the UIC 
2010 conference, except there was no Program or My Agenda, and we relaxed the 
social linking to be one-way follow instead of two-way friendship, to allow more 
users to feel comfortable in using the social features of our software. Here, users 
connected only with people who were registered, and the follow recommendations 
were only among the participants. We also added an integrated social network feed 
to view the latest network activity, in similar fashion to Facebook and Twitter. The 
user interface is shown in Fig. 3.10, and instead of using horizontal tabs, we use a 
vertical list format so this can be easily expanded and contracted and can be dis-
played on all Nokia phones. Figure 3.10a shows the home page consisting of Status, 
Map, Profile, Network, and All Updates.

 1. Status and Map
Similar to the UIC 2010 conference, attendees could also post and edit their lat-
est status and share their status with other users of Find & Connect in the Status 
section shown in Fig. 3.10a. The Map section, expanded in Fig. 3.10a, shows the 
location of the current user and other online attendees who had allowed location 
sharing (set by selecting the Privacy button).

 2. Profile
Selecting the name of a person on the map will show the person’s profile, as 
shown in Fig. 3.10b. Users can visit each other’s profile, share their location with 
others (who to share location with is governed by the Privacy), and view where 
others are and their status. Then, users can connect to that person by following 
that person and/or exchanging contacts with each other through sending business 
cards via SMS, where the profile information is converted into a virtual card 
format (vCard), exactly as in the UIC 2010 conference. Find & Connect also 

Fig. 3.10 User interface of Find & Connect in the GCJK business conference, where (a) shows 
the Status and Map, (b) shows the Profile page, (c) shows the Network page, and (d) shows the All 
Updates page
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shows whether users have encountered that person, which then provides the 
incentive to follow or exchange contacts with that person.

 3. Network
The Network section shown in Fig. 3.10c is similar to the Social Network page 
in the UIC 2010 conference. We presented an aggregated list of all the users that 
they have a connection with, grouped into “Contacts Exchanged” (those you 
have exchanged business cards with), “Following” (those that a user follows), 
“Following me” (those that follow the user) and “Encounters” (those who have 
been in close proximity with the user within 4 m). Finally, “People You Should 
Follow” shows all the people that a user should follow (similar to Twitter) and is 
obtained from our recommendation algorithm (Xu et al 2011b).

 4. All Updates
The All Updates section, as shown in Fig. 3.10d, is a new section that we added 
to GCJK, whose function is similar to the Wall feature in Facebook, where it 
provides a feed of all the updated interactions and content from the people that 
the user follows, from which she can follow their activities and make connec-
tions with others. These updates include their status history, people they fol-
lowed, and people they exchanged contacts with.

3.4.5  Find & Connect at a Research Conference with a Single 
Track (UbiComp 2011)

We deployed Find & Connect at the UbiComp 2011 conference, which was a top 
international conference for researchers in ubiquitous and pervasive computing held 
in Beijing, China in September 2011 (Chin et al. 2012; Zuo et al. 2012). In contrast 
to UIC 2010, UbiComp 2011 had single-track paper sessions. Since the positioning 
system was decoupled from the phone, to make Find & Connect easily useable by 
all attendees in the conference, we decided to create a web application that could be 
run in any web browser on any device such as a smartphone, laptop, or tablet. Our 
user interface is divided into three parts: People, Program, and Me.

 1. People
We provide a view for grouping people based on location so a user can view who 
these people are, and then decide if she wants to establish a connection with 
them. Searching is also offered by using names of target users. The user interface 
is shown in Fig. 3.11.

Nearby, Farther, and All. The People page in Fig. 3.11a is broken down into 
view tabs which are Nearby (shows a list of all people that are nearby within 
10 m of a user’s location), Farther (shows a list of all people that are farther away 
greater than 10 m but still in the same room where the user is), or All (shows a 
list of all attendees in the conference). A user can then view each attendee’s pro-
file by selecting the icon of that attendee. The user can also select the Interests 
button to group the list of users according to their research interests (which they 
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enter in their Profile) as shown in Fig. 3.11b. We design it like this so users can 
find others based on similar research interests easily.

Profile and In Common. Figure 3.12a shows a user’s Profile page, and by 
selecting the In Common tab in Fig. 3.12b, she can find the similar interests, 
common contacts, sessions attended, and historical encounters between her and 
the user, and then can add that user as a contact. We provide detailed reasons for 
explaining what you have in common with another user; in particular, our new 
features are the common sessions attended and encounters, which are the physi-
cal features.

Adding a contact. After viewing another user’s profile, the user can select the 
Add as contact button, and optionally send a message to introduce herself as 
shown in Fig. 3.13a. The user can then record how she knows this person 
(Fig. 3.13b). Existing systems do not incorporate specific reasons for why you 
want to add this person based on previous acquaintances, such as that you met 
this person from an event, as well as additional homophily information such as 
attending the same event. For example, LinkedIn only provides categories of col-
leagues, classmates, we’ve done business together, friend, and other where you 
provide an e-mail address as acquaintance reasons, and is general (includes free 

Fig. 3.11 People page in Find & Connect, where (a) shows the people nearby and (b) shows the 
interests of the people nearby

3 Ephemeral Social Networks



44

form text). The specific reasons are important, as they provide more information 
to the user to help them decide whether to add this person or not (Wang et al. 
2011). The acquaintance reasons shown in Fig. 3.13b are based on the survey 
which we administered to users before the conference, as described in our previ-
ous work (Chin et al. 2012).

 2. Program
In the Program shown in Fig. 3.14a, the user can see the conference schedule and 
session details just as in other conference systems (Barrat et al. 2010; Atzmueller 
et al. 2011), and then decide which sessions she wants to attend, similarly to the 
UIC conference (Chang et al. 2011). Here, we add the feature of recording the 
users who attended a particular session (as shown by selecting the Attendees but-
ton in the session page of Fig. 3.14b) because we know the position of each 
attendee. We do this because often it may be important to know whether a par-
ticular user was also in the same session as you, and for adding speakers to your 
contact list during their presentations so you do not forget to do it later. From this 
list of attendees at the session, the user can easily select any attendee and browse 
and connect from her profile.

Fig. 3.12 Profile page of a user is shown in (a) and (b), showing the common research interests, 
common encounters, sessions attended, and common contacts between you and the user
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 3. Me
If the user wants to see all features personalized to her including notifications, 
her profile, and contacts that she has added, she goes to the Me page shown in 
Fig. 3.15a. By selecting the Notices tab as shown in Fig. 3.15b, the user can see 
the notifications of users who have added her recently (shown in Contacts 
Added), her recommended contacts from our contact recommendation system 
(Recommendations) and also Public Notices. She can then see their profile in 
Fig. 3.15c. The user can also see her contacts list (Contacts) and edit her own 
profile (Profile).

3.5  Analysis of Find & Connect: Offline and Online

In this section, we analyze the offline and online networks formed from the three 
conferences that we deployed Find & Connect to understand the user behavior for 
demonstrating ephemeral social networking. For user behavior, we use the follow-
ing network properties to characterize each of these networks, as they are the most 

Fig. 3.13 Adding a contact (a) by having the user introduce herself and sending a message, and 
then selecting how she knows this person (b)
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Fig. 3.14 Viewing the conference program and sessions in (a), then finding out who attended a 
session such as the keynote in (b)

Fig. 3.15 Notifications section is shown in (a), where the user can see who added her as contacts 
from the Me page (b), and see the message that someone sent to her who added her as a contact (c), 
from which she can view that person’s profile and decide to add that person back
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frequently used (Wasserman and Faust 1994). Density is the proportion of ties in a 
network relative to the total number possible. Average shortest path is defined as the 
average number of steps along the shortest paths for all possible pairs of network 
nodes. Diameter is the maximum length of all shortest paths between any two con-
nected nodes. Average clustering coefficient is a measure of the degree to which 
nodes in a graph tend to cluster together. We then analyze the effect that offline 
encounters have on forming online connections such as friends and follow.

3.5.1  Analysis at a Research Conference with Parallel  
Tracks (UIC 2010)

A total of 112 people registered for the trial, of which 62 users were paper authors 
and 50 users were non-authors. We recorded the user’s position from the phone 
(which we lent to them to use) every 10 s, and calculated the encounters with our 
encounter algorithm every 5 min. In our database and log, we recorded the profile, 
friends, followers, recommended friends, agenda items, favorite papers, encounter 
information, and messages for each user. The friend recommendation algorithm is 
based on common interests, common sessions, encounters, messages sent and 
received, and common friends (Xu et al. 2011b), and was computed every 10 min. 
From the 86 of the 112 people surveyed, 73 of them knew at least one person at 
the conference; therefore, a high percentage (85 %) already knew people at the 
conference.

We studied the social connection networks formed from the acceptance of friend 
requests, follow requests, and exchanged contacts. We also studied the encounters 
recorded between people. The social network properties for each network are listed 
in Table 3.1. Users connected only with people who were registered, and the friend 
recommendations were only within the participants. The friend network includes 
also friendship that is established from the friend recommendations.

3.5.1.1  Network Properties

In the UIC conference, users followed less people (on average 3) than adding friends 
(average of 7.5) and exchanging contacts (7.9). The friend and exchanged contacts 
networks are much denser than the follow network (0.146 and 0.129 vs. 0.049 
respectively), have a smaller diameter (4 for friends and follow vs. 6 for exchanged 
contacts), are more highly clustered with a larger clustering coefficient (0.505 and 
0.462 for friends and follow vs. 0.387 for exchanged contacts), and have similar 
average shortest path length (2.12 for friends and follow vs. 2.68 for exchanged 
contacts). This means that both the friend and exchanged contacts networks are 
tighter and more intimate than the follow network, due to the reciprocity of friend 
requests and exchanged contacts, and people want to establish strong social connec-
tions with others. Users have a sense of closeness with being friends and 
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exchanging contacts, whereas follow is more for just casual interaction and is a 
loose one-way connection, unlike the strong influence of friendship. Offline encoun-
ters have the highest metrics in terms of number of users, number of links, average 
degree, density, diameter, and average clustering coefficient, and lowest metric in 
shortest path length compared to the online connections (friend, follow, and 
exchanged contacts). Figure 3.16 illustrates the friend, follow, and exchanged con-
tacts networks as graphs.

The position distribution for all users follows a power-law similar to those for 
social networks and human behavior (Mislove et al. 2007), where only a small num-
ber of users are highly active offline while a large number of users are less active 
offline. Aggregated positioning of the users mapped to the conference floor show 
that the majority of user activity happened in the large meeting room and corridors 
outside the meeting rooms during the breaks.

Fig. 3.16 Friend (a), follow (b), and exchanged contacts (c) networks for Find & Connect at the 
UIC 2010 conference
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3.5.1.2  Relationship of Offline Encounters on Online Connections

We investigate whether having greater encounter duration with a user will increase 
the probability of becoming a friend with that user. For the encounter duration, we 
select 4 m and 10 m as the threshold, with 4 m as the minimum threshold as from 
our earlier work (Wang et al. 2011). We choose 10 m as the maximum threshold 
because from the distribution of the total number of encounters defined by different 
encounter distance thresholds in the conference, we discover that the maximum 
total number of encounters occurs at 10 m, and then the encounter numbers decrease 
with increasing threshold. Figure 3.17 shows the cumulative total encounter dura-
tion averaged per pair of encountered users at each discrete time unit (30 min) 
before and after the time 0 point when the friend request was sent, with the encoun-
ter distance threshold of 4 m and 10 m.

The distributions for encounter distance thresholds of 4 m and 10 m are similar, 
and can be divided into four phases described below.

•	 Phase I. More than 2 h before the friendship connection is established, the cumu-
lative average total encounter duration is very small and rises very slowly. 
Attendees at the beginning do not know many people, and therefore there is no 
online social selection that occurs here.

•	 Phase II. Around 2 h before the friend request is sent until time 0 when the friend 
request is sent, the cumulative average total encounter duration rises to be 
 considerably large. As attendees begin to meet people, their encounters with that 
person increase as well as the encounter duration, thus causing attendees to know 
more about this person and add this person as a friend. Social selection on physi-
cal proximity in becoming friends becomes strong here.

Fig. 3.17 Cumulative total encounter duration averaged per pair of users over time for different 
encounter distance thresholds in the UIC 2010 conference
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•	 Phase III. Around 2 h after the friend request has been sent, the cumulative 
average total encounter duration continues to rise, but at a higher rate than before. 
After becoming friends, attendees want to know more about each other’s work, 
so it is natural to continue to have more offline interactions, thus short-term 
social influence becomes strong.

•	 Phase IV. More than 2 h after time 0 when the friend request is sent, the average 
cumulative total encounter duration continues to rise but the curve starts to stabi-
lize and flatten out. The frequency of encounters is less and encounter durations 
are smaller, and since the social connection has been established, users spend 
less time being physically proximate to each other because they go and meet 
others, causing long-term social influence to be weak.

The above behavior reflects the actual behavior of users at a conference where 
the intention is to meet more people.

3.5.2  Analysis at a Business Conference with a Single  
Track (GCJK 2011)

Our system was also deployed at a business conference for 1 day on April 13, 
2011 in Beijing at the main meeting room of a conference hotel with eight Wi-Fi 
access points placed in various locations in the room (Xu et al. 2011a). The event 
was single track and divided into 19 activities. Users were encouraged to down-
load and use the Find & Connect client throughout the event, where from a total 
of 779 people that were at the conference, 76 users downloaded and used the 
client. For the event, we relaxed the social linking to be one-way follow instead 
of two-way friendship, to allow more users to feel comfortable in using the 
social features of our software. Here, users connected only with people that were 
registered, and the follow recommendations were only within the participants. 
We recorded the exchanged contacts, followers, and encounter information for 
each user, similar to the UIC 2010 conference, and the networks are visualized 
in Fig. 3.18.

From Table 3.1, a total of 72 users are in the follow network with 123 follow 
links generated, 27 unique users follow others, and 66 unique users are followed. 
We discover 41 users in total who have at least exchanged contacts with one person 
in the exchanged contacts network, and 51 exchanged contact links are generated. 
There are 16 contacts that are exchanged in the day before the event, two are 
exchanged in the morning before the first activity, and 33 are exchanged during the 
activities. As expected, we discover that people mostly exchange contacts not dur-
ing the actual main talks, but after, during lunch and leisure time. For the encoun-
ters, there are a total of 70 users who have at least one encounter, with 592 encounter 
links generated.
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3.5.2.1  Network Properties

As shown in Table 3.1, the encounter network has similar number of users as the 
follow network (70 vs. 72), but has nearly 5 times the number of links as the follow 
network (592 vs. 123). Also, the encounter network has almost 2 times the number 
of users as the exchanged contacts network (70 vs. 41), yet more than 10 times the 
number of links as the exchanged contacts network (592 vs. 51). In addition, the 
encounter network has the highest clustering coefficient (0.683) and highest density 
(0.245), which indicates that the encounter network is the most tightly connected, as 
can be seen in Fig. 3.18c. All these results show that the encounter network is 
better connected and more cohesive. Comparing the two online social networks, we 
observe that although the follow network is at a larger scale than the exchanged 
contacts network, the follow network is less dense than the exchanged contacts 
network (0.024 vs. 0.062). While the average clustering coefficient and network 
diameter are quite similar for follow and exchanged contacts (0.221 vs. 0.195 for 
average clustering coefficient of follow and exchanged contacts, and 6 for network 
diameter), this means that the exchanged contacts network and the follow network 
have a similar level of connection ties, while the follow network is larger than the 
exchanged contacts network.

Overall, in terms of highest density and smallest average shortest path length, the 
order is encounter, exchanged contacts, and follow, which intuitively makes sense 
because there are many encounters between people (recorded automatically), com-
pared with exchanged contacts and follow which are manual. We can also see that 
the size, connectivity, and density as reflected in the visualization in Fig. 3.18 also 
confirm the order of the network.

3.5.2.2  Relationship of Offline Encounters to Online Connections

Similarly to UIC 2010, depending on the social relationship of a user pair, we 
divided all user pairs into two types; those who exchanged contacts, denoted as 
Exchange-Pairs, and those who established followship between each other, denoted 

Fig. 3.18 Follow (a), exchanged contacts (b), and encounter (c) networks for the GCJK 
conference
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as Follow-Pairs. Similarly, encounters of all user pairs can be divided into two 
categories: encounters of Follow-Pairs, denoted as Follow-Encounters, and encoun-
ters of Exchange-Pairs, denoted as Exchange-Encounters. For the encounter dis-
tance threshold, again we use 4 m as in UIC 2010. For each of the user encounter 
pairs (Follow-Encounters and Exchange-Encounters) we sum out the cumulative 
duration value of their encounters in discrete time intervals before and after their 
respective behaviors are committed, and then average them by the number of this 
type of user pair, which results in the Cumulative Average Total Encounter Duration 
for any pair of users. Figure 3.19 shows the cumulative total encounter duration 
averaged per pair of encountered users at each discrete time unit (30 min) before 
and after the time 0 point, for follow and exchanged contacts.

From Fig. 3.19, we can see three phases that emerge.

•	 Phase I. More than 2 h before any online social interaction request (exchanged 
contacts or follow), the cumulative average total encounter duration is very small 
and rises very slowly. At the beginning, people do not meet many of each other 
in the room because they are probably outside the room, or if they do encounter, 
it is short due to them passing by each other to attend to an activity.

•	 Phase II. Around 2 h before the online social interaction request until time 0 
when the online social interaction request is sent, the cumulative average total 
encounter duration rises sharply to be considerably large. Before the exchanged 
contacts request or follow request, the cumulative average total encounter 
duration increases rapidly with time. This indicates that just before two users 
exchange their contacts or follow each other, they are spending more time physi-
cally proximate to each other.

Fig. 3.19 Cumulative total encounter duration averaged per encounter over time for follow and 
exchanged contacts between any two attendees in the GCJK conference

3 Ephemeral Social Networks



54

•	 Phase III. After time 0 when the online social interaction request is sent (exchanged 
contact or follow), the average total encounter duration decreases, which causes 
the cumulative average total encounter duration curve to stabilize and flatten out. 
This indicates that after the user finishes pressing the Exchange Contacts or 
Follow button, the social connection has been established, and the users spend 
less time being physically proximate to each other. Most likely this is because 
after the user adds this person to her social network, then she can easily see the 
person’s social activity updates from the All Updates page of the Find & Connect 
application, so there is no need to be physically proximate to that person.

The above behavior is similar to that of friend requests from the UIC 2010 con-
ference presented earlier in Fig. 3.17, except that there is no Phase IV. This suggests 
that the social selection on physical proximity in exchanged contacts and follow is 
strong (Phase II), but that social influence is weak (Phase III). Greater physical 
proximity encounter duration results in an increased probability for a person to fol-
low another one, or exchange their contacts with. However, after users have estab-
lished an online social relationship, the probability of users being physically 
proximate to each other decreases because due to limited time, users want to meet 
others. At the beginning (Phase I), you do not know many people and there is no 
online social selection. Then, in Phase II, as you begin to meet people, you start 
talking with them face-to-face, and therefore your encounters with that person 
increase as well as the encounter duration. As you begin to know more about that 
person, you want to add her to your social network and therefore you choose to 
either follow or exchange contacts to make a record of this connection. Social selec-
tion is at play here. After that, in Phase III, you want to meet other people; therefore 
the frequency of encounters is less and encounter durations are smaller, because 
there is no need to be physically proximate to that person, since you can follow their 
updates in the application. Therefore, social influence is weak here.

3.5.3  Analysis at a Research Conference with a Single Track 
(UbiComp 2011)

We set up the Find & Connect trial at the UbiComp 2011 conference in Tsinghua 
University, Beijing from September 17 to 21, 2011 for all registered attendees in the 
conference to use. From a total of 421 registered attendees, 241 (57 %) used our 
system and each registered attendee wore an RFID badge to identify herself, which 
also acted as a conference badge. All participants used our Find & Connect web 
client from their own mobile device with the distribution as follows: 31.34 % of all 
web visits came from the Safari web browser (Apple iPhone, MacBook, or iPad), 
23.85 % came from the Google Chrome browser, 22.12 % came from the Android 
browser (Android phone or tablet), 9.08 % came from Firefox and 8.29 % came 
from Internet Explorer (laptop computer). Therefore, we see that most attendees use 
an Apple or Android mobile device.
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3.5.3.1  Usage Analysis

We used Google Analytics to track the usage of the features of Find & Connect. 
Participants spent an average of 11 min and 44 s in Find & Connect per visit, with 
an average of 16.5 pages browsed per visit, which shows that users spent a signifi-
cant amount of time using the system, demonstrating that it is useful. Usage rose 
from the beginning of UbiComp, which was the tutorials (Sept. 17), until the first 
day of the conference (Sept. 19) when most people arrived, and then decreased as 
expected since people start to leave. From the page views, users mostly found peo-
ple nearby (11.66 %), and made new connections (where the contact requests are 
shown in the notices page) (10.30 %), followed by login (6.27 %), viewing the 
conference program (4.97 %), and finding people farther away (3.29 %). This is 
expected because when the user logs in, the first page she sees is the finding people 
nearby page, which motivates her to explore who are the people close by in the 
room where she is.

3.5.3.2  Network Properties

We discuss the contact and encounter networks formed at UbiComp 2011, with the 
properties listed in Table 3.1 and their networks visualized in Fig. 3.20. We compare 
the results between all registered users who use Find & Connect (112) and add at 
least one contact or are added at least once by someone else, and the authors (62), 
who are 55 % of all registered users. There are a total of 571 contact requests, of 
which 40 % are reciprocated by the recipients, and 309 of the requests come from 
our contact recommendation algorithm out of a total of 15,252 contact recommen-
dations. This results in a total of 2 % of the contact recommendations being 
converted into contact requests. The contact network is strongly driven by the 
authors, with almost all authors (55) out of all registered users (59) having added at 

Fig. 3.20 Network graphs of the contacts (a) and encounters (b) from Find & Connect at the 
UbiComp 2011 conference
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least one contact (93 %), and the large majority of contact links come from authors. 
In addition, the network density, network diameter, average clustering coefficient, 
and average shortest path length are almost the same for authors and all registered 
users. The network diameter is 4, meaning that any user can be reached and added 
as a contact at a maximum of four hops, similar to the social influence theory of 
3 degrees of separation in social networks (Cacioppo et al. 2009). With an average 
shortest path length of about 2, any user on average can be indirectly contacted via 
another direct contact, indicating that the UbiComp conference is a tight, well-con-
nected community.

We discover that having common contacts is an important reason for adding a 
person as a friend/contact (similarly to online social networks) as well as having 
common research interests, thus validating the homophily principle and social influ-
ence theory of 3 degrees of separation. However, the majority of participants only 
have one to two contacts, and very few have more than ten contacts, showing that 
users do not add many contacts, contrary to our expectation. Perhaps users are too 
busy to look up the other user in Find & Connect and add as contact, or users 
already exchange business cards so there is no need to use Find & Connect because 
there is no incentive for doing so. We discovered that for those who do add others as 
contacts, the reasons for doing are primarily because they have encountered them 
before and that they know them in real life (Chin et al. 2012).

For the encounters at UbiComp 2011, there are 12,716,349 encounters and from 
Table 3.1, 234 users had an encounter with another attendee at the conference, with 
15,960 unique encounter links established between any two people. Each user had 
an average of 68 encounters with other users. The encounter network is very dense 
(network density = 0.5861) as expected, due to the many people being co-located 
together during the session. The encounter network density is significantly higher 
than the contact network density. The network diameter in the encounter network is 
smaller than that in the contacts network (3 vs. 4), showing that any user can be 
indirectly encountered at a maximum of three hops (which is the same number as in 
social influence theory for establishing friends (Cacioppo et al. 2009), with an aver-
age shortest path of 1.414 hops (direct encounter). This means on average, users can 
directly encounter others at the UbiComp conference, without having to encounter 
another person first. Also as expected due to the conference environment, encoun-
ters between users are highly clustered (average clustering coefficient = 0.876) com-
pared to the clustering in the contact network (0.462).

3.5.3.3  Relationship of Offline Encounters to Online Connections

Instead of computing the cumulative average encounter duration for a pair of con-
tacts, which would likely show the same type of behavior as in UIC 2010 and GCJK 
2011, we instead looked at the fraction of overlap between offline encounters and 
online contacts (i.e., how many of the offline encounters between two users at that 
time also had online contact requests sent by either of those two users), and the 
transfer amount between offline and online. Given the online and offline interaction 
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networks G(V,Eon) and G(V,Eoff), we propose FOon and FOoff to represent the fraction 
of overlap in online and offline interaction networks, respectively. Moreover, we use 
the Jaccard Coefficient to calculate FOtotal, to compare the similarity of the two net-
works. The expressions are computed as follows:
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Figure 3.21 shows the fraction of overlap between online and offline interaction 
networks. The x-axis is the day of the conference and the y-axis is the overlap com-
puted from the expressions above. We can see that all the overlap fraction metrics 
fluctuate greatly at the very beginning, and gradually reach steady state at the end of 
each day. The fraction of overlap in the online interaction network is always higher 
than 50 %, which is much higher than the offline overlap and total overlap. It means 
that the majority of people who have online interactions with others also had offline 
encounters. This is intuitive, because everyone wears the RFID badge, and are for 
the most part in the same room as others, since the conference is single session only.

For the transfer amount between offline and online, we define two transfer met-
rics: online to offline and offline to online transfer amounts. If the online interaction 

Fig. 3.21 Fraction of overlap 
between online contact and 
offline encounter networks 
from Find & Connect at the 
UbiComp 2011 conference
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happens before the offline interaction in the same node pair, it is included in the 
online to offline transfer amount, otherwise we count it to the offline to online trans-
fer amount. Here Ti,j

on and Ti,j
off are calculated as the first time when the online and 

offline interactions happen between node i and node j. Here we assume Ti,j
on and 

Ti,j
off are both positive, and they are assigned with −1 only when there is no online or 

offline interaction between nodes i and j. Thus the O2O transfer amounts TRon → off 
and TRon → off can be calculated as follows:
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where H(x) is the Heaviside step function.
Figure 3.22 shows the transfer amount between the online and offline interac-

tion networks. Both the offline to online and online to offline transfer amounts 
increase during the conference, and tend to be stable after September 21 when 
everybody leaves the conference. The total transfer amount from offline to online 
is much higher than that from online to offline, and the difference increases dra-
matically with time. Since the encounters are detected automatically by our system 
but the online interactions are generated through user intervention, the offline 
interactions could be regarded as the background reference for users to choose 
their online communications. Therefore, the offline to online transfer flow holds 
the dominant position in this bidirectional O2O transition flow. Moreover, the 
offline to online transfer amount has the greatest increase on the day of September 
19, which is the time of the first day of the main conference. The possible 

Fig. 3.22 The transfer 
amount between the online 
and offline interaction 
networks by cumulative 
amount in the UbiComp 2011 
conference
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explanation is that at the end of the first conference day, people tend to review the 
offline encounters of the whole day displayed in our Find & Connect user inter-
face, and then add others as contacts.

3.6  Discussion

From the three trials of Find & Connect at a research conference with parallel tracks 
(UIC 2010), business conference with single track (GCJK 2011) and research con-
ference with single track (UbiComp 2011), we observe similarities and differences. 
Depending on the nature of the event, the properties of their social networks also 
change. From Table 3.1, we do find that there are differences between the three 
events. First, UbiComp 2011 has the most number of participants that used the Find 
& Connect system. This is because all participants carried an RFID conference 
badge and so their position was always tracked, and this conference had the most 
number of participants. GCJK 2011 and UIC 2010 conferences had fewer partici-
pants and used Wi-Fi, which required using a Nokia Symbian S60 phone since our 
Find & Connect client was only developed for Nokia Symbian S60 phones. Second, 
for the offline encounter network out of all the events, UbiComp 2011 has the most 
dense encounter network, with highest degree, highest density, and shortest average 
path length, due to it being a single-track conference where everyone is in the same 
room (for the most part) in every session during the conference. This is followed by 
the UIC 2010 conference and then the GCJK event. Since UIC/ATC 2010 is an 
international academic conference, people tend to meet more people that they did 
know but did not physically meet before. However, the GCJK event is an internal 
business meeting, so the attendees are not as interested to add others into their social 
network because they can be easily found in the company address book and the 
people already know each other. Despite that, the results are as expected, which 
confirms the utility and user behavior in Find & Connect.

The network properties of the contacts network in the UbiComp 2011 conference 
are fairly similar to the properties of the contacts network in the UIC 2010 conference 
and GCJK meeting. Even though the proximity technology used is different (UIC 
2010 and GCJK used Wi-Fi, while UbiComp 2011 used RFID), nonetheless, for dif-
ferent conferences, it appears the user behavior in making contacts is the same, 
regardless of the conference, which for the most part is expected. However, in the 
UIC 2010 conference, attendees make the most number of contacts compared to 
GCJK and UbiComp 2011. Again, this is most likely due to the UIC attendees not 
knowing each other well, compared to a business meeting like GCJK or a tightly knit 
research community such as UbiComp 2011. In addition, UIC attendees probably are 
eager to try out the technology as this type of system was never deployed at UIC, 
whereas with UbiComp 2011, other systems such as IntelliBadge (Cox et al. 2003) 
were deployed before, so attendees did not find anything new behind our system, 
which was also reflected by attendee comments.

Interestingly, we discovered that for UIC 2010, attendees did not make use of the 
messaging features (where attendees could message each other, message a group, or 
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post on LinkedIn), whereas for UbiComp 2011 (where we did not include messaging 
features or allow linking to online social networks such as Sina Weibo or Twitter) 
attendees wanted these features. The reason for the difference lies in that for UIC 
2010, as indicated in our survey, not many attendees actively used online social 
networks such as Twitter (24 %), Facebook (48 %), or Sina Weibo (25 %, a Chinese 
version of Twitter) on a regular basis. On the other hand, for UbiComp 2011, most 
people actively tweeted on Twitter (69 %) or used Facebook (89 %) and frequently 
used them at least once a day (79 %). Even though both conferences were held in 
China and the majority of the attendees came from China, nonetheless the most 
influential people at UbiComp 2011 came from the US and Europe, who are the 
most active users of online social networking.

In addition, unsurprisingly, offline encounters do affect a user’s probability of 
adding that person as a friend or contact. In the beginning before the friend/contact 
is added, social selection is at play where the encounters between two users are 
accumulated until the friend/contact request is initiated to add the friend/contact. 
Then social influence takes over after the request is accepted, as the users encounter 
each other more before reaching a certain time where they meet others (as demon-
strated with UIC 2010 and GCJK 2011).

We also observed some interesting behavior with Find & Connect during the three 
events. For UIC 2010, where we encouraged users to use our system so that they 
could win a prize at the end of each day, many attendees used our system just for this 
purpose in order to become one of the top five users. Therefore, this could have 
biased the results. For GCJK 2011, we observe that users did not use much of the 
map to see where others were at, nor updated their status, but just used it to add oth-
ers as contacts and exchange business cards virtually, which they found to be very 
useful for remembering people they had met. For UbiComp 2011, users did not use 
much of the add contacts feature, probably for the reason that they did not find any 
incentive to do so, since they could easily exchange real business cards and also add 
that person from that person’s tweet. An interesting behavior is that we observe some 
users add others as contacts in our application when directly meeting with them.

Finally, we need to improve the system and the design. First, our method of cal-
culating encounters using a central server may cause inaccurate positioning and 
spurious encounters, which could have been avoided if we had used other peer-to- 
peer technologies such as Wi-Fi, Bluetooth, or even peer-to-peer RFID to detect 
proximity rather than the absolute distance. Therefore, our computation of an 
encounter is meant to be more of a high probability that there may be an encounter 
rather than saying there is an actual encounter. In addition, identifying real encoun-
ters also requires the collection of other context such as audio and accelerometer, as 
well as the context data of others nearby who may be involved in the encounter. 
Therefore, more research is required in order to identify the minimum context 
required to reliably detect an encounter. Second, contact recommendations need to 
be improved, since from UbiComp 2011, only 2 % of the contact recommendations 
resulted in contact requests. A suggestion is to place the notification for contact 
recommendations near the top of the user interface of the client, so it is clearly 
visible. Third, as suggested by the attendees, our Find & Connect application 
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needs to be more social, with more social features such as chatting directly with the 
attendees, and be integrated with online SNS, such as when adding a friend in Find 
& Connect, it sends a friend request to your online SNS, and also links your posts 
and activities directly to your online SNS.

3.7  Conclusion

In this chapter, we explained our concept of the ephemeral social network, and how 
it solves the problem of bridging the gap between offline and online. Our research 
problem is to find the relevant people and connect with them easily in a dynamic, 
ephemeral environment such as a conference. We want to be able to capture dynamic 
social networks at a particular point in time for a specific duration at a place, so that 
we are able to remember the event and the people that were there. Therefore, we 
built a system and application called Find & Connect based on this ephemeral social 
network concept, using social proximity and homophily in a conference context, to 
better help attendees find and connect with each other. We deployed Find & Connect 
in three different events, an academic research conference with parallel sessions 
(UIC 2010), a business meeting with a single session (GCJK 2011), and an aca-
demic research conference with a single session (UbiComp 2011). We have 
described the features and user interface of Find & Connect for each of the trials, to 
provide a glimpse as to how attendees use our system. Attendees enjoyed making 
contacts the most, although the most usage of our application was on the conference 
program and seeing where people were at the conference. Messaging was imple-
mented at the UIC 2010 conference; however, it was not used frequently, whereas 
UbiComp 2011 attendees wanted this feature, thus demonstrating that social demo-
graphics of the attendees is important in deciding what features to include in the 
application.

From the trials, we conducted an analysis of O2O user behavior by quantifying 
the offline to online (and online to offline) networks created from the encounters, 
the follow, the friends, and exchanged contacts. The network properties of the con-
tacts network in all the events are fairly similar, thus demonstrating that user behav-
ior in making contacts is the same, regardless of the conference, which for the most 
part is expected. The encounters formed the most dense network, followed by the 
exchanged contacts, follow, and friends. From all the events, UbiComp 2011 had the 
most dense encounter network with the highest degree, highest density, and shortest 
average path length. In addition, most people used Find & Connect at the UbiComp 
2011 conference because we allowed users to use their own mobile devices and 
separated the positioning technology from the mobile device. We discovered that 
offline encounters do affect the building of online contacts and friendship. Social 
selection or homophily is the factor for people to encounter each other through a 
session because of their similar interests, while social influence is the factor for 
people to continue to encounter each other after they have established an online con-
nection as a friend or contact.
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Even though people enjoyed using Find & Connect, the system was tailored for 
the specific details of a conference, and required infrastructure to set up the posi-
tioning system and the conference program. Many times, we meet and encounter 
people in other situations, where the encounter is not related to an organized event. 
This means that we will need to use peer-to-peer technologies such as NFC, 
Bluetooth, or RFID to detect proximity, as well as use sensors on the mobile phones 
to detect the type of context to determine whether an encounter is an actual encoun-
ter and the activity involved. Our future work involves generalizing Find & Connect 
to any event, whether it is organized or ad hoc, so that people can find and connect 
to each other easily. We also plan to create algorithms to detect ephemeral social 
networks other than sessions, and allow these ephemeral social networks to be syn-
chronized into online social networks such as Facebook and LinkedIn. Ephemeral 
social networking is the next revolution in social networks, which will help to truly 
integrate and fuse offline activities into online.
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    Abstract     Mobile social networks are enabled by the emergence of mobile and 
ubiquitous applications, providing social networking and social media functional-
ities in diverse contexts. This chapter focuses on social behavior in mobile social 
networks: We fi rst discuss different aspects of mobile social networks. After that, 
we briefl y describe exemplary systems. Finally, we summarize recent real-world 
analysis results, especially focusing on links and contacts between individuals, 
characterization of their roles, and dynamics of communities in mobile social 
networks.  

4.1         Introduction 

 Mobile social networks are usually created using pervasive and ubiquitous applica-
tions. In this way, mobile social systems help to bridge the gap between physical 
and online worlds, utilizing context awareness, pervasive computing, distributed 
computing, and sensor networks. 

 Mobile devices, such as smartphones or RFID tags coupled with appropriate 
ubiquitous and social applications, enable an integrated approach for both physical 
and digital social interactions. In that way, mobile social networking specifi cally 
includes networking options that are only possible on mobile and ubiquitous 
devices. It is important that mobile social networks are not restricted to networks 
provided by smartphone technology. For example, an RFID sensor network is one 
prominent kind of mobile social network that enables the capture, analysis, and 
processing of offl ine interactions in order to support social networking and provide 
sophisticated social services in ubiquitous environments. 

    Chapter 4   
 Social Behavior in Mobile Social Networks: 
Characterizing Links, Roles, and Communities 

             Martin     Atzmueller    
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 This chapter describes social behavior in such mobile social networks. We focus 
on different aspects in mobile social networks, and discuss its implementation. With 
regard to this, we also briefl y describe exemplary systems in real-world application 
contexts: We briefl y discuss the Conferator (Atzmueller et al.  2011a ) and MyGroup 
(Atzmueller et al.  2012a ) systems for supporting social networking in conferencing 
and workgroup contexts. Both systems apply active RFID technology that allows us 
to detect real-world face-to-face contacts, i.e., offl ine contacts in addition to con-
tacts in (online) social networks. In this context, we summarize a number of exem-
plary analysis results of social behavior in mobile social networks, focusing on the 
characterization of links, roles, and communities. 

 The rest of the chapter is structured as follows. The next section provides an 
overview on social behavior in mobile social networks, focusing both on the social 
and the behavioral aspect. After that, we briefl y summarize exemplary systems 
enabling mobile social networks. The following section discusses analysis results in 
the application context of the Conferator and MyGroup systems. Finally, we con-
clude with a summary and outlook on future work.  

4.2     Overview 

 In this section, we briefl y provide an overview on mobile social networks (and cor-
responding) systems, and sketch analysis options for social behavior in such net-
works. A detailed discussion of these aspects is provided in the subsequent sections. 
First, we start with a brief introduction to social networks and social media. 

4.2.1     Social Networks and Social Media 

 Social networks and social media are key concepts for the analysis of mobile social 
networks. From a technical perspective, social networks typically consist of a set of 
actors (nodes) connected by links (edges). Usually, these relations are modeled as a 
graph. For example, we could consider friendship relationships or the “Follower” 
relationship in Twitter. Extensions consider multiple types of connections (links or 
relations) modeling the network as an (extended) hypergraph. From an analytic 
point of view, we can then analyze the networks using a number of techniques from 
the area of social network analysis (SNA) (Wasserman  1994 ). 

 With regard to social media, Kaplan and Haenlein defi ne social media as a set of 
internet-based applications that apply principles of the Web 2.0 (Kaplan and 
Haenlein  2010 ). In this context, user-generated content plays a prominent role, that 
is, content being produced and shared by users online. In this chapter, we adopt a 
similarly intuitive defi nition, and consider social media as Internet-based systems 
and services in the ubiquitous Web that use and provide all kinds of social data of 
human interaction and communication. Both social media and mobile devices play 
an important role for connecting people through the social media artifacts. Therefore, 
we especially focus on social media that are being enabled by social mobile devices. 
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This also includes data from sensor networks, as long as the data is created by real 
users. Essentially, mobile social networks are enabled by mobile devices; however, 
we do not constrain these to just networks on mobile, but include special kinds of 
networks and applications that are specifi cally created by mobile devices.  

4.2.2     Mobile Social Networks 

 In this chapter, we aim to sketch a more comprehensive view on mobile social 
networks, in contrast to earlier work (e.g., Humphreys  2008 ) that mainly considered 
the social network on the mobile, i.e., the mobile device as just another technical 
device for accessing the social network. We specifi cally include networking options 
that are only possible on mobile and ubiquitous devices. This includes, for example, 
sensor networks, and ubiquitous computational systems enabled by RFID sensor 
networks as one prominent kind of mobile social network. 

 For the characteristics of mobile social networks, we therefore consider different 
devices which enable systems utilizing such networks. Basically, these include all 
devices for connecting people, for example, mobile phones, and RFID or Bluetooth 
tags. Specifi c studies for these include those using cell phones (Miluzzo et al. 2008) 
and Bluetooth-enabled devices and sociometric badges (cf., Chin et al.  2012 ; Eagle 
and Pentland  2006 ; Zhuang et al.  2012 ), as well as passive and active RFID tags, e.g., 
the proximity tags developed by the SocioPatterns consortium (  http://www.sociopat
terns.org    ), (e.g., Alani et al.  2009 ; Barrat et al.  2010 ). We describe these in more 
detail below; we especially focus on these sensors because they are utilized in the 
exemplary Conferator and MyGroup systems also described below. These systems 
provide attractive technical options for analyzing social behavior in mobile social 
networks: compared to the other discussed technologies, the active proximity tags are 
able to detect “real” contacts, that is, real face-to-face contacts between individuals. 
If the tags are worn on the front of the body, proximity of two tags indicates a face-
to-face contact of the actors. In the analysis section below, we will consider exem-
plary analysis results in the context of such networks. In contrast, many technologies 
implementing mobile social networks, e.g., based on Bluetooth, mainly consider the 
“co-location” of the contacts. In an offl ine scenario, a network can then be created, 
for example, using frequent encounters – however, only as a proxy for contacts.  

4.2.3     Analysis of Social Behavior in Mobile Social Networks 

 Mobile social networks are often created during certain events, for example, during 
conferences, at work, or other group-based activities. During a conference, for 
example, social contacts form an essential part of the experience of the participants. 
In general, the term “networking” is used for describing the inherent processes in 
such interactions. Typically, there are different (implicit and explicit) communities 
present at such events, defi ned according to interests or membership to certain 
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tracks or special interest groups. In order to enhance the participating experience, 
ubiquitous computing approaches, e.g., based on RFID-tokens, can provide dynamic 
adaptation options. Mobile social networks can then be utilized, for example, for 
recommendations, or explanations of the current user context. 

 In the following, we focus on the analysis of key actors, roles, and communities. 
For the analysis, we can consider the static and dynamic behavior in mobile social 
networks. For the static behavior, we can simply analyze the network structure and 
derive basic statistics and characteristics from these. As an overall summary, such an 
analysis usually provides fi rst insights into the link structure and behavioral charac-
teristics. Different network types, for example, can then be distinguished by the diam-
eter, contact distribution, degree distribution, or mean connectivity of the contained 
nodes. Identifying different “roles” of nodes, and fi nding so called “key actors”, has 
attracted a lot of attention, ranging from different measures of centrality (cf., Brandes 
and Erlebach  2005 ) to the exploration of topological graph properties (Gaertler  2004 ; 
Wongchokprasitti et al.  2010 ) or structural neighborhood similarities (Lerner  2005 ). 
For an analysis of the dynamic behavior, we can consider how the behavior changes 
and evolves during the event, i.e., the life cycle of the mobile social network. We can 
analyze time-based slices of the networks, for example, that is, snapshots of the net-
work constructed using different time-thresholds for constructing the edges. 

 The analysis of communities intuitively considers densely connected subgroups 
of actors, represented as nodes in the social network. While there exist different 
defi nitions of communities, the above defi nition includes the core of most – focus-
ing on the density of the connections within the community (Atzmueller and 
Mitzlaff  2011 ; Fortunato and Castellano  2007 ; Girvan and Newman  2002 ; 
Lancichinetti and Fortunato  2009 ; Newman  2004 ). In general, usually not only the 
density within the community is assessed, but the connection density of the 
community is compared to the density of the rest of the network (Newman  2004 ). 
Then, cuts between communities are established in such a way as to maximize the 
community evaluation function. For community-based roles, a prominent metric 
measures how much a node connects different communities (cf., Scripps et al.  2007 ; 
Chou and Suzuki  2010 ). It can be based on initially given community structures or 
on a probabilistic model. 

 Furthermore, the analysis of links within contact networks can be analyzed on a 
static or dynamic level, for example, considering link prediction (Liben-Nowell and 
Kleinberg  2003 ; Murata and Moriyasu  2007 ) on new or recurring contacts, their 
duration, and points in time (Scholz et al.  2012 ). This includes both static and 
dynamic properties of the social (contact) network.   

4.3     Systems Enabling Mobile Social Networks 

 With regard to the analysis of mobile social networks, there have been several 
approaches. For example, Hui et al. ( 2005 ) describe an application using Bluetooth- 
based modules for collecting mobility patterns of conference participants. 
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Furthermore, Eagle and Pentland ( 2006 ) present an approach for collecting 
proximity and location information using Bluetooth-enabled mobile phones. Cattuto 
et al. ( 2010 ) applied proximity sensing in the Sociopatterns project. Isella et al. 
( 2011a ) conducted further experiments on a variety of contact networks obtained 
via RFID technology. In addition, Alani and colleagues, e.g., (Alani et al.  2009 ), 
also added contact information from social online networks in the live social seman-
tics experiments. In Barrat et al. ( 2010 ), the authors analyze social dynamics of 
conferences focusing on the social activity of conference participants in those 
experiments. They analyze, for example, their activity in social Web platforms such 
as Facebook, Twitter, and other social media, together with status and their research 
seniority. These experiments have also extended their focus from conferences to 
schools (Stehle et al.  2011 ) and hospitals (Isella et al.  2011b ) using the SocioPatterns 
proximity tags. Chin et al. present mechanisms using WLAN and RFID positioning, 
e.g., (Chin et al.  2012 ; Zhuang et al.  2012 ) for their Find & Connect system. The 
system aims at connecting conference participants using location-based proximity 
as a proxy for face-to-face encounters and online social networks. Encounters based 
on the location can be estimated for constructing the mobile social networks, which 
enable fl exible support of participants at conferences using localization and online 
network techniques. 

 The Conferator system (  http://www.conferator.org    ), a social conference guid-
ance system, uses the same technical basis (RFID tokens with proximity sensing) as 
the Sociopatterns project for connecting people. Essentially, Conferator and 
MyGroup – a similar system for working groups – are two applications (Atzmueller 
et al.  2012a ; Atzmueller et al.  2011a ) using social media for collective intelligence. 
Conferator offers conference participants the option to organize and manage their 
social contacts during conferences. For this purpose, active SocioPattern RFID tags 
are applied that allow to localize participants and to collect their face-to-face con-
tacts. For these, the system allows the setup of a complete profi le, the management 
of their own social contacts, social networking to other participants, and the man-
agement and personalization of the conference schedule. A similar application, 
MyGroup (Atzmueller et al. 2012), allows the support of social communication in 
the context of working groups using social-interaction-awareness by utilizing the 
same technology. 

 Conferator has been applied at a number of conferences, for example at the LWA 
2010, LWA 2011, and LWA 2012 conferences of the German association of com-
puter science, and at the ACM Hypertext 2011 conference. MyGroup is continu-
ously running in the Knowledge and Data Engineering research group at the 
University of Kassel, and has also been applied at a number of different events, e.g., 
at a software development code camp to enhance social interactions and communi-
cation in developing software. The applied data mining methods are based on the 
community mining and key actor analysis techniques described above. 

 Using the SocioPatterns proximity tags, the system is able to detect proximity 
contacts. Due to the technical ability of the tags to detect contacts between each 
other, Conferator detects face-to-face contacts between actors, if the tags are worn 
on the front of the body. Therefore, in contrast to other approaches that apply 
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passive RFID, Bluetooth, or WLAN, the active proximity tags allow a relatively 
accurate detection of the location of participants and of their face-to-face contacts 
for constructing mobile social networks.  

4.4     Analysis of Mobile Social Behavior 

 This section focuses on social behavior in mobile social networks, and describes 
analysis options on different levels: It summarizes specifi c methods and techniques 
that can be used to characterize user and social behavior, for role mining and char-
acterization, as well as dynamic community identifi cation. 

 In the following, we primarily focus on the analysis of social behavior in mobile 
social networks, and include exemplary results obtained by the analysis of networks 
of the Conferator and MyGroup systems at different events. 

 For the static analysis, we mainly include common methods of social network 
analysis, providing overview statistics and centrality measures in the contact graph 
of the respective mobile networks. Furthermore, these can also be extended to a 
time-based analysis, considering different contact lengths of these networks. This 
bridges the path to more dynamic analysis, concerning the evolution of the networks. 
We consider individual behavior with regard to role characterization and provide 
examples of role patterns, before we describe an analysis of social behavior using 
link prediction methods. Furthermore, we discuss community mining, and provide 
examples of different community characterizations. 

4.4.1     Characterization of Key Players 

 In social networks, key players are actors that are important for the network in terms 
of connectivity, number of contacts, and the paths that are passing through the cor-
responding node. There is a broad range of applications concerning the identifi ca-
tion and characterization of key players. It can be applied for prestige and reputation 
mining, for identifying hubs in the network and for social monitoring. The assess-
ment can happen on different layers. We can consider the network as a whole for 
discovering individual roles (Wasserman  1994 ). Additionally, we can consider roles 
in specifi c communities (Gaertler  2004 ). Finally, descriptive pattern mining and 
characterization can be applied for both layers, (e.g., Atzmueller et al.  2011b ; 
Atzmueller and Mitzlaff  2011 ; Atzmueller and Puppe  2008 ; Macek et al.  2012 ). 

 For the fi rst case, standard social network analysis (SNA) methods can be applied 
for analyzing the complete network structure (Wasserman  1994 ), for example for 
determining the mean path length between nodes, or for discovering the diameter of 
the network. Additionally, on the level of the whole network we can determine dif-
ferent centrality measures, in order to identify important nodes or hubs (Atzmueller 
et al.  2012b ; Wasserman  1994 ). Examples are given by the degree centrality as the 
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number of connections to the neighbors of the node, the betweenness centrality as 
the number of shortest paths of all node pairs that go through a specifi c node, or the 
closeness centrality that considers the length of these shortest paths. For the degree 
and betweenness centralities, high values indicate a higher importance, while the 
reverse is true for the closeness centrality (Wasserman  1994 ). 

 As an example, we can consider the contact network of the LWA 2010 confer-
ence that was obtained using the Conferator system (Atzmueller et al.  2012a , 
 2011a ). In the network, we can observe higher centrality values for professors com-
pared to other groups, for example, post-docs and students. An exception is given 
by the betweenness centrality, for which the post-docs showed the highest scores 
(cf. Atzmueller et al.  2012b ). In these results, these fi ndings indicate the potential 
infl uence in hierarchical relationships, for which the post-docs are contained in 
many shortest paths between the participants, and thus seem to have a very impor-
tant function as bridges. 

 For a more detailed analysis, Table  4.1  summarizes exemplary analysis results 
focusing on the characterization of different status roles given a set of network prop-
erties (cf. Atzmueller et al.  2012b ). Here, we focus on the application of descriptive 
pattern mining (Atzmueller et al.  2011b ,  2012 ), that is, in identifying certain sub-
groups that are exceptional with respect to a certain property of interest. In our case, 
this property is given by a high share of a certain role, for example, “non-organizer” 
and “PhD student”. We observe, for example, that extreme values, i.e., sets of high 
and low centrality values, are also very signifi cant for distinguishing PhD students. 
As expected, the combination with other strong infl uence factors increases the pre-
cision of the patterns (indicated by the lift parameter). The most descriptive factors 
for the non-organizer role are given by the closeness, eigenvalue centrality, and the 

   Table 4.1    Exemplary results of characterizing non-organizers and PhD students at the LWA 2010 
conference (Atzmueller et al.  2012b ) using different centrality measures. The table shows the lift 
of the pattern comparing the fraction of non-organizers and PhD students covered by the pattern p 
compared to the fraction of the whole dataset, the size of the pattern extension (number of described 
non-organizers/PhD students), and the description itself.  Clo ,  eig ,  deg ,  bet , and  str  denote the 
closeness, eigenvector, degree, betweenness, and weighted degree centralities, respectively with the 
values  low, medium, high    

 Target  #  Lift  p  Size  Description 

 Non-organizer  1  1.06  0.88  51   clo  = { low ;  medium } 
 2  1.05  0.87  61   eig * = { low ;  medium } 
 3  1.04  0.86  59   deg  = { low ;  medium } 
 4  1.10  0.92  12   clo  = { low ;  medium } AND  deg  = { high ;  medium } 
 5  1.12  0.93  30   clo  = { high ;  low } AND  eig * = { low ;  medium } 

 PhD-student  1  1.07  0.54  59   bet  = { high ;  low } 
 2  1.07  0.54  48   str  = { high ;  low } 
 3  1.14  0.58  26   deg  =  high  
 4  1.31  0.67  12   bet  = { high ;  low } AND  eig * =  high  
 5  1.38  0.70  20   deg  =  high  AND  bet  = { high ;  low } 
 6  1.58  0.80  10   deg  =  high  AND  bet  = { high ;  low } AND  eig * = 

{ high ;  low } 
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degree, for which lower values than those of the organizers are measured. However, 
if we consider combinations of factors, we observe, that there are subgroups with 
regard to the non-organizer role, for which extreme values, e.g., the closeness 
together with the eigenvalue centrality, yield a signifi cant increase in characteriza-
tion power.

4.4.2        Characterizing Roles and Links 

 A related analysis to the identifi cation of key players and according “status” roles is 
the characteristic behavior when establishing links. This is an analysis relating to 
link prediction, i.e., the prediction of new links between nodes in a network. 
Fundamental work in this area has been done by Liben-Nowell and Kleinberg 
( 2003 ), considering standard network proximity measures, which has also been 
extended to weighted variants (Murata and Moriyasu  2007 ). 

 For analyzing infl uence factors for link prediction in mobile social networks, we 
consider the prediction of new and recurring links. In the following, we specifi cally 
consider human contact networks obtained using the Conferator system, and sum-
marize results concerning the analysis of contacts patterns in those social networks, 
and their underlying mechanisms (cf. Scholz et al.  2012 ). Homophily (Rosvall and 
Bergstrom  2007 ), for example, is a classic topic of social network analysis. Similar 
to the RFID-based setting, Eagle and Pentland ( 2006 ) and Zhou et al. ( 2009 ) pre-
sented an analysis of proximity information collected by Bluetooth-based devices, 
similar to Xu et al. ( 2011 ), relating this to online social networks. 

 Table  4.2  shows exemplary results (cf. Scholz et al.  2012 ) of a descriptive link 
prediction analysis at the Hypertext 2011 conference in the form of characteristic 
patterns (Atzmueller et al.  2009 ; Atzmueller and Puppe  2008 ) that describe certain 
subgroups of the conference participants. The table shows combinations of infl u-
ence/role factors that are signifi cantly correlated with the duration of recurring con-
tacts at the conference. In the table, we observe, for example, that people with a low 
affi liation, i.e., participants that are new to the conference, are still very active after 

   Table 4.2    Exemplary role infl uence patterns (Scholz et al.  2012 ) for the Hypertext 
2011 conference measuring the mean duration of recurring contacts. The column 
“Lift” shows the relative increase of the mean of the subgroup described by the 
factors in the “Description” column compared to the mean of all attendees   

 #  Lift  Mean  Size  Description 

 1  2.10  5,944.17  6  PhD AND low affi liation 
 2  1.52  4,297.15  26  Low affi liation 
 3  1.09  3,089.00  6  Session chair AND professor 
 4  1.08  3,038.67  21  PhD candidate 
 5  1.06  3,003.93  14  PhD 
 6  0.87  2,461.25  8  Session chair 
 7  0.82  2,326.18  11  Professor 
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the fi rst day, i.e., on day 2 or 3 of the conference. Furthermore, being a session chair 
and being a professor increases the mean duration of contacts by 10 %, while con-
sidering the single factors separately decreases the duration (by 13 % and by 18 % 
respectively).

4.4.3        Characterization of Communities and Roles 

 Community mining (Lancichinetti and Fortunato  2009 ; Leskovec et al.  2010 ; 
Newman  2004 ; Newman and Girvan  2004 ) in social networks aims at discovering 
and analyzing (cohesive) subgroups, clusters, or communities that are “densely” 
connected with each other in a network. Standard techniques for the mining of com-
munities include graph-based approaches (Girvan and Newman  2002 ), clustering 
according to features of the nodes, or pattern-mining techniques for optimizing a 
community evaluation function (Atzmueller and Mitzlaff  2011 ). The core idea of 
the evaluation function is to apply an objective evaluation criterion; for example, 
the number of connections within the community compared to the statistically 
“expected” number based on all available connections in the network, and to prefer 
those communities that optimize the evaluation function locally (Atzmueller and 
Mitzlaff  2011 ), or globally (e.g., Girvan and Newman  2002 ; Lancichinetti and 
Fortunato  2009 ). 

 In the context of mobile social networks, the discovered communities can then 
be applied, for example, for recommendations (Boratto et al.  2009 ; Gargi et al. 
 2011 ; Farzan and Brusilovsky  2007 ) or for personalization of intelligent systems 
(Boratto et al.  2009 ; Farzan and Brusilovsky  2007 ; Wongchokprasitti et al.  2010 ). 
In such cases, the community assignment can be made explicit, or the information 
about other members of the community can be used implicitly for the adaptation of 
the application. We focus on patterns characterizing specifi c community-oriented 
roles (Scripps et al.  2007 ), that is, how well certain participants are able to bridge 
communities, for example. Before that, we fi rst focus on a time-based analysis con-
sidering how the social behavior measured by the length of contacts evolves during 
the LWA 2010 conference, using data obtained by the Conferator system. Both tech-
niques can be applied in a recommendation setting, for example, for recommending 
people in interest-based communities, or for identifying infl uential bridges between 
different communities – based on the mined patterns. 

 For the time-based analysis, we utilized the MOSES algorithm (McDaid and 
Hurley  2010 ), and considered different time slices corresponding to different mini-
mal contact lengths. Summarizing the setting in Atzmueller et al. (2012), we were 
able to use four different communities corresponding to special interest groups 
present at the conference, as a ground truth of interest-based communities. For the 
analysis, we considered their interactions with regard to different minimal conversa-
tion lengths (i.e., contact length between participants for their face-to-face conver-
sations). In the following, we discuss exemplary results in this setting. Concerning 
our mobile social network of conference participants, the community results in 
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Fig.  4.1  suggest that the communities tend to focus more on the special interest 
groups with an increasing minimum conversation length threshold. The communi-
ties start with a mixture of different interest groups, but concentrate more and more 
on special sub-communities. These fi ndings suggest the trend that more specialized 
sub-communities of the special interest groups are mined. This is especially signifi -
cant for higher minimal conversation length thresholds, see Fig.  4.1 . In summary, 
this community-oriented analysis suggests, that participants actually tend to interact 
more frequently with members of their own special interest group for longer 
conversations.

   Role mining with regard to communities mainly considers the relations between 
the communities for a specifi c actor. Scripps et al. ( 2007 ) present a method for 

  Fig. 4.1    Exemplary community detection results (Atzmueller et al. 2012), for different minimal 
conversation lengths (in minutes), using the MOSES algorithm (McDaid and Hurley  2010 ). The 
different communities are colored according to their special interest track distributions       
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assessing roles considering the membership in the communities and the potential to 
bridge or to connect different communities. In this way, different actor profi les con-
cerning their centrality prestige and their community importance can be derived. 
Chou and Suzuki ( 2010 ) present a similar method considering a set of given com-
munities for such a community-oriented analysis. 

 While the above methods mainly focus on the network and community structure, 
a simple characterization or description is usually not provided by standard methods 
for role and community mining. To this end, the characterization of actors and their 
roles is provided by descriptive pattern mining techniques (e.g., Atzmueller et al. 
 2011a ,  b ; Atzmueller and Lemmerich  2012 ) that utilize different centrality mea-
sures and allow the characterization of role-specifi c nodes given different centrality 
measures. In this way, roles can get an intuitive interpretation given the network 
characteristics as depicted in Table  4.3 , where we see exemplary results from the 
Hypertext 2011 conference (Macek et al.  2012 ). The table describes the community- 
oriented roles by different conference-oriented properties. In both cases, the 
VIKAMINE tool (Atzmueller and Lemmerich  2012 ) for pattern mining and sub-
group analytics was applied for obtaining these characteristic patterns. They can 
then be inspected in a detailed context, for example, or they can be described by 
representative instance prototypes (cf., Atzmueller and Puppe  2008 ).

4.5         Conclusions 

 Pervasive and ubiquitous applications, in addition to the advances in technology, 
have created a number of options for mobile social networking. This chapter has 
presented different aspects of mobile social networks, and the emerging social 
behavior in those, especially focusing on roles, the creation of links, and social 
behavior in communities. We have summarized different exemplary systems, and 
discussed related analysis results. Then, ultimately, the analysis and understanding 
of such phenomena bridges the gap to collective intelligence (Malone et al.  2009 ; 

   Table 4.3    Exemplary results (Macek et al.  2012 ) of pattern analysis at the Hypertext 2012 
conference for describing individual roles using pattern mining and subgroup discovery. The 
patterns are described by (combinations) of properties of the participants, e.g., being session chairs 
or having a strong affi liation to the Hypertext conference   

 Min. contact length: 180 sec 

 #  Target  Lift  Share  Size  Pattern 

 1  Ambassador  1.47  0.63   8  SessionChair = true 
 2  Ambassador  0.98  0.42  12  Affi liation = strong 
 3  Bridge  1.05  0.29   7  Country = Netherlands 
 4  Bridge  1.83  0.50   6  SessionChair = true AND Affi liation = strong 
 5  Bridge  1.53  0.42  12  Affi liation = strong 
 6  Bridge  1.38  0.37   8  SessionChair = true 
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Mitchell  2009 ), and provides different options for making use of the collected 
information (and derived knowledge) for integrating it into smart ubiquitous and 
social systems.     
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    Abstract     This chapter introduces two cases about mobile social service design for 
special context. Unlike the general social network service through which people 
interact with each other mainly for social purposes, the social service for special 
context supports a temporary social network to conduct some activity together. 
Although people in the special social setting are mainly motivated by individual 
benefi ts, the relationships are also infl uenced or enhanced by the social activities in 
the special context. The two design cases discussed in this chapter are large-scale 
exhibition service design and local group buying service design. Based on the two 
case studies, we summarize a mobile social service design framework.  
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5.1         Background and Introduction 

 In recent years, mobile services have attracted a lot of research attention and indus-
try interests. Social software has seen a tremendous growth in user penetration over 
the past few years, and social software has already been integrated into mobile 
devices (   Counts and Hofte  2006 ). Mobile social services take advantage of the 
nearly constant physical proximity of devices to their owners, to enable a wide 
range of new social interactions. Popular mobile social services, such as Foursquare 
and Loopt, allow users to share their location information with friends. However, in 
this chapter we introduce two case studies about mobile social service design for 
special context, instead of general social network service design. Unlike the general 
social context in which people gather together mainly for social interaction pur-
poses, such as drinking coffee in a café, the special context refers to the social set-
ting in which people gather together mainly for individual benefi ts, but at the same 
time the relationships are also infl uenced or enhanced by the social activities in the 
special context (Stock & Zancanaro,  2007 ; Guo et al,  2011 ). 

 The fi rst case is the design for a large-scale exhibition. The exhibition industry in 
China has witnessed a rapid increase in the last few years. The annual growth rate 
of the Chinese exhibition industry is around 20 %, and the fi gure in the European 
exhibition industry is 2–3 % (Guo  2007 ). In order to improve the effects of the exhi-
bition, a technology-enhanced visitor experience has started to gain more attention. 
For example, Expo 2010 Shanghai provided an interactive Internet platform to sup-
port visitor’s remote experience. 

 Many studies have been done on the utilization of mobile technologies to enhance 
social interaction among visitors in the museum context. Stock    et al. ( 2007 ) pro-
posed to design technologies to construct a structured group and foster their social 
activities. Groupware is then used. In ‘The Fire and The Mountain’ exhibition, 
hybrid interactive artifacts (i.e., installations that support visitors manipulating and 
interacting with physical and digital exhibits) are utilized to enhance social interac-
tion (Garzotto and Rizzo  2007 ). Some researchers use social awareness to help visi-
tors create social experiences. For example, in the Imprints system (Boehner et al. 
 2005 ), visitors are supported to leave personalized marks at exhibits. They use an 
icon to represent themselves and attach that icon to museum exhibits so that each 
can seek out the traces of other visitors. In the Artlinks system (Cosley et al.  2008 ), 
visitors are allowed to see other visitors, their reactions to an exhibit, and connec-
tions among visitors through these reactions. The demographic and museum-going 
information allows people to make connections based on similarity of circumstance. 
People might, for instance, feel closer to someone who is about the same age, or 
who has visited the museum for similar reasons (Cosley et al.  2008 ). Awareness of 
social cues in physical information space enables ‘social navigation.’ The benefi ts 
of social navigation not only give users a sense of social presence and of not being 
alone in the space, but also provide users with a relative guide based on the knowl-
edge accumulation (Svensson et al.  2005 ). 
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 Compared with the museum context, the exhibition is more complex, and it 
would be interesting to explore and see if mobile technologies can be applied to 
promote social interactions in such a context and how to make it happen. Moreover, 
mobile technologies provide a good platform for the further development of social 
interactions because of their high penetration in end users. 

 There are different kinds of exhibitions. In this design case, we mainly focused 
on those that are open to the public, large in scale, and organized systematically so 
that exhibitors can promote their products or services. Social contexts in exhibitions 
are more complex than those in the museum. Exhibitors would like to attract the 
attention of visitors by various means, which, on the other hand, might distract visi-
tors from the communication with the surrounding people. From the exhibitor orga-
nizer’s point of view, the social interaction among visitors might be regarded as an 
unfavorable safety factor. A mobile social interaction service may not be accepted 
and used by end users if it only facilitates social interactions without being aware of 
its user’s context. The user-centered design process was followed in the whole con-
cept design process to fully understand social activities in the exhibitions. 

 The second case is the design and development of a mobile group buying service. 
Group buying is a business model where people with the same merchandise interests 
form a group and conduct the purchase together to achieve a discount. There are three 
types of participants in group buying: the merchant, the initiator, and the joiners. The 
initiator fi rst negotiates with the merchant, promising to bring a certain number of 
customers in exchange for an appealing deal from the merchant. The initiator then 
distributes the information to gather a group of like-minded people and conduct the 
purchase. The joiners benefi t from a lower price which is unavailable to the individual 
buyer. The merchant benefi ts from bulk sale and word-of- mouth advertisement. 
Group buying can be initiated by one of the joiners to benefi t others as well as them-
selves, as well as a professional proxy, who coordinates the group buying for a certain 
commission fee from the merchant, or the merchant itself as a marketing campaign. 

 In the Internet era, most of the online group buying websites involve the “daily 
deal”, for example,  groupon.com  or  t.dianping.com . They provide a limited number 
of appealing deals every day on their websites so that users can easily choose from 
them. Group buying is open to any user online. The joiner is insensitive to the loca-
tion of the merchant and other joiners (Tan & Tan,  2010 ). We call this  online  group 
buying. Online group buying attracts many more joiners than offl ine group buying, 
and thus usually has a better discount. On the other hand, joiners are usually total 
strangers. They have no information of each other except that they are interested in 
the same product. Their social interactions are therefore limited to the sharing of 
buying experiences such as comments and ratings, which are used to assist the buy-
ing activity. Explicit social benefi ts are hard to fi nd in online group buying. 

 In addition, there exists local group buying, where the joiners, the initiator, and 
sometimes even the merchants are in the same local community. Such locality 
induces some interesting characteristics in group buying, which remain largely 
unexplored in the research community. In this case, we designed and developed a 
mobile service called “HappyGo” that supports local group buying with mobile 
devices. In order to reveal users’ behaviors in group buying within the local context, 

5 Mobile Social Service Design for Special Context



82

and study the underlying factors of user behaviors during the local group buying, we 
conducted a trial involving more than 300 users from a company offi ce. 

 Based on the two case studies, we summarize a mobile social service design 
approach that organically embraces both user-centered design principles and 
technology- oriented design principles.  

5.2     Case 1: Design for Large-Scale Exhibition 

 In this case, the objective is to provide some social services in the exhibitor’s mobile 
device to enhance their interaction with the exhibition context and promote the 
exhibitors or related products. The project scope is based on the available mobile 
technologies, for example, the ability of capturing user context, or recording their 
visiting history, or processing natural language, etc. However, user studies need to 
be done to understand the visitor’s real experiences in the exhibition context, so that 
designers and researchers can further consider the possibility of mobile technology 
design for exhibitions. 

5.2.1     User Study Methodology 

 We conducted individual interviews with participants to collect narratives through 
open questions, and evaluations on social service requirements through an interview- 
guided questionnaire. Then the shadowing method (Millen  2000 ) was carried out in 
exhibition context. Participants’ real exhibition experiences were observed. 

 For recruiting, we asked help from a marketing research fi rm. Twenty-nine par-
ticipants were recruited and interviewed in this study. Among the interviewees, two 
are exhibition staff working in a professional exhibition design company, four are 
exhibitors, four are exhibition organizers, and 19 are visitors who have visited at 
least two open-to-public exhibitions in the recent half year and at least one exhibi-
tion which exceeded 100,000 visitors. 

 Three categories of exhibition are covered in this user study. The fi rst category is 
culture exhibition, such as travel, education, tea, or books exhibition. The second is 
an industrial exhibition, such as lighting/sound/music instruments, energy/water 
saving instruments, motor equipment, or information/communication technology 
exhibition. The third is trade exhibition, such as import and export exhibition. 

 All the participants come from Beijing and Shanghai, two major exhibition cities 
on the mainland of China. 

 Before the interview procedure, 19 visitors fi lled in the pre-questionnaire so that 
the demographic characteristics and the general issues relative to the exhibition visit 
could be known. Among the 19 visitors, ten were male and nine were female, aged 
between 17 and 60 years (mean = 36, median = 33). 
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 The visitors were asked several open questions mainly designed to explore their 
real exhibition experiences. After the open interview, a fi ve-point questionnaire was 
fi lled in by all the interviewees to collect both their qualitative and quantitative 
remarks on the necessity of various social interaction features.  

5.2.2     User Study Findings 

 Exhibition visitors do have some motivation to use mobile social services, but at the 
same time, the barriers to adoption are obvious also. Factors infl uencing visitors’ 
social engagement are analyzed, and implications for new mobile social service 
designs in exhibitions are presented in this section. 

5.2.2.1     Exhibit Oriented Social Interaction 

 For general visitors, their goal for visiting the main exhibition is to know where, 
what, and how are the exhibits. No matter what kind of social interaction happens, 
the motivation for social engagement mainly lies in personal requirements on the 
knowledge of exhibits. 

 The most common social interaction for an exhibition visitor is to discuss with 
the responsible interpreter on some exhibits. Visitors who happen to feel interested 
in some exhibit gather around the exhibitor and ask for more information, by which 
a temporary discussion group is formulated and implicit social interactions among 
visitors are experienced. 

 In an exhibition environment, visitors are absolutely infl uenced by the unfamiliar 
people around them. They may imitate other’s behavior, or modify their visiting 
plan based on the observation results. For example, visitors observed that some take 
photos of some exhibits, and they were motivated to take a photo of that exhibit 
also. If they saw that some exhibition booth was surrounded by people, even if they 
could not push in through the crowd, they were curious and eager to know what was 
happening at the popular place. 

 Although there are quite a lot of implicit interactions happening among unfamil-
iar visitors besides observing what others do, such as overhearing what others say, 
feeling other people’s moods and the whole atmosphere of an exhibition booth, etc., 
visitors think that an exhibition visit is mainly a personal experience rather than a 
social activity. 

 During the interview session, they expressed the opinion that exhibits are their 
primary focus, and they have no interests in the unfamiliar people surrounding 
them. In fact, our observations proved that they told us one aspect of the truth. 
Visitors seldom discussed with each other concerning their own initiatives. And 
they usually had no idea of other people walking around them or looking at similar 
things around them. 
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 A male visitor said:  I buy the entrance ticket to see the exhibits, not the visitors 
such as us…Why should I know what they are doing, what they are thinking? They 
have nothing to do with us…If I need more knowledge about the exhibits, I could ask 
the exhibitors there.  

 In the questionnaire survey session, we designed fi ve questions relative to the 
requirement of the connection with unfamiliar people.

    1.    Is it necessary to provide you a special service/device so that you can chat with 
other visitors on site?   

   2.    Is it necessary to provide you a special service/device so that you can exchange 
exhibit introduction fi les with other visitors on site?   

   3.    Is it necessary to provide you a special service/device so that you can exchange 
business cards or profi le information such as interests with other visitors on site?   

   4.    Is it necessary to provide you a special service/device so that you can exchange 
criticisms or remarks relative to exhibits/exhibitors on site?   

   5.    Is it necessary to provide you with a special service/device so that you can share 
your visiting experiences, such as visiting routes, with other visitors?     

 Participants described the necessity on a fi ve-point Likert scale. Figure  5.1  shows 
the average requirement level of 19 visitors on the above fi ve aspects.

   The average scores of the necessity on the fi ve social features are between 2.5 and 
3.5; which means social interaction among visitors in an exhibition situation is an 
uncertain demand. Some visitors may think it would be ok to have such kind of sup-
port but some think it is useless, or most people feel it is diffi cult to make a judgment 
on the necessity since they cannot imagine the use scenario once the supporting 
technology is there. However, participants respond differently to the fi ve questions. 
If the social interaction requirement is described in a more detailed way or the social 
activity is exhibit/exhibitor-oriented, it seems people are more likely to accept it.  
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  Fig. 5.1    Visitor remark on necessity of ‘connection with other visitors’       
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5.2.2.2     High Requirement on Time Cost of Social Interaction 

 ‘Time critical’ is important for exhibition visitors. All 19 participants expressed the 
view they experienced time pressure during an exhibition visit. 

 A mechanics professional    said:  When visiting an excellent exhibition, I’m eager 
to know as much as possible about the exhibits. As for some special exhibition, 
I would like to spend more time. But half a day, even 1 day, is not enough for me…
Why not visit the same exhibition twice? Oh, you are not born to be a visitor. Other 
things are there for you to do.  

 In the questionnaire, except for the questions relative to the requirements of the 
connection with surrounding people, we also designed questions to measure visi-
tors’ requirements for connection with their company. Before answering these ques-
tions, many participants require the interview moderator to describe the connection 
solutions in a much detailed way. They showed great concerns with regard to the 
cost effi ciency of technology-supported social interaction.

  How to chat with others…How to exchange remarks…Is it possible?…Is it easy to do?… 
 What kind of comments are you talking about?…How can I take these comments 

down?… It’s too boring if it needs a lot of input… 

   Figure  5.2  shows two UI solutions for sharing a visiting experience which 
we also tested in the questionnaire survey. Fifteen visitors preferred solution (b). 

  Fig. 5.2    Two UI solutions for experience sharing: solution ( a ) allows each visitor to publish and 
share their impressions or remarks in a conversation thread, solution ( b ) allows each visitor to 
express their impressions in some keywords and attached photos or videos       

 

5 Mobile Social Service Design for Special Context



86

The main reason for their choice was that it is ‘ easier to practice sharing since there 
is no need to input a lot and read a lot on the exhibition site .’

   If the information consumption based on social interaction is time consuming, 
there is no real advantage in having access to surrounding people and getting infor-
mation through mobile technology, because they are already located in an 
information- rich environment. 

 To reduce time cost of social interaction among visitors, context-aware UI is 
required. Explicit input from visitors may interrupt the relationship with the physical 
world. Context could reduce the input cost and make the communication much more 
effi cient (Hong et al. 2005). With the help of context-aware computing, the ways that 
people engage in social interaction in exhibitions could adapt to several situations 
involving user locations, nearby exhibits, personal interests, social activity history, etc.  

5.2.2.3     Infl uence from Exhibitors on Social Interaction 

 As the designer and organizer of an exhibition, exhibitors would like to dominate 
and foster mutual communication with visiting customers so that they can spread 
and promote their products/techniques. For exhibitors, knowing visitors and being 
known by visitors is their main target. 

 In order to promote brands or advertise their exhibits, exhibitors aim to attract as 
much of the visitors’ attention as possible. They usually do a lot of preparation work 
before the exhibition, for example, designing an exhibit booth, displaying the prod-
uct introduction poster, brochure, and videos or interactive media, and so on. Except 
for this design work, exhibitors also hold some on-site activities such as gift distri-
bution, on-site lectures or performance shows, etc. to access a group of approaching 
visitors. However, those gathering activities are not very satisfying compared to the 
exhibit’s display design work. Figure  5.3  shows the percentage of satisfi ed visitors 
on the exhibition activities discussed above. Most people are satisfi ed with the dis-
tribution of printed exhibit introduction material; and the lowest number of people 
are satisfi ed with the gift distribution. During interview, most visitors complain 
about the gift distribution activity.

   The following are some of the citations from visitors:

  Most are cheap gifts…Exhibitor mainly wants to collect our business cards… 
 Usually useless gadgets…I seldom try to get these things…Those who queue in line to 

get the gifts are usually not the target customers, I think… 

   Faced with those challenges, exhibitors during the interview explained their 
embarrassments:

  We’d like to distribute good gifts to those potential customers…However we don’t know 
whether they are potential customers before we meet them… 

 Of course gifts are small…Could you imagine a visitor carrying big pieces and going 
around the exhibition? 

   Obviously, exhibitors tend to gather people to enhance the promotional effects, 
but they have problems categorizing people. If exhibitors could classify visitors into 
different groups, pertinent on-site social activities for different categories of visitors 
could be held to expand or strengthen exhibition infl uence.  
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5.2.2.4     Connection Within Real and Long-Term Based Social Network 

 Petrelli and Not (2005) report that only 5 % of visitors come to a museum alone, 
while 45 % come in organized groups, 20 % with friends, and 30 % with children. 
Our questionnaire reached similar fi ndings. Nineteen participants who have attended 
exhibitions at least twice in a recent half a year reported 44 exhibition visits all 
together, and 79 % visits have been with a company. Based on the interview and 
observation result, we can generally categorize visitor groups into three main cate-
gories according to their on-site activities:

    1.    The “always together” group in which members would like to go everywhere 
together   

   2.    The “linked group” in which members may separate some of the time during the 
visiting procedure, but try to have each other in their fi eld of vision or be aware 
of each other’s location from time to time   

   3.    The “leave-together group” in which members visit the exhibition separately and 
make an appointment to leave together     

 When they are asked why they go to an exhibition with someone else, two main 
reasons can be deduced:

    1.    Better effects, such as better memory and a better impression can be achieved 
from an exhibition     
 A visitor to an ordinary supplies exhibition made this comment:  We discussed 
the various exhibits, compared their strongpoints and weakpoints during the vis-
iting procedure…A wiser decision could be made based on a full discussion of 
different opinions .
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  Fig. 5.3    Percentage of satisfi ed visitors with regard to exhibition activities       
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    2.    The exhibition itself could be a social platform for visitors and their companions    
  A visitor of a motor exhibition remarked:  It won’t be lonely if someone comes 
with you to attend an exhibition…It’s also a good opportunity to talk about com-
mon interests…  

 However, these connections to companions are not encouraged by the exhibition 
environment. Firstly, crowding is a major problem for most exhibitions in China. 
It’s not easy to maintain the “always together” group. Once the group members are 
separated by the fl ood of people, it will be diffi cult to ‘see’ where each other is. So 
“the linked group” may fi nd that they have lost the link to their company. Even 
worse, making a phone call in the crowded and noisy environment to connect with 
friends is absolutely not an easy task. Secondly, as for the ‘leave-together group,’ 
although they are supposed to interact with the exhibits or exhibitors individually, 
they still would like to share the visiting experience with their mates from time to 
time, even to discover more about exhibits together under some condition. For 
example, one visitor mentioned  when I saw something really outstanding, I would 
like to recommend this to my mates immediately, even to friends who didn’t come…
If I know my mate is also interested in my recommendation, I may wait for him and 
exchange comments on site, then visit individually….  

 In the questionnaire, we designed four questions relative to the requirements of 
the connection with their friends. They are:

    1.    Is it necessary to provide you a special service/device so that you can locate your 
friend(s) on the exhibition map?   

   2.    Is it necessary to provide you a special service/device so that you can recom-
mend an exhibit/exhibition stall to your friend(s) on site?   

   3.    Is it necessary to provide you with a special service/device so that you can send 
appointment (including venue, time) to your friend(s) on site?   

   4.    Is it necessary to provide you a special service/device so that you can exchange 
comments or impressions with your friend(s) on site?     

 Participants described the necessity on a fi ve-point scale. Figure  5.4  shows the 
average requirement level of 19 visitors on the above four aspects.

   People tend to accept the intention to enhance the connections with their mates 
in an exhibition environment if the cost of interaction is not very high. As for ‘locate 
friend’,’ recommend friends exhibits’, and ‘make appointment with friends in the 
exhibition’, all of the three average scores of necessity are higher than 3.5, which 
means that participants can easily point out the use scenarios and describe the ben-
efi ts that the technology may bring them. For example, one male visitor described: 
 with the service (locate friend), I can fi nd my mates in the crowded exhibition…
I could be very relaxed during the whole exposition since I know where my friend is 
and we can meet somewhere if we want to visit together in the midway     … If I fi nd 
something interesting, I can recommend it to my friend or let him join in my visit…  

 Compared to being connected to people they do not know, visitors show more 
interest in being connected with their mates and remote friends. Before going to an 
exhibition, some visitors may communicate with people online to get some infor-
mation, or contact people who possibly have similar interests and also go there. 
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After the exhibition, visitors may talk about what is interesting within their social 
networks, publish comments, and/or publish photos on their Blog or BBS, which 
means the sociality is mainly experienced by visitors before and after the exhibition. 
In the exhibition, visitors require more connection with their mates or remote friends 
than the unfamiliar people surrounding them. Incentive or reputation structures 
should be built toward the transformation from temporary social gathering to real, 
long-term based social networking.  

5.2.2.5     Multi-channel Interaction Environment 

 According to our observations, visitors keep interacting with various physical tools 
such as indoor signs, product brochures, printed posters, public displays, touch sen-
sitive screen, and so on. 

 Among these physical tools, the printed brochure is one of the most important 
communication media between visitors and exhibitors. Exhibitors may write down 
supplementary information on the printed sheet according to a visitor’s require-
ment. Exhibitors and visitors may exchange information face-to-face based on the 
printed material. Visitors can take notes on the printed sheet and keep it as long as 
they like. Public display or huge posters also play an important role in advertising 
products or information guidance. Exhibitors may play an advertisement video 
through a big display to attract approaching visitors. Exhibition organizers may post 
a big fl oor map of the exhibition hall at the entrance. 
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  Fig. 5.4    An average visitor’s remark on the necessity of ‘connection with mates’       
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 Visitors usually take their mobile phone, camera, business card and paper note-
book with them during the exhibition visit. They are kept busy with photo and note 
taking, looking, and listening. 

 These interactions with the physical exhibition should not be interrupted by the 
technology-supported social interactions and should not be an obstruction to social 
interaction, which could be a big challenge for designers. Therefore, environmental 
design is required. One way might be that the newly designed mobile social service 
could be coordinated with other exhibition facilities and personal articles, which 
means the new design is a component of the whole exhibition service ecosystem 
rather than taking the place of all existing facilities such as a printed visiting guide, 
guiding signs, public digital display, product brochures on exhibition site, etc.   

5.2.3     Concept Design 

 In this section, we turn to our design thread and undertake a series of design exer-
cises to help outline our fi ndings and implications. The goal is not just “need- 
fi nding” but rather to gain further insight on constructive solutions. Our user-centered 
design process starts from image-based brainstorming to storytelling and scenario 
building (Fig.  5.5 ). After review and evaluation, one of the concepts, ‘Sharing 
Exhibition Visiting Route’, emerged from those exercises for further study. Its sce-
nario is described as follows:

   John is visiting an auto exhibition with his friend David. They are fascinated by a new sports 
car model and would like to tag it so that more information about the model can be obtained. 

  Fig. 5.5    Part of the storyboard created from brainstorming       
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John opens the Exhibition Guide from his mobile handheld and the nearby exhibits list is 
displayed. He tags the model as ‘interesting’ and notices that there are some lottery- attached 
questionnaires and other visitors who also are interested in this model. The name “Lucy” 
and her remarks about the car model appear, since she is supposed to have a lot in common 
with John and she is willing to share her visiting routes with others (UI-1 in Fig.  5.6 ). John 
decides to follow her route to get better navigation round the exhibition, for example to see 
a video shot by Lucy (UI-2 in Fig.  5.6 ). During the visiting procedure, when a difference 
appears between them, John chooses another route to follow . 

   Public displays in the exhibition show the popularity of each exhibition booth (number 
of tagged times) and the crowding status. John sometimes changes his route according to 
the information. Sometimes the public display shows a game registration ad which encour-
ages visitors to vote for something or compete with other participants using mobile hand-
helds. John wins a digital lunch coupon because he posts an advertising slogan for a car 
model and gets the most votes .  

 David has no interest in following other people’s routes. He creates his own interests, 
tagging ‘interesting’ exhibits and adding relative comments to it. Sometimes he recom-
mends some exhibits to John. If John likes it, the current followed route might be modifi ed 
so that John can visit the recommended exhibit on his route. 

 After the exhibition, John reads all the comments on his PC that he followed and cre-
ated, while David is happy to fi nd that his route followers are increasing constantly. 

   In this concept prototype, features refl ected in the above fi ve implications, which 
are combined to build a mobile visitor community, include:

•    Personal requirements on the knowledge of exhibits are route information with 
point of interests shared among visitors having similar interests.  

•   Time cost: context information is utilized and users need to make some clicks or 
use simple text input to complete route sharing and following activities.  

•   Exhibitor’s requirement on information distribution and collection are service- 
registered visitor’s basic information, personal interests, and feedback about 

  Fig. 5.6    Concept sketch of exhibition visiting and route sharing       
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exhibits, which can be captured by survey questionnaires and social promotion 
activities such as games which can be done in a digital way.  

•   Maintenance of temporary social network: social engagement could be very fl ex-
ible and personal since the social network is dynamic and users could participate 
in any activity without careful preparation. Furthermore, visitors on site and off 
site are connected.  

•   Coordination with the exhibition environment: mobile handhelds are not the only 
channel for visitors to engage in social interaction, public displays in the exhibi-
tion also play an important role in augmenting the social atmosphere.      

5.3     Case 2: Design for Group Buying 

 In this case, the objective is to provide group buying services in the local context 
with the support of mobile Internet. There are already lots of group buying services. 
For example, some popular group buying sites such as GroupOn or Dianping in 
China present group buying deals and allow customers to buy the deals. In addition, 
lots of information on how a customer initiated and organized a group buying activ-
ity can be obtained through various Chinese University online forums. For example, 
the forum of Tsinghua University (  www.newsmth.org    ), one of the most popular 
online forums in China, sets up a sub-forum specialized for group buying issues. 
People can post a group buying requirement, conduct a survey to see the potential 
buyers of some product, initiate a group buying activity, or enroll them in a group 
buying activity. In addition, there exist local group buying activities where the join-
ers, the initiator, and sometimes even the merchants are in the same local commu-
nity. For example, some local group buying is organized on community online 
forums, which are originally designed for user-generated posts (we can call it as 
offl ine group buying). But the online forum does not well support group-buying- 
related actions such as group publishing, management, and statistics for initiators, 
and following, joining, and quitting for joiners. On the other hand, with the increas-
ing processing power and decreasing cost of ubiquitous connectivity, people start to 
access Internet on-the-fl y from their mobile devices rather than from personal com-
puters (PC) at fi xed places. Following this trend, mobile Internet services are taking 
off, which inherently have two advantages over PC-based Internet services. First, 
information can reach end users faster, since people usually carry their mobile 
devices with them. Second, mobile devices capture the context of users, especially 
the personal profi le and location, which can be utilized to provide more personal-
ized user experiences. The advantages of mobile Internet can be taken to benefi t 
local group buying services. However, all these potential benefi ts provided by 
mobile group buying services are only hypotheses. We need to answer the following 
questions before publishing and operating it for mass use.

•    Is a local group buying service usable and valuable to end users?  
•   How is the mobile group buying service used by local people if compared with 

 offl ine  and  online  group buying services?  
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•   Which factors infl uence user behaviors?  
•   Will a mobile solution enhance the user experience, especially compared with 

online forum-based group buying?    

 We developed a mobile service called “HappyGo” that supports local group buy-
ing, and conducted a trial involving more than 300 users from a company offi ce. 
Based on our fi ndings, we believe that local group buying complements online 
group buying by creating a “local” economic circle, while also providing users with 
social benefi ts. Factors infl uencing the mobile group buying experience are also 
discussed and analyzed. 

5.3.1     HappyGo System Design 

 The HappyGo system adopts a client–server architecture, where clients are installed 
as mobile applications into the mobile devices of all users, and connects wirelessly 
to a centralized server to report the locations of users and the HappyGo service. 

 The HappyGo service concentrates on facilitating the spread of deal information 
as well as communications across users to support mobile group buying. Accordingly, 
it provides users with the ability to create and maintain groups, browse groups and 
receive push notifi cations of new groups, customize viewing by subscriptions, view 
the online message board, and join a group to participate in group buying. 

 The main features of HappyGo include:

    1.    Group buying information subscriptions and push notifi cations     
 Users subscribe for shopping categories they are interested in; whenever a new 
group falls into one of the subscriptions that are created, notifi cations will be sent 
by the server to subscribed users. 

 User can specify their requirements concerning the attributes of a shopping 
group, i.e., category of the merchandise and discount (as Fig.  5.7  shows). For the 
category of merchandise, a tree-structured taxonomy is provided for users to 
select from, e.g. “Electronic/Digital” – “Mobile phone” – “3G mobile phone” is 
a level-3 category in the taxonomy. For discount, options include “no discount” 
and from “10 % off” to “90 % off.”

   When adding a subscription, the user is encouraged to make it visible to other 
people. Accordingly, users can fi nd out all publicly visible subscriptions. This 
design is intended for potential group initiators, who can check for the trends of 
people’s shopping interests and make a rough estimation of the scope of the 
group. The requirements on category and discount are shown without identifi ca-
tion of the subscriber, to protect privacy. 

 The HappyGo server deploys a matching module to handle the subscriptions. 
Whenever a match is found, the group information will be pushed from server to 
the client that is associated with the subscribed user. Such push notifi cation 
requires the server to actively contact the client, which can be realized by long-
lived network connection between server and client. The client will then notify 
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the user appropriately using, for example, an icon fl ash, sound, or pop-up mes-
sage. If the user is offl ine, the HappyGo server can also send short messages to 
notify users of the group information, given that users have registered their 
mobile phone numbers. 

 Push notifi cations will also be utilized by the server to deliver important or 
urgent information, such as someone joining or quitting a group (sent to the 
group initiator), the initiator announcing completion or cancellation of a group 
(sent to all group joiners), and so on. Such information can also be sent via short 
messages if the target users are offl ine.

    2.    Group buying actions     
 Figure  5.8  shows the UI for detailed group information as well as potential 
actions for users, which will be different for individual users – group initiator can 
“complete” or “cancel” their group, whereas other users would “join” or “quit” 
the group. They can enter a chat room associated with each group to discuss any 
group- related issues.

  Fig. 5.7    The UI for making subscription of merchandise in HappyGo       

  Fig. 5.8    The UI for detailed group information and potential actions       
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     3.    Browsing groups    
  As shown in Fig.  5.8 , users can browse active groups in three ways: the most 
popular groups, the groups matching the user’s subscriptions, and the groups that 
the user follows. Following a group means to receive latest news of that group, 
and users may choose to join it at a later time (Fig   .  5.9 ).

5.3.2        Field Trial of HappyGo 

 We deployed HappyGo in a Nokia offi ce building in Beijing, China which has about 
2,000 employees. Several stores, such as restaurants and groceries, are located in the 
offi ce building. During a 1-month pilot test from May 2010 to June 2010, 318 users 
had installed and tried out this service. We analyzed the activity log from the server 
after pilot test, together with an online questionnaire survey and focus group study. 

 An online questionnaire and a small-scale focus group were used to study the 
participants’ shopping experiences, their main concerns during the trial of the ser-
vice, acceptance level of the HappyGo features, and overall satisfaction level and 
open comments. 

 There are plenty of variables which may affect participants’ HappyGo experi-
ences. In order to make the after-trial questionnaire study more focused, before the 
formal collection of subjective data, we fi rstly conducted a special mobile survey, 
which we called an event-triggered mobile survey. 

 HappyGo users who just logged out or completed a group buying activity would 
get a SMS with a link to a 1-min questionnaire survey invitation. Two questions 
were asked: (1) what score will you give to the most recent use experience? The 
score is rated on a 10-point system. The higher the score, the better the user experi-
ence. (2) Why do you give such a score? To avoid spamming users, the SMS is sent 
out to random users. 

 One hundred and eight responses were collected, and 92 effective textual entries 
were extracted for further bottom-up content analysis (Table  5.1 ). Nine categories 
of factors affecting users experiencing HappyGo were found as shown in Table  5.2 .

  Fig. 5.9    Browsing groups in HappyGo       
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    The above nine factors were further investigated in the fi nal questionnaire. 
A fi ve-point Likert scale is used for the subjective evaluation. 

 The online questionnaire was sent out to HappyGo users by e-mails, to which 
179 users responded. Among the responses, 125 were females, 45 were males, and 
nine did not mention their gender. From another perspective, 40 were inactive users 
who logged in to HappyGo several times but never joined or initiated any group. 
One hundred and thirty nine were active users, who joined or initiated some groups 
at least once. 

 In order to compare with online group buying, we also crawled through and ana-
lyzed more than 30,000 daily deals from hundreds of online group buying websites 
in a 3-month period, which included the most popular group buying websites in 
China, such as dianping.com, ju.taobao.com, lashou.com, nuomi.com etc. 
Altogether 33,944 groups were crawled through and divided into ten categories. 

   Table 5.1    Factors analyzed in the event-triggered mobile survey   

 Factors  Example 

 Percentage 
of total 
comments (%) 

 Utilitarian motives 
(for cheaper product 
or effortless procedure) 

 Very happy to get the cheaper product…  16.3 

 Hedonistic motives 
(for fun/curiosity/enjoyment) 

 It’s really fascinating when buying 
something with the colleagues together 

 4.35 

 Risk concern on product  I worried about the quality of the food…
Too little information provided… 

 17.39 

 Trust concern on initiators/joiners  Some didn’t get his/her products even 
he/she confi rmed the participation 
of group buying 

 10.87 

 Risk concern on group formation  Fewer participants…  8.70 
 Usability problem on 

communication 
 I failed to be updated with some important 

information submitted on group 
message board 

 27.17 

 Usability problem on mobile 
input/output 

 Too troublesome to describe the product 
information with the mobile device… 

 8.70 

 GPRS cost  I didn’t upload the product photo since I 
don’t know how much it may cost me 

 7.6 

 System robustness  No response when I clicked…  8.70 

   Table 5.2    Overall usage 
statistics for the trial use  

 Overall usage statistics  Mean 

 Frequency of group browsing usage  134.23 
 Frequency of all-subscriptions browsing usage  5.01 
 Frequency of message board usage  9.23 
 Number of joined groups  2.67 
 Number of created subscriptions  0.64 
 Number of sent messages  1.65 
 Number of created groups  0.35 

H. Liu et al.



97

 As discussed before, group buying forums, especially those mainly serving people 
living in the same community, support local group buying in a similar manner to 
HappyGo. Both of them are user-initiated and have a fi xed price. In order to further 
justify the benefi t of local group buying with mobile device support, we compared the 
data collected from HappyGo trial use and the data collected from a community 
group buying forum. We chose the Huilongguan group buying forum (  http://jc.hlgnet.
com/hot.php    ) as the comparative data source. Huilongguan is one of the largest living 
communities in Beijing, China. The community occupies an area of 8.5 million 
square meters, and the residential population is around 230,000. The Huilongguan 
forum is very popular with the residents. The number of registered users is around 
50,000. All the forum notes posted from 6th May to 5th June 2010 were collected and 
analyzed. We choose the same period during which we tested HappyGo. One hundred 
and twenty-three group buying activities were organized by 75 registered users on the 
forum during 1 month. The following buying group information was also extracted 
for further comparison study: initiator, duration, discount, and enrollments.  

5.3.3     Findings 

5.3.3.1     Overview of HappyGo Usage 

 As previously mentioned, 318 users participated in the fi eld study according to the 
log data. Two hundred and thirty-seven users joined or initiated group buying activi-
ties at least once. Among them, 52 users created 112 group buying activities. The 
average number of joiners per group was 7.6 (std. deviation 1.25), and the largest 
group had 77 joiners. Two hundred and one users had joined buying groups at least 
once. The other 81 users logged in to browse only. 

 Table  5.2  shows the average usage statistics. As for the information consump-
tion, a participant browsed the group buying activities 134 times, browsed the sub-
scriptions 5 times, used the message board 9 times, and joined 2.67 buying groups. 
For information production, a participant created 0.35 buying groups, 0.64 sub-
scriptions and 1.65 messages. Given the 1-month period, we conclude that HappyGo 
had been actively used by the participants. Table  5.3  summarizes the properties of 
37 successfully completed buying groups.

   Questionnaire analysis shows that the overall satisfaction level is 3.71 (std. devi-
ation 0.9), which is nearly ‘satisfi ed.’ Ninety-seven percent of participants showed 

  Table 5.3    Buying group 
property  

 Group property  Mean  Std. deviation 

 Pre-defi ned buyers no.  6.519  5.184 
 Duration (hours)  121.412  103.303 
 Prices  162.667  342.361 
 Discount  0.785  0.179 
 Final buyers no.  19.593  20.905 
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willingness to use HappyGo in the future (the average Likert score given by them 
is 4.5). Eighty-eight percent of participants showed willingness to subscribe for the 
group buying products offered by the service in which they were interested.  

5.3.3.2     HappyGo Is Effectively Used by Three Types of Initiators 
for Financial Benefi ts 

 In offl ine group buying, most groups are initiated ad hoc by one of the joiners, 
whereas proxy is the only type of initiator in online group buying. In HappyGo, we 
fi nd all three types of initiators (i.e., merchant, proxy, and joiner). 

 There are three strawberry groups initiated by a user whose family owns a small 
strawberry plantation. He has sold strawberries to colleagues for several years. Before 
HappyGo, he sold to colleagues in nearby teams. He acknowledges that HappyGo 
helped to increase the sales volume by a large margin. Another  merchant  initiator uses 
HappyGo to advertise her online shop. She says, “ Actually I don’t care how many 
people fi nally join the group … They noticed my online shop, that’s good enough ”. 

 We observe that such merchants are mostly individual or family-owned small busi-
nesses. They serve a small number of customers due to limited resources, and rely 
almost solely on word-of-mouth advertisement. Thus they usually target returning 
customers from the same local community. Online group buying websites are not suit-
able for them as their capacities and visibilities are far below the requirement of those 
websites. HappyGo pools together the targeted customers of those small businesses, 
so as to attract them to initiate group buying in HappyGo. Another benefi t is the sav-
ing of logistic cost as “ I can fi nish all the transactions in one delivery as all the cus-
tomers are in the same building”,  as quoted by the initiator of the strawberry groups. 

  Proxy  initiators also appear in HappyGo. The proxy is a normal HappyGo user 
who has a close relationship with a merchant. For example, one initiator organizes 
group buying on “Chinese dried dates” in HappyGo. The goods are provided by her 
roommate. This group successfully attracted 45 joiners, and the initiator received 
monetary reward from her roommate afterwards. As usual, a proxy initiator is always 
motivated by the commission fee to explore possibilities to connect merchants with 
new customers. So it is not surprising to see proxy-initiated group buying in HappyGo. 

  Joiner -initiated groups are also common in HappyGo. For example, many users 
initiate lunch groups to enjoy a 25 % discount from the company cafeteria if the 
group size reaches four. Another user-initiated group conducts purchases in an online 
clothes store to enjoy the free shipping after the sales volume reaches a threshold. 

 We see many joiner-initiated groups in HappyGo, for two reasons. From the join-
ers’ perspective, they feel comfortable to join the groups initiated by other joiners. 
All participants share a common background, i.e., colleagues. It leads to a certain 
level of trust among users. From an initiators’ perspective, they have some knowl-
edge of other users in terms of the shopping interests because they share the same 
context. Taking group lunch as an example, almost everyone in the company prefers 
to have lunch within the offi ce building due to limited break time at noon. Before a 
user initiates a lunch group, she knows there is a good chance to attract enough 
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joiners. Such pre-knowledge reduces the perceived risk of the initiators to encour-
age more joiner-initiated groups. 

 We observed that, as an open platform, HappyGo attracts all three types of initia-
tors to pursue fi nancial benefi ts. It builds an economic circle in the community to 
benefi t local merchants, proxies, and normal users.  

5.3.3.3     HappyGo Is Used as a Group-Buying-Oriented Social Medium 

 In addition to fi nancial benefi ts, joiners are also found to apply HappyGo for social 
benefi ts. We observed four patterns.

   First, emotional communications among participants are observed in HappyGo. The 
joiners often express their feelings towards the initiators in the message board 
during the group buying session. For example, both compliments such as:  You’re 
so generous to help,  and criticisms such as  Just close the group if you are not 
serious …  are posted. It is a natural social interaction, as the joiners know the 
initiator is a person. In online group buying, joiners perceive the initiator as a 
virtual entity so that such emotional expressions are rare.  

  Second, offl ine interactions are promoted by HappyGo. One focus group participant 
recalled how she organized a group buying activity through HappyGo.  The fi rst 
time when I proposed group buying at HappyGo, I was worried that not enough 
persons would join. So I encouraged people around my seat to register …  When 
some users picked up the delivered products, they were noticed by others, who 
then approached to ask. Word-of-mouth promotion happens. One interviewee who 
actively joined group buying activities mentioned:  When I took the strawberries in 
the elevator and shuttle bus, there were many questions asked such as ‘where did 
you get that?’, ‘what’s the price?’, ‘how does it taste?’ …I feel like an agent .  

  Third, HappyGo is used by some joiners purely as a social platform. For example, 
someone proposes a group for “testing how many people know me in this build-
ing”. The initiator asks others to join if they know him. Both the initiator and the 
joiners treat it as a fun experience.  

  Fourth, HappyGo offers a new opportunity for joiners to extend social networks. 
Merchandise posted in HappyGo were categorized and compared with those in 
online group buying websites (see Table  5.4 ). While some categories such as 
food and electronic devices appear frequently in both HappyGo and online group 
buying websites, we observe one category which is unique, and also the top cat-
egory in HappyGo:  lunch together . Thirty-seven groups for lunch together were 
created, which constituted 1/3 of all groups. During the 1-month trial period, at 
least one lunch-together activity happened every working day.

      Lunch together is a social activity for most people to exchange information and 
enhance social bonds. People usually have lunch with close friends and colleagues. 
People seldom  extend  their social network during lunch. However with HappyGo, 
offl ine social gatherings, such as having lunch together, can be linked with group 
buying; since all joiners of a lunch-together group share the same economic purpose 
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(for a 25 % discount at the company cafeteria), they now have a good “starting 
point” to meet new people. Many interviewees recognize lunch together helps them 
get to know new people and make new friends. “ It’s very natural to build a relation-
ship with people working in the same company… ” “ We have a lot to discuss during 
lunch even if we did not know each other before… ” 

 During the trial, we imposed little limitation on how HappyGo could be used. 
The above observations suggest that group buying can be used as a social medium 
in the local context.  Socializing itself becomes the purpose .  

5.3.3.4     Factors Affecting HappyGo Usage 

 We compared the subjective evaluation on the nine factors between active users and 
inactive users. Statistical analysis shows that the inactive users give higher scores on 
the following factors:

    1.    Product risk     
 When assessing the risks perceived during the trial use of HappyGo, the inactive 
users perceived higher level risks towards the product than the active users.

    2.    Drive for cheaper products     
 As to the description ‘I use HappyGo mainly for cheaper products’, the inactive 
users gave lower scores than the active users, which means that the inactive users 
are less likely motivated by cheaper products. 

 One most encouraging benefi t of group buying is good economy. However, those 
inactive users are not driven so much by this benefi t. At the same time, they showed 
higher perceived risks towards the product. According to the theory of planned 
behavior (TPB) (Ajzen  1991 ), an unfavorable attitude gives rise to weak use inten-
tion. So it’s easy to understand that lower motivation and higher perceived risks are 
the main factors affecting inactive users’ acceptance. 

   Table 5.4    Categories of merchandise in HappyGo and online group buying websites   

 Category  HappyGo  Online 

 Maternal infant care  2  1.79 %  3,372  9.93 % 
 Home article  2  1.79 %  1,916  5.64 % 
 Living service  3  2.68 %  2,388  7.04 % 
 Entertainment  3  2.68 %  2,375  7.00 % 
 Clothes  8  7.14 %  1,171  3.45 % 
 Cosmetics  8  7.14 %  6,079  17.91 % 
 Electronic devices  11  9.82 %  3,524  10.38 % 
 For fun  17  15.18 %  0  0 
 Food  21  18.75 %  5,509  16.23 % 
 Lunch together  37  33.04 %  0  0 
 Restaurant  0  0  4,531  13.35 % 
 Others  0  0  3,079  9.07 % 
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 To reduce the perceived risks, social comments and a reputation system could be 
provided to the inactive users, so that they have more valuable information to make 
better decisions. With the community-based reputation system, all the users can 
give credibility scores or comments to the group initiators, and satisfaction scores or 
comments to the buying groups. They also can recommend some buying groups to 
others directly. The initiator can also set reputation requirements towards potential 
joiners, and leave feedback to the joiners after the completion of the group. The 
feedback from the social community can offer valuable information for all potential 
buyers. To improve the low motivation level, more explorative designs need to be 
done to meet users’ potential mobile group shopping needs. 

 Communication and mobile input/output are the two main usability factors iden-
tifi ed by HappyGo users. Table  5.5  also indicates a surprising fi nding, which is that 
the active users showed a higher level of agreement on the two usability problems 
than the inactive users. The result somewhat confl icts with the technology accep-
tance model (TAM) (Bagozzi et al.  1992 ), which suggests that perceived usefulness 
and perceived ease-of-use affect acceptance. One reason may be that those inactive 
users have little knowledge of system use, since they never created a group, or sel-
dom communicated with others.

   We then further analyzed the correlation between the subjective evaluations on 
the two usability problems and the number of buying groups which the users joined 
in. The result showed that number of groups was negatively correlated with the 
subjective evaluation on usability problems ( p  = 0.027, 0.031). Those active users 
who joined or initiated fewer buying groups recognized the two usability problems 
more seriously. Usability problems on communication and mobile input/output are 
the main factors affecting active users’ acceptance. 

   Table 5.5    Differences between active users and inactive users   

 Active users  Inactive users 

 Risk concern level on product  Mean  3.98  4.82 
  T -test value  1.902 ( p  < 0.001) 

 Trust perception on initiators/joiners  Mean  2.83  2.40 
  T -test value  1.973( p  = 0.144) 

 Risk concern level on group formation  Mean  3.92  3.88 
  T -test value  1.976( p  = 0.932) 

 Usability problem on communication  Mean  4.22  3.03 
  T -test value  1.994 ( p  < 0.001) 

 Usability problem on mobile input/output  Mean  4.15  3.42 
  T -test value  1.987( p  = 0.024) 

 Risk concern level on GPRS cost  Mean  3.83  3.53 
  T -test value  1.980 ( p  = 0.487) 

 System robustness problem  Mean  3.25  3.37 
  T -test value  1.970 ( p  = 0.380) 

 Motivation level on buying cheaper products  Mean  4.07  3.43 
  T -test value  1.981 ( p  = 0.050) 

 Motivation level on fun/unique experience  Mean  3.53  3.47 
  T -test value  1.986( p  = 0.816) 
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 When interviewing some initiators and active joiners in the post-pilot focus 
group, they expressed clearly that the limited mobile input and information brows-
ing ability hindered them a lot.

  It’s troublesome inputting the product information with the mobile device… and inputting 
more explanations of the product in the message board from time to time. 

 It’s really troublesome to contact others, including the group initiators… 
 There are so many questions proposed by the participants, it’s troublesome to answer 

the questions with my mobile input. 

   Better communication among joiners during group formation and after the group 
formation is clearly proposed by the focus group participants. The current chat 
room for each group cannot satisfy all the communication needs at various stages of 
the group buying. For future design, HappyGo needs to strengthen the community 
functions, such as adding the news/update feed, setting up the special ‘after-group’ 
session for initiators to distribute notifi cations and communicate other issues, even 
mobile payment solutions. 

 There are no signifi cant differences between active users and inactive users on 
the other factors. However, both of the two groups of users show high level per-
ceived risk on group formation and GPRS cost. Relatively high average duration 
(around 5 days) also refl ects that several hours to form a buying group is regarded 
as a high-risk task by initiators, even though the group buying information can reach 
the potential joiners in several minutes. The relatively low requirement on buyer 
numbers (6.5) if compared with the fi nal joiner number (19.6) also refl ects the fact 
that the initiators would like to assure the possibility of successfully completing the 
group buying by setting the lower threshold.  

5.3.3.5     Comparison Between Mobile Group Buying 
and Online Forum Group Buying 

 Table  5.6  shows the overall comparison between online forum and HappyGo on 
some group buying attributes.

   There are no signifi cant differences toward number of groups and average buyers 
per group. The registered users of the online group buying forum is around 50,000, 
which is much higher than the potential buyers using the HappyGo service, since 
only 401 users installed HappyGo in the offi ce building. So the result of differences 
on number of groups and average buyers indicates that the participation degree of 

   Table 5.6    Comparison between online forum and HappyGo   

 Online forum  HappyGo   T -test (sig) 

 Number of groups  123  112  N/A 
 Number of initiators  75  52  N/A 
 Average duration (days)  207  6.6  N/A 
 Average discount  0.53  0.80  8.935 (0.000) 
 Average enrollment (persons)  10.8  7.6  0.998 (0.324) 
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HappyGo users is absolutely higher than that of online forum users. The Hawthorne 
effect (Jones  1992 ) may be one reason for the high participation rate of HappyGo. 
In addition to this, the trial use context of HappyGo, an offi ce building, is also 
another important factor; since participants are colleagues, the high level of trust 
towards each other enhances their participation intentions. 

 One big difference between group buying with online forum and HappyGo is 
that initiators did not set a required number of joiners. We went through the group 
descriptions and related messages on online forums carefully, and found most initia-
tors were professional brokers or sellers. They usually have physical shops near the 
community and have different customer resources, so that they don’t need to set the 
required enrollment. While most initiators of HappyGo are consumers, they them-
selves are the buyers of the products, so they have to keep the agreement with the 
sellers or brokers towards the pre-negotiated required buyer number. 

 Another outstanding difference is that the duration of group buying activity with 
online forum is much longer than the one with HappyGo. The HappyGo initiators 
set an average enrollment period as 6.6 days, while online forum initiators set an 
average 207 days. The difference of initiators may lead to the difference of group 
buying duration also. Most HappyGo initiators are product buyers themselves; they 
have their own requirements with regard to waiting time. However, for most online- 
forum initiators, the main concern is the quantity of buyers. For them, longer dura-
tion may mean more enrollments. But another reason for this big difference may be 
that the mobile group buying service allows initiators to fi nd more potential buyers 
in a relatively shorter period. With the HappyGo service, the updated group buying 
information can be sent to relevant users’ mobile devices in an immediate way. 
Furthermore, it is easier for users to keep an eye on the group buying activities with 
a handy mobile device than with a fi xed PC.    

5.4     Mobile Social Service Design Framework 

 There is an international standard that is the basis for many UCD methodologies. 
This standard (ISO 9241–210:2010: Human-centered design for interactive sys-
tems) defi nes a general process for including human-centered activities throughout 
a development life cycle, but does not specify exact methods. 

 As we discussed in the former two cases, mobile social service design should 
absorb strategies and principles of user-centered design, and rely on the features and 
advantages of mobile and wireless technology. Human, technological, and social 
activity are the three interwoven issues during the service design process. To guide 
the practice, we tried to embed the key components and thoughts in a general frame-
work for mobile social service design (Fig.  5.10 ). The core aspect of the framework 
is the social activity design, which is not only based on requirement and constraint 
analysis (infl uence factors analysis) and refi nes the results of the use scenario 
design, but also specifi es the technology environment design and the trial use and 
related consumer support services design.
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5.4.1       Social Activity Design 

 All social services for some special context involve some form of activity, for exam-
ple, exhibition information collection and sharing, and group buying. The social 
activity supported by the mobile technology can be defi ned as specifi c interactions 
of users with other people, using wireless and mobile technology-enhanced tools 
and resources oriented towards specifi c outcomes. The social activity design is to 
clarify those mutually inter-dependent elements: user objectives, tasks, process, 
activity rule, form of organization, resources, or tools. There are mainly three guide-
lines in designing the social activities.

    1.    Base the activity on categories of goals     
 In requirement analysis or scenario design, the scopes of user goals are deter-
mined to some degree, which infl uences directly the tasks and process design. 
Social scenario and requirement analysis may be ineffective if it has no connec-
tion or not been validated by a social activity.

    2.    Foster and maintain motivations for social activities     
 Compared to traditional mobile information service, mobile social service 
requires more readiness of users to use. In this way, mobile users also require 
more stimuli to activate and encourage persistence.

    3.    Align the social activity with the supported technology role     
 Social activity signifi cantly infl uences the technology used; at the same time, 
basing our activity design on the understanding of the technology role, designers 
can achieve informed trade-offs.  

5.4.2     Requirement and Constraint Analysis 

 From a procedural point of view, all the items of requirement analysis can be done 
at two levels: general level and concrete level. 

 The analysis tasks at the general level include:

    1.    Common features of the social activity   
   2.    Current state and development trend of ICT   

  Fig. 5.10    Design framework 
of mobile social service       
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   3.    Potential end users and existing applications/services   
   4.    Motivations and expectations from the project team     

 After the general requirement analysis, the designers can build some presump-
tions and a future user study plan. In concrete requirement analysis, questions such 
as who are the users, what are their needs, how can these needs be satisfi ed with 
certain support activities, etc. should be answered to some degree. So the analysis 
tasks at the concrete level include:

    1.    Possible situation, environment, and infl uencing factors   
   2.    Social–cultural features of user organization or group   
   3.    Characteristics of potential users   
   4.    Tasks, motivations, and possible diffi culties or barriers   
   5.    Users’ attitudes, skills, experiences, and use patterns toward mobile and wireless 

technology     

 In the design process proposed by Mike Sharples et al. (2002), constraints can be 
mixed up with requirements, since requirements provide constraints on the design; 
for example, in the general requirement analysis, time and budget available for the 
project could be regarded as constraints.  

5.4.3     Scenario Design 

 A scenario (Blomberg et al.  2003 ) is a narrative story about specifi c users, their 
activities, and the environment or situation, which has the following characteristic 
elements: setting, agents/actors, goal/objectives, events. A social activity scenario 
has to describe how users with certain characteristics in certain settings carry out 
various activities to achieve their specifi c goals. A scenario can help designers and 
developers imagine and understand for whom, how, and where the mobile activity 
and the supported technology are to be provided.  

5.4.4     Technology Environment Design 

 The technology environment is the conditions such as community platforms and 
related tools, networks, etc., that support and sustain the social activities.  

5.4.5     Trial Use and User Support Services Design 

 Trial use can help designers fi nd the potential problems encountered by our target 
users and their acceptance procedure. The user support service means a range of 
services enabling users to overcome diffi culties, and to develop competencies and 
confi dence in adopting the new social services.   
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5.5     Conclusion 

 Two cases about mobile social service design for special context are discussed. 
Unlike the general social network service through which people interact with each 
other mainly for social purposes, the social service for special context supports a 
temporary social network to conduct some activity together. Although people in the 
special social setting are mainly motivated by individual benefi ts, the relationships 
are also infl uenced or enhanced by the social activities in the special context. The 
two design cases discussed in this chapter are large-scale exhibition service design 
and local group buying service design. 

 Many studies have been done on the utilization of mobile technologies to enhance 
social interaction among visitors in the museum context. Compared with the 
museum context, exhibition, especially those which are open to the public and usu-
ally large scale, are more complex. User data from interviews, questionnaires, and 
fi eld studies have been analyzed. Exhibition visitors do have some motivation to use 
mobile social services, but at the same time, the barriers to adoption are obvious 
also. Concept design based on the insights gained from the user study was con-
ducted to explore how the mobile technologies can be applied to promote social 
interactions in such a context. 

 As for local group buying, the joiners, the initiator, and sometimes even the mer-
chants are in the same local community. Such locality induces some new character-
istics into group buying. A mobile service to conduct local group buying, HappyGo, 
was developed, and a fi eld study of HappyGo service combined with comparison 
with an online group buying forum was conducted to evaluate the service and 
explore the factors infl uencing user experiences. 

 Based on the two case studies, we summarized an activity-oriented design 
framework for mobile social service design, which mainly includes fi ve elements. 
The core element is the activity design, which determines directly the experience 
in the special context and includes the specifi cation of all the activity components. 
The element of ‘requirements and constraints analysis’ mainly investigates relative 
users, context, business environment. The third one includes creation and repeated 
evaluation, refi nement of social scenarios. The fourth element    mainly translates the 
understanding of activity and expectation of technology role into a realistic technol-
ogy solution that supports the whole experience. Finally, the user support services 
utilize various means to bridge the distance between individual goals and activity 
supported by mobile and wireless technology with limitations.     

      References 

    Ajzen, I. (1991). The theory of planned behavior.  Organizational Behavior and Human Decision 
Processes, 50 (2), 179–211.  

    Bagozzi, R. P., Davis, F. D., & Warshaw, P. R. (1992). Development and test of a theory of techno-
logical learning and usage.  Human Relations, 45 (7), 660–686.  

H. Liu et al.



107

    Blomberg, J., et al. (2003). An ethnographic approach to design. In J. A. Jacko & A. Sears (Eds.), 
 The human-computer interaction handbook: Fundamentals, evolving technologies and emerg-
ing applications  (pp. 964–986). Mahwah: Lawrence Erlbaum Associates.  

      Boehner, K., et al. (2005). Imprints of place: Creative expressions of the museum experience. 
In  Proceedings of CHI 2005 extended abstracts  (pp. 1220–1223). Portland, Oregon, USA.  

    Cosley, D., et al. (2008). ArtLinks: Fostering social awareness and refl ection in museums. 
In  Proceedings of CHI 2008 . Florence, Italy.  

   Counts, S., Hofte, H. (2006). Mobile social software: Realizing potential, managing risks. 
In  CHI2006 workshop , 22–27 April. Montréal, Canada.  

   Garzotto, F., & Rizzo, F. (2007). Interaction paradigms in technology-enhanced social spaces: 
a case study in museums. In  Proceedings of the 2007 conference on Designing pleasurable 
products and interfaces . Helsinki, Finland.  

      Guo, J. (Ed.). (2007).  The report on development of China’s convention & exhibition economy in 
2006–2007 . Beijing: Social Science Literature Press.  

  Guo, S., Wang, M., & Leskovec, J. (2011). The role of social networks in online shopping: 
Information passing, price of trust, and consumer choice. In  Proceedings of ACM EC 2011 . 
San Jose, CA, USA.

Hong, D., Chiu, D.K.W., & Shen, V. Y. (2005). Requirements Elicitation for the Design of Context-
aware Applications in a Ubiquitous Environment, In Proceedings of the 7th international confer-
ence on electronic commerce (ICEC) (pp. 590–596). Xi’an, China: ACM publications.  

    Jones, S. R. G. (1992). Was there a Hawthorne effect?  American Journal of Sociology, 98 (3), 
451–468.  

  Liu, H., et al. (2012). HappyGo: A fi eld trial of local group buying. In  Proceedings of CSCW2012 , 
Seattle.  

   Millen, D. R. (2000). Rapid ethnography: time-deepening strategies for HCI fi eld research. In 
 Proceedings of the 3rd conference on designing interactive systems: processes, practices, 
methods, and techniques  (pp. 280–286). New York.

Petrelli, D. and Not, E. (2005). User-centered design of fl exible hypermedia for a mobile guide: 
Refl ections on the hyperaudio experience. User Modeling and User-Adapted Interaction, 
15, 303–338.

Sharples, M., Corlett, D.,& Westmancott, O. (2002).The design and implementation of a mobile 
learning resource. Personal and Ubiquitous Computing, 6 (3) pp. 220–234.  

    Stock, O., & Zancanaro, M. (Eds.). (2007). PEACH-intelligent interfaces for museum visits 
(Cognitive Technologies) (pp. 269–288). Secaucus, NJ, USA: Springer-Verlag New York.  

       Svensson, M., Hook, K., & Coste, R. (2005). Designing and evaluating Kala: A social navigation 
system for food recipes.  Transactions on Computer–Human Interaction, 12 , 374–400.  

   Tan, W. K., & Tan, Y. J. (2010). Online or offl ine group buying? In  Proceedings. of IEEE FSKD  
(pp. 2853–2857). Yantai, Shandong, China.     

5 Mobile Social Service Design for Special Context



109A. Chin and D. Zhang (eds.), Mobile Social Networking: An Innovative Approach, 
Computational Social Sciences, DOI 10.1007/978-1-4614-8579-7_6, 
© Springer Science+Business Media New York 2014

    Abstract     Mobile social networks (MSNs) are believed to be more user-friendly 
and intelligent than online social networks. In this chapter, we fi rst extend the defi -
nition of mobile social networks by classifying MSNs into four categories, and 
defi ne two important terms, e.g.,  personal context  and  community context  in the 
emerging fi eld of mobile social networks. We then present the context model and 
the related taxonomy of personal context and community context. We further divide 
the life cycle of MSNs into four phases —  discovery, connection, interaction, and 
management  — and elaborate how personal context and community context facili-
tates the process in each phase. Three major data sources for deriving personal and 
community context in MSNs are identifi ed, e.g.,  sensor-rich mobile and wearable 
devices, Internet applications and Web services, and static infrastructure . 
Leveraging the three data sources, techniques ranging from data representation, 
data cleansing, and data anonymization to clustering techniques and inference tech-
niques are presented for inferring personal and community context. Finally, future 
research directions and challenges are identifi ed, in order to shed light on next-
generation MSN development from the context-aware perspectives.  
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6.1         Introduction 

 Mobile social networking (MSN) is rapidly becoming a new research domain and 
killer application to showcase the power of merging social networking and mobile 
computing. It is believed that MSN will not merely be a simple extension of online 
social networking, it will  revolutionize social networking  by enabling  anytime any-
where social interaction  and  a higher degree of intelligence . The former is achieved 
by the inherent property of feature-rich mobile devices via wireless communication, 
while the latter is made possible by exploiting the comprehensive users’  context , 
extracting information from rich data sources such as mobile/wearable devices, 
social networking sites and services, Internet applications, and surrounding sensor 
networks (Zhang et al.  2011 ). 

 Although online social networking and social network services have gained great 
success in attracting hundreds of millions of users in such a short time to socialize 
in the virtual world, none of these current social networking sites and services do 
actually tab into the huge amount of context data and information provided by the 
community users who move and interact constantly in the physical world and digital 
world using sensor-rich smart phones (Menkens  2009 ). Motivated by the observa-
tion that the explosive growth of social networks such as Facebook and Twitter, the 
mushrooming popularity of mobile smartphones such as iPhone, and the rapid evo-
lution of sensor networks provide an unparalleled opportunity to achieve a more 
comprehensive understanding of the context surrounding a user or user community 
in nearly any given environment (Beach et al.  2010 , Zhang et al.  2010 ), this chapter 
intends to investigate what  new facets  of context are crucial in mobile social net-
working, and how context-awareness can help in shaping the future mobile social 
networking paradigm. 

 This chapter begins with a simple taxonomy of MSNs to broaden the defi nition 
of mobile social networks. By classifying MSNs into four categories, mobile social 
networking taking place in both the  physical world  and the  virtual world , for either 
 spontaneous  or  long-term interaction,  is included, leading to new perspectives 
about future mobile social networking. By merging pervasive computing and mobile 
social networking, the most signifi cant benefi t is to bring  awareness  of context 
about people, places, resources, and services to social networking. Specifi cally in 
the context of mobile social networking, this work explores what context is crucial 
in facilitating the  creation, discovery, interaction , and  management  of the mobile 
social community ,  as the new facets of context for MSNs. In particular, we present 
two terms, i.e.,  personal context  and  community context,  the two corresponding 
context taxonomies, as well as how those contexts are related to each phase of an 
MSN’s life cycle in the section entitled “Personal Context and Community Context”. 
Following the defi nition and detailed elaboration of both  personal context  and  com-
munity context  in that section, in the section entitled “Context-aware Discovery, 
Connection, Interaction, and Management in MSNs” we proceed to explore how 
personal and community context can be used in four different phases of the MSN 
life cycle, i.e., entity discovery, entity connection, community interaction, and man-
agement. In the remaining sections of this chapter, we further study what the 
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possible data sources that can be leveraged to infer the relevant personal and com-
munity context are, what the context management framework for MSNs looks like, 
what the popular techniques that can be used to extract those context are, and what 
the possible future MSN technology and research challenges are. In summary, this 
chapter attempts to answer the following questions:

    1.    What is MSN? Why is context-awareness important for future MSN?   
   2.    What roles do personal context and community context play in MSNs?   
   3.    What is personal context and community context? What are the new facets of 

context in MSNs?   
   4.    What are the data sources that can be leveraged to extract the relevant personal 

and community context?   
   5.    What are the popular techniques for inferring personal and community context?   
   6.    What are the research challenges in enabling future context-aware MSNs?    

6.2       Mobile Social Networks and Social Community 

6.2.1     Mobile Social Networks: Defi nition and Classifi cation 

 The advent of online social networking applications and services have radically 
changed the way people interact. More and more people are regularly using online 
social networking services such as Facebook, LinkedIn, etc. to form communities 
and socialize in virtual spaces. With the quick penetration of mobile phones, espe-
cially sensor-equipped smart phones, a current trend for online social networking 
services, such as Facebook, is to create mobile applications to give their users 
instant and real-time access from their devices. In turn, native mobile social net-
works have been created such as Foursquare and Gowalla, building communities 
around mobile functionality. More and more, the line between mobile and web is 
being blurred as mobile applications use existing social networks to create native 
communities, and web-based online social networks take advantage of mobile fea-
tures and accessibility. This has led to the following two trends:

    1.    Online social networks being extended for mobile access through mobile brows-
ers and smartphone applications   

   2.    Mobile social networks leveraging sensed user activities, location, profi les and 
generated contents by online social networking services     

 On one hand, people can form a social network anytime, anywhere, which 
removes the constraints in space, and people do not need to be bound to desktop 
PCs. On the other hand, the computing and sensing capability in mobile devices and 
environments makes it possible to capture the context and situation of both indi-
vidual and group, which can be leveraged to facilitate the creation of social com-
munities and interaction among mobile community users. In such a way, the mobile 
social networking can be enabled virtually and remotely just like online social net-
works; it can also take place to support spontaneous and face-to-face interaction. 
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 According to the defi nition in Wikipedia, mobile social networking is defi ned as 
“ social networking where individuals with similar interests converse and connect 
with one another through their mobile phone and/or tablet ”. Considering the exist-
ing online social networking services such as Facebook, LinkedIn, etc. at one 
extreme, and mobile ad hoc social network at another extreme, we can simply clas-
sify MSNs into the following four categories according to the time span of the com-
munity and distance among community members:

•     Short-term short-range MSNs . This category corresponds to the MSNs in physi-
cal proximity for a short time duration. Those mobile social networks, also called 
spontaneous MSN (Mani et al.  2009 ), can be built based on short-range ad hoc 
wireless communication protocols such as Wi-Fi and Bluetooth; they can take 
place in a room, building, bus stop, public space, or even on a moving ship or 
train. In this case, the life span of such a mobile social network is short and the 
distance among mobile community members is short. The objective of this type 
of MSN is to facilitate face-to-face interactions or information sharing/collabora-
tive work in an event or certain physical space (for both friends and strangers).  

•    Short-term long-range MSNs . This category corresponds to the MSNs formed by 
remote community members for a short time duration. Those mobile social net-
works are formed to fulfi ll a specifi c task for a short time duration (for instance, 
remote volunteer support for a disaster event). People are pulled together no mat-
ter where they are, members are already linked through an online social network. 
In this case, the life span of such a mobile social network is short and the distance 
among mobile community members could be big. The objective of this type of 
MSN is to facilitate information sharing/collaborative work in the virtual world 
and among connected people to fulfi ll a task.  

•    Long-term long-range MSNs.  This category corresponds to the current online 
social networking services (such as Facebook) extended to mobile devices. In 
this case, the life span of such a mobile social network is long and the distance 
among mobile community members could be big. The objective of such extended 
online MSNs is to facilitate anytime, anywhere information sharing/collabora-
tive work in the virtual world.  

•    Long-term short-range MSNs . This category refers to the MSNs confi ned to a 
fi xed group of people in a specifi c physical environment. This is a special form 
of mobile ad hoc social networks for a fi xed physical space. In this case, the life 
span of such a mobile social network is long, and the distance among mobile 
community members is short. The objective of this kind of MSN is to facilitate 
information sharing/collaborative work among community members familiar 
with each other (people belong to one family, one company).    

 As we can see from the above-mentioned MSN taxonomy, the mobile social 
community can be either created from  scratch  or from an existing bigger commu-
nity, based on a common goal or common interests of mobile users. For example, a 
short-term short-range MSN needs to be created from scratch, it helps to facilitate 
face-to-face encounters or spontaneous interaction with people who are  not neces-
sarily part of their social network . While the short-term long-range MSNs promote 
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interactions among remote users to form communities for a specifi c task (such as 
fi nding an expert to solve a problem), this mobile social community needs to be 
detected or created within an existing social community, as in the case of Facebook 
or working groups in a company. In both cases, the community creation needs to 
understand each user’s personal context, be it user location, user interest, or exper-
tise. After the mobile community is created, other members can choose to join 
through community discovery and matchmaking mechanisms. 

 As for long-term long-range MSNs and long-term short-range MSNs, the mobile 
social community is already formed among existing contacts. The major difference 
between these two categories of MSNs lies in the fact that they are suitable for sup-
porting different type of social interactions. For example, a long-term short-range 
MSN can support interactions in both the physical and virtual worlds, it might have 
a special privacy policy during information sharing and interaction due to the high 
trust level among close community members (among family members or col-
leagues). While a long-term long-range MSN is more a mobile extension of current 
online social network. In both cases, user interaction and resource sharing can be 
enhanced by exploiting each member’s personal context, such as user availability, 
schedule, or resources owned.  

6.2.2     Mobile Social Community and Life Cycles 

 The term “community” describes groups of people who identify themselves with a 
common goal (often refl ected in common interests) and who have the means to 
communicate with each other and collaborate around the common goal. The com-
munity formed by mobile users for social networking is called a  mobile social com-
munity ; it offers a context for people to meet and communicate in a physical and/or 
virtual space. As presented in the last section, a mobile social community can be 
either created manually or automatically based on certain predefi ned conditions 
from scratch; it can also be formed within a bigger social community according to 
certain context or by an entity, while users can either create a mobile community, or 
are invited to participate a community, or automatically become community mem-
bers by meeting the matchmaking criteria. 

 As the life cycle of  mobile social community  consists of community creation, 
operation (interaction, merging, splitting), and termination, inspired by the pro-
posed three-step processes (i.e., discover, connect, and organize) of community 
management in the EU FP7 Societies project (Roussaki et al.  2012 ), this chapter 
 proposes to divide the major operation of mobile social community into four phases: 
  discover, connect, interact,  and  manage . The key functionalities of each phase are 
described as follows:

•     Discover : discovery of people, devices, networks, and services for forming new 
communities or for matchmaking with requirements of existing communities; 
discovery of existing communities for joining, merging, splitting; discovery of 
context data sources for context extraction.  
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•    Connect : connecting individuals to form communities; connecting individual or 
communities to communities; connecting individual or community to devices, 
networks, and services; connecting context data sources to context inference 
services.  

•    Interact : direct interaction among community members via text, voice, social 
media; indirect interaction by tagging the same set of photos, commenting on the 
same objects or places, visiting the similar places or following similar trajecto-
ries, etc. Propose activity or topic for interaction, recommend users or resources 
for interaction.  

•    Manage : adding individuals to communities or removing individuals from a 
 community; forming, merging, splitting, and deleting communities; managing 
interactions among community members; managing devices, networks, and ser-
vices in a community; managing current and historic context of individuals and 
communities.    

 Apparently, in order to support intelligent decision-making in each phase, personal 
context and community context are the key to automatically enable the process.   

6.3     Personal Context and Community Context 

6.3.1     Context-aware Computing 

 Context-aware computing was developed as an important research branch of perva-
sive computing starting in the late 1990s (Schilit et al.  1994 , Dey et al.  2001 ). Its 
objective is to make the pervasive systems and services more intelligent by consid-
ering relevant information which was not taken into account in the system design. 
Early efforts in context-aware computing research focused mainly on context mod-
eling and middleware support for specifi c applications; examples include context-
aware mobile tour guide (Abowd et al.  1997 ), context-aware smart home (Zhang 
et al.  2003 ), and context-aware healthcare (Zhang et al.  2005 ). The context model 
proposed is usually about  individuals  in  smart spaces  for  certain applications . The 
state-of-the-art context model is the two-tier ontology-based model (Wang et al. 
 2004a ) which was originally designed to characterize the situation about mobile 
users and the relevant entities in a smart space, where the high-level context entities 
include  user, location, computing entity , and  activity . Properties of these entities, as 
well as the relationships between them, form the skeleton of a general contextual 
environment. 

 With the development of socially aware computing proposed by Alex Pentland 
( 2005 ), the social aspect of context caught the attention of the research community. 
The focus of context-aware computing was shifted from understanding user infor-
mation such as where they are, what they are doing, etc., to recognizing who they 
are with, how they interact with each other, etc. With the increasing popularity of 
social networking websites and social media, the notion of social context is extended 
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to include the set of information arising out of direct or indirect interactions among 
people in the social networking services. The social aspect of context typically 
includes user social preference information, user social relations, and user’s social 
role and interactions, as well as user’s social situation. This work intends to exploit 
the social aspect of personal context to help in forming new communities and 
enhancing interactions among users of existing communities. 

 With the main process of  mobile social community  dividing into four phases — 
 discover ,  connect ,  interact , and  manage  — it is obvious that the fi rst two phases are 
related to mobile community creation, discovery, or detection; and the last two 
phases are related to operations after the mobile community is formed. In the com-
munity creation stage, the social aspect of the personal context is needed and used 
to form relationships among users; such context could be location, proximity, his-
toric relationship, common goal or interest, etc. If the discovery stage refers to 
detecting existing communities to join, or looking for individuals to invite, then the 
community context or personal context is needed in order to fi lter out the irrelevant 
search. In the interaction stage, the objective is to facilitate effective interactions 
among community members; in this case, both personal and community context can 
play a crucial role in making the interaction effi cient and intelligent. For example, 
if one member has a certain behavior pattern, then this pattern can be used to choose 
the right time for interaction; if two members are working on the same document, 
they might be reminded to have a direct communication channel for discussion. For 
the management of a mobile social community, both personal and community con-
text are important for decision-making. For example, if a member is detected to be 
inactive and located in a different place for a certain period of time, she might 
already have left the community; and when two communities are found to have 
similar goals with a big number of overlapping members, these two communities 
could be advised to merge into one community. In the following subsections, both 
personal context and community context will be modeled and presented in detail, all 
from the perspective of effectively supporting different phases of MSNs.  

6.3.2     Personal Context Taxonomy 

 The personal context of a mobile community user is defi ned as all the relevant infor-
mation that can be accessed to characterize the situation of an individual. In this 
work, personal context is perceived as part of a process the mobile user is involved 
in. So the personal context of a mobile user includes all information that can be 
acquired and inferred at the current point in time, as well as all historical context 
data. As some future states of a user can be predicted from current and historic 
observations, we can thus classify personal context into  past context ,  present con-
text , and  future context  along the time dimension, in consideration of the differences 
in their acquiring and storing methods. In each phase, the personal context can 
be further classifi ed into two categories:  static context  which doesn’t change 
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(or changes slowly) and  dynamic context  which changes often. Therefore, taking the 
present personal context as an example, a taxonomy is given as follows:

  Static Context 

 –   Identity: the user identity refers to the information that identifi es who a person is, 
i.e., name, age, gender, nationality, address, education, occupation, etc., as well 
as their biological characteristics, such as weight, height, fi nger print, iris.  

 –   Preference: personal preferences could be conceived of as an individual’s view 
about specifi c objects, typically refl ected in an explicit decision-making process. 
What we care about is their preference in social activities, e.g., a person likes a 
certain restaurant, dislikes a certain movie, etc.  

 –   Resource: personal resource refers to devices, network, and services that a per-
son can use. Device capability includes screen resolutions, processing power, 
graphical representations, audios, input style, and so on. Network parameters 
include bandwidth, delay, access technologies, network addresses, etc. Services 
subscribed to or used by a user are also important resources.  

 –   Affi liation: this information represents details about a user’s role, as well as the 
list of communities a user is involved in. Examples could be their role in a uni-
versity, such as lecturer, professor, student, visitor, etc.  

 –   Contact list: usually a person has a contact list in the mobile phone, SNS, e-mail, 
etc. It contains addresses of their family members, friends, classmates, col-
leagues, acquaintances, and so on.   

  Dynamic Context 

 –   Time: time is the most important information associated with dynamics. The key 
time attributes include starting time, ending time, and the duration of an event. It 
can be at different granularities, such as month, week, date, minute, second, and 
with different semantic meaning, such as birthday, break time, etc. And there are 
other time-related factors such as time zone.  

 –   Location: personal location refers to where an individual is. Location also can be 
at different granularities with different semantic meanings. For example, user A 
is in Paris, user B is playing soccer in a fi eld located at the coordinate (48.6338, 
2.4346). There are also attributes associated with a certain location, such as the 
weather, temperature, light conditions, noise level, etc.  

 –   Physiological condition: this refers to the condition or state of the bodily func-
tions of a user, e.g., heart beat rate, blood pressure, body temperature. Those 
parameters can be used to infer their activity or emotion.  

 –   Behavior: behavior is a single action performed by an individual in a short time. 
For example, walking, sitting, typing, calling, laughing, holding an object, etc.  

 –   Activity: personal activity, which is performed for a relative longer time, is the 
high-level abstraction of a person’s behaviors, e.g., working, sleeping, meeting, 
dinner. Their situation in terms of such things as emotion (e.g., happy, sad) or 
presence (e.g., busy or not) defi nes their willingness and ability to engage in a 
certain activity.  

 –   Intention: Personal intention is what a user wants to do in the near future. It can 
be viewed as their temporary mental state for a task or activity.    
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 While dynamic personal context changes from time to time, the static personal 
context such as a person’s identity, preference, resource, affi liation, and contact list 
also evolves along with time. The personal context taxonomy can be found in the 
left panel of Fig.  6.1 .

6.3.3        Community Context: Defi nition and Taxonomy 

 Generally speaking, “community context” refers to the information about or descrip-
tion of a community. In early years of this research, community context was mainly 
used as a terminology in the organizational psychology fi eld (McArthur and Bruza 
 2001 ; Mohammed and Dumville  2001 ), and referred to shared mental models 
whose values remain stable, thereby providing the secure foundations on which the 
community could be built, e.g., rituals, social conventions, language, policies, rules, 
and protocols. Recent work about community context is mostly in the CSCW fi eld 
for content recommendation or knowledge sharing (Klamma et al.  2006 ; Kleanthous 
 2007 ), and community context is seen as community preferences, tasks, activities, 
location, time, device capabilities, and so on. 
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  Fig. 6.1    Personal and community context taxonomy       
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 In order to support the community lifecycle (discover, connect, interact, and man-
age) in MSN,  community context  is defi ned as  any information about the whole com-
munity and subset of members  which helps communities to function effectively by 
understanding and exploiting the interests, behaviors, and relationships of community 
members and the community as a whole (Koch et al.  2002 ). Again based on the tem-
poral and volatile nature of context, we classify the community context into the fol-
lowing categories:  static  (includes profi le and structure),  dynamic, historic, present , 
and  future  context (see Fig.  6.1 ). In the right panel of Fig.  6.1 , we show the commu-
nity context taxonomy which includes community profi le, community structure, 
community dynamics, and historical context as well as future context.

  Community Profi le 

 –   Community motivation: this refers to the common goal, purpose, or reason for 
forming the community. For example, a soccer-loving community would aim to 
share news about soccer matches, players, coaches, etc. A discussion community 
would intend to discuss matters related to the members.  

 –   Membership: this is to describe who belongs to the community, i.e., nodes of the 
MSN. Each community has its size. There are two kinds of membership:  clearly 
defi ned ones , such as a research team, a class of students, and  coarsely defi ned 
ones , such as a group of friends.  

 –   Demography: this is obtained by simply computing the statistics of the community 
members, e.g., the composition or distribution of members’ age, gender, national-
ity, education, occupation, income, etc. For example, a student community.  

 –   Community preference: community preference is about the attitude of the group 
in social activities. While each member could have his/her own preference about 
a restaurant, a movie, and so on, the community preference is not a simple aver-
age of all members’ preference. When the members differ in personal prefer-
ence, there needs to be a way to identify the community preference.  

 –   Community resources: as each community member owns some personal devices 
and services, and some members are willing to share part of these resources 
inside the community, community resources refer to those that are shared among 
community members.   

  Community Structure 

 –   Interpersonal relationship: this describes links of the MSN in different forms, 
i.e., Boolean, type, strength, orientation. Boolean relationship is the most popu-
lar one, which indicates two members do or do not have a relationship. Typed 
relationship might imply that member A and B are from the same university, 
while A and C are from the same hometown. The strength of relationship 
 characterizes how close the relationship is between two connected nodes. The 
orientation of relationship is used in asymmetric MSNs such as Twitter, e.g., A 
follows B, but B does not follow A.  

 –   SNA metrics: SNA (social network analysis) can be adopted to exploit many 
useful metrics, e.g., connection, distribution, or segmentation. There are some 
overall measurements of links, e.g., network closure, centrality, density, distance, 
clustering coeffi cient, and cohesion.  
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 –   Social status: this characterizes the social infl uence or the role of a member in the 
community, such as that member A is the leader of the group, B and C are peers. 
We can see that social status is an organizational feature; sometimes it is repre-
sented by links but sometimes not.  

 –   Intercommunity relationship: It is the structural information among multiple 
communities, i.e., whether two communities are hierarchical or overlapping. 
For example, a university contains many colleges and a college consists of 
several departments, and they are hierarchical. The soccer lover community 
and a class of students might have some members in common, so they are 
overlapping.   

  Community Dynamics 

 –   Time: time records when a personal activity or community event occurs. To char-
acterize the relationship between personal events and community events, time 
synchronization is needed.  

 –   Community location: most of the time, community location is where most of the 
members stay. For example, the soccer lovers play soccer on the fi eld. However, 
for a long-range community, the members might not be geographically close to 
each other; the community location can be expressed by the distribution or fusion 
of the members’ locations.  

 –   Interaction: interaction refers to information exchange among community mem-
bers or communication initiation from one member to another (others). It can last 
for seconds to minutes depending on the community activities engaged. 
Interaction-related information includes involving parties (who is interacting 
with whom), modality (e.g., face-to-face talk, phone call, e-mail, instant mes-
sage, SNS, online or physical item exchange), objectives or activities (e.g., pro-
pose an opinion, agree, like, acknowledgement).  

 –   Community activity: community activity is the high-level abstraction of a 
sequence of interactions among community members for a relatively longer 
period of time, usually ranging from minutes to hours. e.g., meeting, dinner, 
party. The related information about community activities include members’ 
presence (i.e., busy or not), the active level of members (e.g., member A seldom 
speaks in meetings), leaders (e.g., two debate for a long time), participation strat-
egy (e.g., selfi shness or altruism), emotion of the community (e.g., happy, sad).  

 –   Community intention: community intention is what the community is formed 
for. It can be the common goal or motivation of the community based on each 
member’s motivation or preference. For example, the objective of group of music 
lovers is to enjoy music together, and their preference contains pop music and 
rock music; they all agree to listen to a song by Michael Jackson given a list of 
candidate songs.  

 –   Community evolution: communities evolve with time, due to a change in mem-
bers’ profi le, community structure, motivation, people, demography, preference, 
resource, interpersonal relationship, SNA metrics, social status, and intercom-
munity relationship. It is interesting to understand the dynamics of long-term 
communities, lasting for months or years.   
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  Community Context History 

 –   Historical context: this refers to the history of previous profi le, structure, and 
dynamics. Information in the past can be used to understand users’ current and 
future context.  

 –   Pattern: pattern is derived from historical contexts. It might include interaction 
pattern (such as frequent interaction modality, e.g., infrequent face-to-face talk 
while writing many e-mails, frequent sequence, e.g., always make a call before a 
face-to-face talk), personal or collective behavior pattern (e.g., always do the 
same thing or go to the same place), personal or community evolution pattern 
(e.g., whenever the activity frequency decreases, some members will quit the 
community).  

 –   UGC (user-generated content): every activity will generate certain digital traces 
or contents, such as pictures, videos, message records, meeting minutes, com-
ments, blogging, and wikis. All these contents might be utilized to support com-
munity lifecycle management in a specifi c way.   

  Future Community Context 

 –   Future context: this describes what personal or community profi le, structure, and 
dynamics would be like in the future. Usually these contexts are predicted based 
on historical and current contexts.     

6.3.4     Sensed Raw Context, Inferred Context, 
and Historic Context 

 For both personal context and community context, they can be either static or 
dynamic, can be directly sensed from various data sources or indirectly inferred by 
different rules and algorithms. Usually simple context items such as location, tem-
perature, available networks and services, etc. are sensed or acquired directly, but 
complex context such as a user’s intent and the relationship among community 
members need to be inferred with algorithms or rules. 

 As individuals and communities generate large amount of data continuously, the 
data streams are gathered as the real-time context data source. With real-time data 
streams, raw context is obtained and stored in the context knowledge base for per-
sonal and community context query. With the passage of time, the accumulated 
record of data and context becomes historic context, and the complex context is 
generally inferred through processing both the real-time context and historic con-
text. In particular, a complex community context needs to be inferred through pro-
cessing the real-time context of relevant individuals and communities as well as the 
historic context of individuals and communities. In such a way, both the personal 
context and community context, either real-time sensed context or inferred context, 
are stored in the context knowledge base for query and further inference, and this 
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context information becomes historic context with the passage of time. In the fol-
lowing sections, we will explore what the possible context data sources are for 
extracting personal and community context, what the popular techniques are for 
inferring context, and what the context management framework is which supports 
context acquisition, aggregation, reasoning, prediction, and query.   

6.4     Context-aware Discovery, Connection, Interaction, 
and Management in MSNs 

6.4.1     Context-aware Discovery 

 In mobile social networking, in order to create/form a mobile social community or 
detect a community for joining, the fi rst task is to discover the relevant people, com-
munities, devices, network, and services, crossing the boundary between the physi-
cal and virtual world. In the case of community creation, the objective is to fi nd the 
right people with the appropriate devices and services in a shared networking envi-
ronment; in the case of community detection and discovery, the objective is either 
to fi nd a group of people with certain relationships who share a similar goal or com-
mon interests to form a mobile community, or to discover existing social communi-
ties using a service discovery mechanism for joining purposes. 

 Existing systems already allow the discovery of people in a physical environ-
ment via a wearable RFID tag worn by an individual, a mobile device with a perma-
nent MAC address, or a search in the web or social networking sites (virtual 
environment). There are also device and service discovery protocols such as 
Bluetooth, Wi-Fi, UPnP, Jini, etc. which support discovery of user devices and vir-
tual services (including a community advertisement service). However, these sys-
tems currently do not fully exploit the wide variety of context information in order 
to discover people across the boundary between virtual and physical spaces for 
social networking purpose. This work intends to make use of various contexts for 
people, resources, and community discovery, with the objective of fi ltering out non- 
relevant entities and locating merely those which are relevant. As the mobile social 
community is pulling people and resources together around a common intent, co- 
location, or similar interests, thus the most signifi cant context should include indi-
vidual’s current or future location, personal interest and preference, intent or activity, 
community’s location, objective, and profi le. For example, we can discover people 
based on static personal preferences in social network services such as Facebook, 
LinkedIn, Google+, etc.; we can search a community of people with a common goal 
or in a similar situation regardless of whether they use social networks or not. Thus, 
the complex context inference techniques play a very important role in deriving a 
user’s intent, logical location, social relationship, a community’s interest and prefer-
ence, future mobility pattern, and availability.  
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6.4.2     Context-aware Connection 

 Building on the selected list of relevant people, devices, services, and communities 
discovered, the next task is to either select and connect relevant entities across the 
physical and virtual worlds creating a new mobile social community, or to select 
and connect to the appropriate social communities participating in the community 
activities they are interested in. This allows for the establishment of communication 
mechanisms between these entities, enabling each of them to capitalize on the capa-
bilities of the entities it is connected to, in order to share whatever resources and 
services each entity might want to use. Thus, groups of users and entities that dem-
onstrate commonalities connect, creating mobile social communities. 

 There are many context-based criteria that can be used to form new mobile social 
communities or connect to appropriate existing communities (Roussaki et al.  2012 ), 
such as:

•    Sharing the same geographic location (current location, or location/area of resi-
dence or work, etc.), including groups of persons that are often co- located (e.g., 
family members, colleagues, fellow students, classmates, residents of the same 
building, neighbors)  

•   Having the same or similar preferences  
•   Sharing common interests or features (personal, business-related, service-related, 

hobbies, etc.)  
•   Sharing a common belief, idea, intent, or goal  
•   Sharing common experiences or background or knowledge  
•   Having ties of friendship, kinship, communication/interaction, authority/hierar-

chy, trust, shared membership, or other forms of social relationships, etc.     

6.4.3     Context-aware Interaction 

 Once the relevant entities (people, devices, services, networks, etc.) have been dis-
covered and connected in a mobile social community, one key task is to facilitate 
personalized and effective interactions among community members. In this phase, 
each member’s personal context and the community context play an essential role 
in enabling intelligent information exchange and resource sharing. 

 The greatest challenge in the  interaction phase  is to identify the situations and 
events that should trigger interactions among a subgroup of members, between two 
sub-groups, or just between two members. The situations and events vary greatly, 
depending on the requirements arising from possible interaction patterns. A simple 
event can range from two members being available for a chat at a certain instant to 
several members who are all working on a certain document, while a complex event 
could be to propose a local tour to a group of people based on their availability and 
interests. In general, as interactions involve at least two parties, thus the relationship 
(similarity, commonality) between individuals, between an individual and a group, 
or between groups inside the community is something that needs to be monitored all 
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the time. Even future interaction situations and events are also key things which 
need to be predicted and estimated, so that proactive actions can be taken to facili-
tate future interactions. 

 Another challenge is to identify the  collective behavior of a community  based on 
each individual’s behavior. This is a very challenging and tricky problem, as differ-
ent strategies have to be applied in different situations. For example, a community’s 
preferred temperature in an air-conditioned room could be the average value of each 
community member in the room in most cases, but when one member catches a 
cold, the recommended room temperature for the community might be the preferred 
temperature of the sick member. Community collective behavior can be very tough 
to present when members have confl icting interests in certain situations, which is 
also the case for human beings in a real-world setting. As for the prediction of com-
munity dynamics, it is even a tougher problem to tackle, as the evolution and struc-
ture of a community depends on many factors, ranging from social to economic to 
behavior background of each individual member, all affecting the interaction pat-
tern of a community and the members inside the community.  

6.4.4     Context-aware Management 

 After the mobile social communities are created or formed or created, another key 
task is to manage the lifecycle of the established mobile communities in the  man-
agement phase . This includes introduction of new members to the community, 
through additional discover/connect cycles, and removal of members who are no 
longer relevant or no longer willing to be part of the community. Similarly, the great 
challenge in the management phase is also to monitor and detect situations from 
various context data sources that would cause the change of the community status, 
such as new member joining, old member leaving, one community splitting into 
two, several communities merging into one, …; again the ability to predict the 
behaviors of users & communities is another challenge in effectively managing the 
resource usage of users and communities, affecting also the life cycle management 
of the mobile communities.   

6.5     Data Sources for Personal and Community Context 

 The three main data sources for extracting personal and community context are: 
 Internet and Web services, static sensing infrastructure,  and  mobile devices and 
wearable sensors . The three sources have different features and strengths. Both 
personal and community context can be directly sensed from various data sources, 
or indirectly inferred by rules and algorithms. Here we mainly elaborate the raw 
data sources for basic contexts. In the section entitled “Techniques for Extracting 
Personal and Community Context”, we will describe how to get inferred contexts 
from basic contexts. 
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6.5.1     Internet Services and Web Applications 

 This data source refers to all the information we can get from the Internet. The 
information itself might be a collection of data from user manual input, static sens-
ing, or mobile sensing, but it ends in the form of information appearing on the 
Internet. The concrete data sources of this kind include:

 –    Calendar: online calendars such as Google calendar and to-do lists in Doodle 
contain information about personal or community intention, and can be used to 
predict their future activities and presence.  

 –   E-mail: for reasons of privacy, access is only allowed to specifi c information, and 
the inferred context can only be used to serve individual needs. For example, a 
user’s contact list can be used to recommend receivers when the user wants to do 
a certain activity; it can also indicate when and how often a user contacts others.  

 –   Instant messenger: in addition to sending messages instantly such as e-mail, 
instant messengers such as Skype, MSN, and QQ can reveal other personal infor-
mation such as online state (offl ine, online, busy, absent), interaction modality 
(text, audio, or video), etc.  

 –   Social network site: SNSs such as Facebook, MySpace, Google+, Linkedin, 
Netlog, etc., contain rich information about the community structure and inter- 
relationship among members. Various types of interactions among users can be 
found and extracted from these sites, i.e., inviting, connecting, posting, sharing, 
visiting, and replying. Furthermore, users might create or join certain groups 
with a specifi c motivation.  

 –   Blog and micro-blog: Twitter focuses more on news propagation than general 
SNSs. As leading and following exhibits an asymmetric relationship, thus Twitter 
is more suitable for investigating one’s social infl uence.  

 –   Check-in: location-based social networks such as Foursquare record and share 
user’s location at any place in real-time through a so-called check-in process. 
The check-in information contains a user’s visit history and location preference 
during the visit.  

 –   Comment: comments collected from social networking sites such as Yelp also 
imply the user’s preference about commented entities. Those comments could be 
clicks on a post, ratings on an application, tips on a location, or opinions on many 
kinds of item, e.g., book, music, movie, restaurant, hotel. This is a good source 
for inferring personal or community preferences.  

 –   Internet forum: a forum such as BBS (Bulletin Board System) usually attracts 
users with similar interest. From text messages left in BBS, we can understand 
users’ opinions, interests, and interaction patterns.  

 –   Media sharing site: social media such as pictures (Flicker), videos (YouTube), 
and bookmarks (Delicious) usually refl ect users’ preferences. They may be also 
tagged with keywords and/or geographic information related to the user.  

 –   Wiki: A wiki site has a set of authors who can collaborate on the online content 
editing. We could know the membership of the community, activity level, and 
who are dominant in the community.     
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6.5.2     Static Sensing Infrastructure 

 This refers to the sensing infrastructure that is installed in houses, buildings, or 
public areas. This data source is best suited to infer indoor and outdoor activities of 
individual or group, as well as the environment context about a certain place. The 
popular static sensing infrastructure includes:

 –    Wireless local area network: in wireless LAN, we can get the SSID of each Wi-Fi 
access point and the radio signal strength from each access point. When a device 
receives Wi-Fi signals from multiple access points, the location of the device can 
be calculated by triangulating signals from access points with known locations. 
Given the IP address of the mobile device, the user’s geographical location can 
be roughly estimated.  

 –   Cell tower: this records the cell ID for every mobile phone in its range, thus user 
ID can be used to localize users nearby.  

 –   Sensor network: this includes surveillance cameras, microphones for sounds, 
RFID readers for smart cards, fi ngerprint readers for user identities, pressure- 
based sensing fl oor mats for user’s indoor locations, and wireless sensor networks 
for sending environmental temperature, humidity, etc. Once we get videos and 
sounds of a person or a community, multimedia processing technologies can be 
used to extract their activities, such as who are present, what are they doing, etc.     

6.5.3     Mobile Sensing 

 This refers to those information we can get from mobile phones and wearable sen-
sors. As the mobile and wearable devices accompany people most of the time, this 
is a great data source to infer interpersonal physical interactions, personal location 
and activities, and public environment contexts. The popular data sources include:

 –    Accelerometer, gyroscope, and compass: the data obtained from those mobile 
phone sensors can be used for inferring personal activity, e.g., sitting, walking, 
running, etc.  

 –   GPS: this is widely used for outdoor localization.  
 –   Bluetooth: Bluetooth is not only used for interpersonal interaction (transfer 

fi les), but also for sensing proximity.  
 –   Phone call and SMS: these are data sources that record daily interpersonal 

interactions.  
 –   NFC: near fi eld communication is usually used in object identifi cation, localiza-

tion, and e-payment. It is best suited to recognize one’s activities such as shop-
ping, travelling, etc.  

 –   Camera and microphone: just like their counterparts in static infrastructure, cam-
eras and microphones in mobile phones can record one’s pictures, videos, and 
sounds as well as the surrounding multimedia information. The obtained infor-
mation also refl ects one’s interests.  
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 –   Wearable health monitoring device: this can monitor an individual’s physiologi-
cal parameters such as heartbeat, pulse, temperature, blood pressure, etc. The 
information acquired can be used to monitor their health status as well as physi-
ological response in different events and situations.      

6.6     Personal and Community Context Framework for MSNs 

 The Context Management (CM) framework aims to infer and manage individual 
and community context information, in order to facilitate mobile social community 
creation and detection, user interaction, and community management. The frame-
work is responsible for acquiring raw data from mobile devices, social networking 
sites, Internet applications, environment sensors and devices, etc., modeling the col-
lected data and maintaining current and historic context information in appropriate 
data repositories. Additionally, inference techniques are provided, enabling the 
extraction of high-level information from raw context data. Management of context 
information also includes enabling context consumers to retrieve and update current 
and historic context. Finally, synchronization of the personal and community con-
text repositories is also needed. As shown in Fig.  6.2 , the context management 
framework consists of six layers, which are described below in detail.

6.6.1       Pervasive Sensing Layer 

 The pervasive sensing layer involves the three major data sources identifi ed in the 
last section:  mobile and wearable sensors ,  static infrastructure , and  Internet and 
Web applications . The three sources have different attributes and strengths:

 –    Mobile and wearable sensors are always user-centric; they are good at sensing 
individual activities, interpersonal interactions, and signifi cant locations.  

 –   Static infrastructure enables the detection of user location and indoor user 
activities.  

 –   Internet applications and Web services are a major source for extracting user 
profi le information and the relationship among users in a community.    

 Due to their diverse features, aggregation and fusion of data from these three dif-
ferent sources provide unique opportunities for personal and community context 
extraction in MSNs.  

6.6.2     Data Anonymization Layer 

 As privacy is a major concern for both personal information exchange and commu-
nity data sharing, our proposed framework incorporates an anonymization layer 
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before the releasing and processing of acquired user data. All the data released must 
be anonymized to protect individual privacy; different anonymization algorithms 
can be applied for privacy protection (Campbell et al.  2008 ).  

6.6.3     Hybrid Learning Layer 

 The hybrid learning layer applies diverse machine learning and data-mining tech-
niques to convert the low-level single-modality sensing data into high-level features 
or micro-context; the focus is on mining frequent data patterns in order to derive the 
individual’s behavior and single space context, before extracting the high-level per-
sonal and community context.  

  Fig. 6.2    Personal and community context management framework       
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6.6.4     Semantic Inference Layer 

 The semantic inference layer is needed when different features or micro-context 
need to be aggregated using logic-based inferences; it is complementary to the sta-
tistical learning approach. The following components are involved:

 –    Context reasoning. This uses rule-based reasoning engines to infer high-level 
contexts from low-level contexts, leveraging experts’ domain knowledge.  

 –   Context inheritance. This provides the necessary algorithms in order to estimate 
currently unavailable context based on information available from parent 
communities.  

 –   Community context estimation. This is responsible for inferring community con-
text based on personal context of each community member. Various models can 
be used to represent and estimate the community context values, e.g., aggrega-
tion of individual user context of each community member, average values, max-
imum or minimum value of the community members, etc. (De Silva et al.  2009 ).     

6.6.5     Context-aware Layer 

 This is the middleware layer that manages the context obtained from lower layers 
and provide effi cient retrieval support for MSN services. A set of components are 
included.

 –    The context repository is the core component that can represent and store context 
in a unifi ed form (e.g., RDF, OWL) (Wang et al.  2004b , Guo et al.  2011 ).  

 –   The historical context management module is responsible for the consistent stor-
age of historical context data for both individuals and communities.  

 –   The context query engine provides a unique interface for MSN services to access 
the context needed.  

 –   Context wrappers are responsible for converting the learned/inferred context into 
proper format based on the formal modeling language, and inserting them into 
the context repository (Yu et al.  2008 ).     

6.6.6     Social Networking Application Layer 

 The application layer includes a variety of potential MSN services that can be 
enabled by the availability of individual and community contexts, including com-
munity creation, interaction, management, and so on.   
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6.7     Techniques for Extracting Personal and Community 
Context 

 In order to extract personal and community context, various technologies could be 
deployed and developed. This section investigates what existing technologies can 
be used to empower personal and community context extraction, and more impor-
tantly, what new methods have to be developed to bridge the semantic gap. 

6.7.1     Existing Technologies for the Extraction of Personal 
and Community Context 

 There is a spectrum of technologies which are able to partly meet the data represen-
tation, data processing, and inference requirements of personal and community con-
text. We fi rst give a summary of existing technologies as shown in Table  6.1 , and 
then present them in more detail.

     1.    Context Representation and Anonymization Techniques    
  Effective data representation techniques are the basis of extracting personal and 
community context. Ontology and Semantic Web are two widely adopted tech-
niques for context representation. Ontology is a formal representation of a set of 
concepts within a domain, and the relationship among those concepts. It has 
been used in artifi cial intelligence, the Semantic Web, system engineering, etc. 
as a means of knowledge representation. The key benefi ts of ontology include: 
sharing common understanding of information among people or agents, reusing 
of domain knowledge, making domain assumptions explicit, separating domain 
knowledge from operational knowledge, and supporting logic-based inference. 
For instance, an ontology-based user profi le model is proposed in Stan et al. 
( 2008 ) to allow users to have a situation-aware mobile social network through 
handhold devices, by controlling how reachable they are for specifi c categories 
of people in a given situation. 

 The Semantic Web was developed to make it possible for machines to under-
stand the semantic meaning of information on the World Wide Web. The concept 
of Semantic Web applies methods beyond linear presentation of information 
(Web 1.0) and multi-linear presentation of information (Web 2.0) to make use of 
hyper- structures, leading to entities of hypertext. For example, Semantic Web is 
used to build agent-based system architecture for developing mobile social net-
working applications (Karistiansson et al.  2009 ). 

 In addition to context representation, another important technology for per-
sonal and community context is data anonymization techniques. Data anony-
mization refers to technology that converts clear text data into a non-readable 
and irreversible form to protect privacy. One method for privacy protection is to 
use hash or encryption techniques to hide sensitive information. For example, in 
the MIT Reality Mining dataset, Hash processing (MD5) has been performed to 
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hide user identity (Eagle et al.  2009 ). Another method for privacy protection is 
to ignore individual information and focus instead on a coarse-grained descrip-
tion of the system, such as the aggregated motion of individuals (Gonzalez and 
Barabasi  2007 ). Other privacy-preserving methods can also be employed, rang-
ing from sharing only statistical summaries of the individual data set, to insert-
ing random perturbations into individual data records before sharing them 
(Mitchell  2009 ).

    2.    Clustering/Classifi cation Techniques    
  Data clustering/classifi cation is an effective way to extract high-level personal 
and community context, such as human behavior patterns, community struc-
tures, and community dynamics. In general, clustering/classifi cation techniques 
can be classifi ed into three categories, i.e., supervised learning, unsupervised 
learning, and semi-supervised learning. 

 Supervised learning is the machine-learning method of inferring a function 
from supervised training data. A supervised learning algorithm analyzes training 
data and produces an inferred function, which is called a classifi er (if the output 
is discrete) or a regression function (if the output is continuous). The inferred 
function should predict the correct output value for any valid input object. There 
are two different kinds of classifi ers, which are static classifi er and temporal 
classifi er. Static classifi ers include SVM, naïve Bayes, Bayesian network, and 
decision tree, etc. The temporal classifi er includes hidden Markov model 
(HMM), conditional random fi elds (CRF), and dynamic Bayesian networks 
(DBN), etc. For example, SVM can be used to identify human interaction pat-
terns in a smart meeting scenario (Yu et al.  2012 ). 

 Unsupervised learning addresses the problem of fi nding hidden structure in 
unlabeled data. Since the examples given to the learner are unlabeled, there is no 
error or reward signal to evaluate the potential solution. Approaches to unsuper-
vised learning include clustering and blind signal separation. Clustering meth-
ods include k-means, mixture models, k-nearest neighbors, hierarchical 
clustering, etc. For instance, hierarchical clustering is used to discover hierar-
chical community structures of various networks in Ahn et al. ( 2010 ), e.g., 
uncovering mobile social networks based on mobile phone call records; a vari-
ant of k-means is leveraged to detect overlapping communities of online social 
media in Wang et al. ( 2010 ). 

 Semi-supervised learning combines both labeled and unlabeled examples to 
generate an appropriate function or classifi er. On one hand, labeled instances are 
often diffi cult, expensive, or time consuming to obtain, as they require the efforts 
of experienced human annotators. On the other hand, unlabeled data may be 
relatively easy to collect, but hard to use. Semi-supervised learning addresses 
this problem by using large amount of unlabeled data, together with the labeled 
data, to build better classifi ers. Because semi-supervised learning requires less 
human effort and gives higher accuracy, it is of great interest both in theory and 
in practice. Self-training is a commonly used technique for semi-supervised 
learning, which is applied to collectively identify human behavior and context 
based on smart phone data in mobile social networks (Miluzzo et al.  2010 ).
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    3.    Context Reasoning Techniques     
 In general, there are three different kinds of context reasoning techniques, which 
are  rule-based reasoning ,  case-based reasoning , and  hybrid reasoning . 

 Rule-based reasoning (RBR) complements the statistical learning approach, 
and uses explicit rules to effectively associate low-level information with the 
expected personal or community context on the basis of expert domain knowl-
edge. For example, RBR is used to analyze human behavior models in Shi et al. 
( 2009 ). 

 Case-based reasoning (CBR) aims to solve new problems based on the solu-
tions to similar old problems. Case-based reasoning is a kind of analogy making. 
The advantages of CBR include minimal effort required for knowledge acquisi-
tion and maintenance, high problem-solving capability based on knowledge 
reuse, and automatic evolution over time. For instance, in Sadeh et al. ( 2009 ) 
CBR is used to identify the user’s privacy preference when using mobile social 
networking applications. 

 Hybrid reasoning is an inference method that leverages multiple reasoning 
techniques, such as rule-based, case-based, et al. It combines the advantages of 
different methods, and is able to achieve better performance. For example, 
COSAR leverages hybrid reasoning to recognize human activities through the 
use of ontologies and ontological reasoning combined with statistical inference 
(Riboni and Bettini  2011 ).  

6.7.2     Future Technologies Empowering Personal 
and Community Context 

 While there are already quite a number of techniques and tools that are capable of 
supporting personal and community context processing, they are still not able to 
fully empower personal and community context-awareness in MSNs. In this sec-
tion, we will discuss what technologies and tools are expected to empower context 
aware MSNs. 

  Community models : central to the extraction of community context will be the 
development of community models — computational models of the social networks 
that bind individuals, mine the various links among individuals, recognize different 
community types comprising tightly connected people, and determine the collective 
characteristics of communities (Lane  2012 ). Meanwhile, due to the complexity of 
human behaviors and diversity of interaction patterns, different community models 
might be needed in different circumstances. Community models will infl uence how 
community context should be extracted, guiding a variety of system operations. To 
this end, to facilitate community context, it is necessary to investigate and develop 
proper community models according to the specifi c requirements of applications. 

  Participatory sensing technology : participatory sensing is emerging with the preva-
lence of mobile smart devices to collect large-scale data about people and society: 
however, accuracy, frequency, completeness, and coverage cannot be assured for the 
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data acquired. A more realistic strategy is to leverage human judgment and assis-
tance in supervising the use of an individual’s electronic products (i.e., smart mobile 
phones equipped with camera, microphone, GPS, compass, accelerometer, etc.) for 
data collection, to record and share their surrounding information. The shared infor-
mation is not raw data from sensors but labeled data with annotation from users. 
This strategy is called participatory sensing (Shilton  2009 ), which is a promising 
technique for personal and community context extraction. 

  Large-scale multi-modal data fusion and integration : huge amounts of data are 
being produced in mobile social networks every day, such as tweets published over 
micro-blog, photos and videos shared through Flickr or YouTube, sensor data col-
lected by smart phones, leading to severe data fusion and integration challenges. In 
particular, context-aware MSNs need to deal with real-time, multimodal data col-
lected on city or society scale; existing data-mining techniques fall short of capabili-
ties to model, fuse, integrate, and manage the multi-model, heterogeneous data. 
Thereby, effective fusion and integration tools and methods are needed to handle 
large-scale multi-model data (Hu et al.  2011 ).   

6.8     Research Topics and Challenges 

6.8.1     Data Quality 

 The data quality from the user-contributed contents in MSN can be very different, 
ranging from authorized to inaccurate and even fake ones. The data quality from 
mobile phones and infrastructure also varies a lot. On one hand, due to limited 
resources, many of the sensors found in today’s mobile devices produce data that has 
low resolution and limited precision. On the other hand, people place their phones in 
varied ways. For example, some people put their mobile phones in the pocket, some 
put in the handbag (Sun et al.  2010 ). Thus for the same user activity such as walking 
or running, the data quality is very different. When analyzing human behaviors from 
raw sensor data, it is better to train different classifi ers that work in different con-
texts. However, both data collection and context identifi cation are challenging issues.  

6.8.2     Data Uncertainty 

 The participation of users introduces uncertainty to MSN systems. To mine com-
munity contexts, we often need to collect data from many anonymous participants. 
If there is a lack of the control needed to ensure the source is valid and information 
is accurate, this can lead to data trust issues. For example, Twitter data is sometimes 
unreliable; mobile phone users may send incorrect or even faked data to the data 
centre. Therefore, trust and abnormal data detection methods should be developed 
to ensure the trustworthiness and quality of the collected data.  
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6.8.3     Heterogeneous Data Management 

 Different mobile devices have different capabilities; they might have different levels 
of accuracy in sensing the physical and virtual world. Integrating information from 
diverse data sources adds diffi culty to community context mining. Raw data from 
different sensor sources need to be transformed to the same metrics and represented 
by a shared vocabulary/ontology to facilitate the learning and inference process 
(Wang et al.  2004a ).  

6.8.4     Data Fusion 

 Data from independent sensing sources should (1) be associated, integrated, and 
fused to infer high-level contexts, and (2) be cross-checked to allow trustworthy 
information inference. For instance, if a body-worn accelerometer detects a “sit-
ting” activity and the GPS system detects that the user is moving, the activity can be 
more properly corrected as “driving/taking bus”.  

6.8.5     Data Visualization 

 To better understand data produced by mobile social networks, visualization tech-
niques and tools should be developed. These should be designed to demonstrate the 
sensed data and learned contexts at multiple levels of granularity. Situvis (Clear 
et al.  2010 ) represents an important step in this direction.  

6.8.6     Security and Privacy 

 In addition to the privacy issues faced by traditional online social networks, sharing 
and revealing personal data in MSNs are exposed to extra privacy issues that are 
unique to mobile environments. Compared with personal data (e.g., user profi le, 
IDs), data gathered in community can reveal much more information about indi-
vidual and organizational behaviors. For example, your location might reveal your 
interests; the health data about an organization might suggest environmental prob-
lems for the staff. The impact is obvious: if personal data cannot be anonymized and 
under the control of data owners, people may be less likely to share their data. The 
problem becomes more important in short-term communities: the lack of central-
ized control and the anonymous-participation nature pose additional security 
challenges. 

 User control is very important in personal data sharing, as it is about what one 
wants to reveal and to whom one allows the system to reveal. For example, you 
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might want to track your heart rate each day, but there is no reason to share that 
information with anyone but your doctor. Researchers in this fi eld are exploiting 
methods that enable users to manage their data by tailoring access-control and data- 
management tools (Shilton  2009 ).  

6.8.7     Community Management 

 In comparison with individual users, community information is more diffi cult to 
manage due to its complex nature, such as different forming methods (ad hoc, com-
mon goal-based), membership (different user roles), granularities (there are parent 
and children communities), lifecycle (short-term or long-term), and so on. We 
should study the social science and domain knowledge to provide effective tools for 
community management.  

6.8.8     Context-Awareness in MSNs 

 Extraction of individual contexts has been well studied in the fi eld of pervasive 
computing. Research on community contexts is still at an early stage. Challenges 
include how to extract community preferences, how to mine the underlying struc-
ture of MSNs, how to identify and store historical and live contexts in ad hoc or 
long-term communities, and so on.  

6.8.9     Social Concerns 

 MSN services are built on positive social properties such as friendships, communi-
ties, contacting/encountering, etc. There is also a need to pay attention to negative 
social features, such as social selfi shness (Guo et al.  2011 ), to ensure data sharing in 
delay-tolerant MSNs.   

6.9     Conclusion 

 Mobile social networks are still in their infancy, but have the potential to revolution-
ize the fi eld of social networking by incorporating social and community awareness 
in MSNs and fusing together the mobile, sensor, and social data. In this chapter, we 
fi rst extend the defi nition of mobile social networks by classifying MSNs into four 
categories. With the new taxonomy of MSNs, mobile social networking taking 
place in both  physical world  and  virtual world , for either  spontaneous  or  long-term  

6 Exploiting Personal and Community Context in Mobile Social Networks



136

interaction, is included. By examining the new facets of context-awareness in the 
emerging fi eld of mobile social networks, we present two important terms:  personal 
context  and  community context , which play crucial roles in enabling future intelli-
gent mobile social networking. We further present the model and detailed descrip-
tion of  personal context  and  community context . 

 Corresponding to the life cycle of the mobile social community, the major func-
tional phases of MSNs are divided into four:  discovery, connection, interaction, and 
management . In each phase, how personal context and community context is used 
to facilitate the process is elaborated. 

 With the merging of pervasive computing and social computing, we attempt to 
identify the possible data sources which can be leveraged to derive social and com-
munity context; these data sources include  sensor-rich mobile and wearable devices, 
social networking and web services , and  infrastructure-based networked sensors . 
Leveraging the data sources, techniques ranging from data representation, data 
cleansing, and data anonymization to clustering techniques and inference tech-
niques are presented for deriving personal and community context. Finally, various 
research challenges are summarized in order to shed light on possible future research 
directions about context-awareness in mobile social networking. In summary, with 
context awareness, MSN is not merely a simple extension of online social network-
ing, it goes beyond its counterpart with many new perspectives and much more 
intelligence.     
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    Abstract     Mobile social computing has exploded into people’s lives during the past 
10 years, but to become truly pervasive it needs to be much more context-aware and 
personalizable. The next generation of social media needs to be able to react and 
adapt to the physical environments in which people live and act. The SOCIETIES 
project is integrating research undertaken in the fi eld of pervasive computing with 
social computing to develop the next generation of social media systems. The vehi-
cle for this is the “pervasive community”, and this chapter outlines the innovations 
required to realize this concept. Pervasive communities can restore the symbiosis 
between our digital and physical worlds.  

7.1         Introduction 

 When considering the future of mobile social computing, it is important to recall 
that people are mobile creatures, and from the time we developed our fi rst indirect 
means of communicating (writing) the tools we use to socialize have 

    Chapter 7   
 Enhancing Mobile Social Networks 
with Ambient Intelligence 

             Kevin     Doolin     ,     Nick     Taylor     ,     Micheal     Crotty     ,     Mark     Roddy     ,     Edel     Jennings     , 
    Ioanna     Roussaki     , and     David     McKitterick    

        K.   Doolin      (*) •    M.   Crotty •         M.   Roddy •         E.   Jennings      
  Telecommunications Software and Systems Group (TSSG) ,  Waterford Institute 
of Technology ,   Waterford ,  Ireland   
 e-mail: kdoolin@tssg.org; mcrotty@tssg.org; mroddy@tssg.org; ejennings@tssg.org   

    N.   Taylor      
  School of Mathematical and Computer Sciences ,  Heriot-Watt University ,   Edinburgh ,  UK   
 e-mail: N.K.Taylor@hw.ac.uk   

    I.   Roussaki      
  National Technical University of Athens ,   157-173 Zographou ,  Athens ,  Greece   
 e-mail: ioanna.roussaki@cn.ntua.gr   

    D.   McKitterick      
  INTEL, Collinstown Industrial Park ,   Leixlip ,  County Kildare ,  Ireland   
 e-mail: davidx.mckitterick@intel.com  



140

accommodated our roaming nature. Historically, those interludes during which 
humanity has surrendered to attending fi xed locations in order to socialize indirectly 
have been brief. The fi xed telephone was supplemented by the mobile phone within 
50 years of it entering most homes. The early years of social networking, which tied 
people to their desktop computers, were just another such interlude. The users of 
those sites already had SMS available to them when they were on the move, and 
mobile social networking was inevitable with the advent of the smartphone. 

 Pervasive computing has the potential to totally transform traditional Web-based 
social networking sites (SNSs), freeing them from the Web-browser and letting 
them loose in the real world (Pallis et al.  2011 ; Xu et al.  2011 ). The most popular of 
these, such as Facebook, LinkedIn, MySpace, and Twitter, have already embraced 
smartphone technology, offering mobile versions for their users to access while on 
the move (   Semertzidis and Laso-Ballesteros  2010 ). Future social networking users 
will demand the context-aware “everyware” services supporting personalization, 
which pervasive computing can provide anywhere and at any time. 

 The SOCIETIES project (SOCIETIES  2012 ) aims to bridge the gap (Doolin 
et al.  2012 ) between the current Web and smart phone application-based social net-
working services (Zaphiris and Ang  2009 ) and the next generation of pervasive 
computing services (Obaidat et al.  2011 ; Hansmann et al.  2012 ). In its simplest 
manifestation, the integration of pervasive and social computing will permit the 
online “poke” or “nudge” to morph into an image of the poker appearing on a dis-
play in the poked person’s vicinity, wherever they are. This might still be a com-
puter screen but it could also be a public display, TV, digital photoframe, a haptic or 
audio notifi cation on a mobile device, etc. More advanced convergence will unify 
the two concepts completely into “pervasive communities”. Mobile devices form a 
core element of this pervasive community concept. It is envisaged that the mobile 
devices of a user will be fully integrated into a community of common mobile 
resources, applications, and services – in essence, the mobile device will provide the 
user’s hook into the pervasive community, will provide their identity, and will pro-
vide aspects of their context. As such, the community will always follow the user 
(based on their current context), and will integrate with fi xed and mobile smart 
spaces as required. This fully ties into the concept of local–social–mobile. 

 The people in one’s social network could be locatable and, if in sight, identifi -
able, within the limits of the personal privacy policies of the individuals concerned, 
of course. People with shared interests are likely to belong to a common pervasive 
community or group within an SNS. They are likely to attend the same events or 
places of interest and, if they were at such a place concurrently, pervasive communi-
ties could alert them to each other’s presence and enable them to meet physically. 
Pervasive communities will enable people to leave messages about exhibits, restau-
rants, etc. which can be picked up automatically by other members who visit the 
same place at a later date. Streaming video facilitated by pervasive communities 
will enable their members to see and hear what their friends are seeing and hearing 
live with no effort and no delay. 

 The context-awareness of pervasive communities is not simply limited to 
location- awareness, however (Lukowicz et al.  2012 ). The “everyware” (Greenfi eld 
 2006 ) information available to a pervasive community can report a host of 
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measurable characteristics about a member’s environment and pass them to other 
members, even when on the move. As previously stated, it is the mobile device that 
is the hook that associates the user to their pervasive community. Weather condi-
tions, for instance, helping one to decide where to go and what to wear on a free 
afternoon, as well as traffi c reports, queue lengths at tourist attractions, delay times 
for planes, trains, and buses, and even dynamic information of other community 
members, such as their current activity, status, and location, are all types of informa-
tion that can be made available to a pervasive community member anywhere any-
time, either in their raw form, or fi ltered through the perceptions of what like-minded 
fellow members believe to be important and/or relevant. 

 Nor are the actions which a pervasive community member can take limited to 
data manipulation. Pervasive services will enable a member to affect things in their 
environment and, if one was minded to, one could allow one’s friends to change 
one’s environment using those same services. A friend could change one’s TV chan-
nel to a particular show that they have suggested you watch, for instance or set one’s 
oven to a temperature just right for baking the perfect cake. Robotic companions 
could be controlled by friends who are geographically separated. Computer- 
supported co-operative work (CSCW) could be completely transformed by the uni-
fi cation of pervasive and social computing in pervasive communities. 

 The rest of this chapter is structured as follows. Section  7.2  elaborates on the 
vision of the SOCIETIES project introducing the  discover – connect – organize  
approach. Section  7.3  defi nes the necessary concepts and presents the SOCIETIES 
system architecture. Section  7.4  describes the main innovations of the SOCIETIES 
project, classifying these into seven categories. Section  7.5  elaborates on the 
SOCIETIES methodology that is based on the inclusion of three different user com-
munities: an Enterprise, a Student and a Disaster Management Community. 
Section  7.6  provides some details on the project status, as well as on the future 
research and exploitation plans. Finally, in Sect.  7.7 , conclusions are drawn.  

7.2      SOCIETIES Vision 

 To date, pervasive computing systems have been designed mainly to address the 
needs of individual users. The sensor nets and services, which form part of the smart 
spaces of these pervasive systems, while supporting multi-user operations, are tar-
geted at people who are assumed to be only interacting with the smart space and not 
directly with other users. At the same time, the recent development and rise in popu-
larity of social computing has occurred more or less in isolation from developments 
in pervasive computing (Parthasarathy et al.  2011 ). 

 Experience has taught us that some of the most benefi cial and rapidly assimilated 
uses of computer technology have arisen when that technology has brought people 
together and allowed them to communicate and collaborate. Computer-supported 
co-operative work (CSCW), massively multiplayer online role-playing games 
(MMORPGs), social networking sites (SNSs), even the humble SMS or instant 
messenger service have seen meteoric rises in popularity because they address a 
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deep-rooted human need to socialize. The integration of pervasive technologies, 
from the real physical world, with social computing has the potential to generate a 
new wave of innovations in this novel hybrid area, and to re-factor ICT systems at 
the point of use so that they become more user-friendly, responsive, relevant, and 
capable of providing new means to harness data and engage more people, with a 
view towards tackling societal problems. 

 The SOCIETIES project aims to address the gap between pervasive and social 
computing by designing, implementing, and evaluating an open scalable service 
architecture and platform for pervasive communities. A pervasive community is 
inherently context-aware, and so can adapt to factors such as the user’s location, 
activity, environment, physiological/psychological status, and current goals. In 
order to achieve this, a pervasive community has to be self-organizing, self- 
improving and capable of proactive behavior, which will optimize and personalize 
the pervasive experience of an individual user or an entire community. 

 A growing challenge that is faced by both social and pervasive computing is the 
enormous volume and variety of resources available to their users. As more people 
participate in social media, and as those media provide richer ways in which people 
can interact and share content, it has become essential to provide mechanisms which 
enable users to fi lter and organize the content they receive, in order to home in on 
what is relevant to them. Similarly, as pervasive technologies make more, and richer, 
sensors, networks, and services available to people at any time and in any place, 
identifying what is relevant, and what is not, becomes a fundamental requirement 
for usability. 

 The SOCIETIES platform recognizes, the paramount importance of relevance 
and the ways in which social and pervasive information and methods can be brought 
together to provide mutual support in identifying what is relevant to a user at any 
given time. Examples of factors that can contribute to determining what is relevant 
at a time,  t , are:

•     Location  – at current time (t), historically at (t − 1, t − 2, ..), predicted at (t + 1, t + 2, ..)  
•    Activity  and  status  – recognized by physical action monitoring and digital ser-

vice usage, or predicted from prior tasks at (t − 1, t − 2, …)  
•    Interactions  – people with whom one is communicating at present (t) or in the 

recent past (t − 1, t − 2, …), people with whom one is co-located, people with 
whom one is sharing services  

•    Profi le  – interests, background, affi liations, etc.  
•    Physiology  – body temperature, perspiration rate, blood sugar level, etc.  
•    Psychological/emotional state  – (un)happy, angry, bored, interested, etc.  
•    Preferences  – service, interface, group preferences, etc.    

 Evidence from such a wide variety of sources (some pervasive, some social) can 
be bound by confi dence limits, and combining the degrees of confi dence from all 
sources can permit the calculation of an overall “quality of relevance” (QoR). This 
QoR can, in turn, be used by pervasive and social computing systems to decide what 
to fi lter out and what to alert a user to at a specifi c time and/or place. Such a decision 
process also needs to be personalizable, of course, so that each user can focus it to 
his or her own needs and tastes in a context-dependent fashion. 
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 The vision of SOCIETIES arises from this requirement to distinguish the rele-
vant from the irrelevant, and can be summarized in three key concepts, each of 
which contributes to the formation of our pervasive communities. These concepts 
are:  discover ,  connect  and,  organize , and the respective approach is illustrated in 
Fig.  7.1 . In short,  SOCIETIES enables the discovery, connecting, and organizing of 
relevant people, resources, and things, crossing the boundary between the real and 
virtual worlds . They are elaborated in turn in the subsequent sections.

7.2.1       Discover 

 SOCIETIES enables the discovery of trusted entities that reside in both the physical 
and digital worlds, such as individual people, communities, devices, resources, and 
services. What is important to note here is that the discovered entities have a distinct 
relevance either to each other or to the user on whose behalf the discovery process 
is operating – this concept of relevance is key throughout all innovations realized by 
the project, and sets SOCIETIES apart from current systems which typically adopt 
an all or nothing approach. Determining relevance is elaborated on further in the 
innovation sections that follow. 

 Existing systems such as LinkedIn or Facebook facilitate the discovery of people 
based on lightweight personal preferences and associations (primarily through 
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  Fig. 7.1    The discover, connect, organize approach of SOCIETIES       
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manipulation of friends lists), while others harness lightweight contextual informa-
tion (for example the use of a manual check-in on a mobile device); however, these 
systems do not enable the full exploitation of the capabilities of pervasive technolo-
gies or sensor networks to discover entities across the virtual – physical worlds of a 
user. SOCIETIES enables, for example, the discovery of a community of people 
with a common interest without a dependence on social network information 
(although it has to be noted that SOCIETIES integrates information from social 
networks in order to provide a deeper association between entities). Similarly, 
SOCIETIES can enrich existing social network services through the provision of 
rich contextual data about their users. The discovery notion in SOCIETIES there-
fore goes beyond the capabilities of existing technologies. Goal-, performance-, 
intention-, and commonality-driven discovery can greatly increase the performance 
of systems where access to relevant but unknown entities is required. 

 In terms of convenience, SOCIETIES’ capability to discover based on relevance 
will increase the level of convenience provided to the entity seeking connections. 

 The discovery system is highly personalizable and context-aware. It can provide 
goal/social connection-, or situation-based discoveries, as well as learning and tak-
ing proactive discovery actions on behalf of users. Discovery also takes users’ pri-
vacy requirements into consideration as SOCIETIES adopts a “privacy-by-design” 
approach throughout. Through the use of open federated identity management ser-
vices, SOCIETIES allows the current social network monopoly to be broken, so that 
users can decide who provides their identity service. This will improve the overall 
quality of service and promote diversity of business models and opportunities. 

 Note that the provision of a privacy-aware external interface to allow third-party 
service developers to access this rich set of relevant entities opens up new possibili-
ties in terms of next-generation mobile and social computing applications.  

7.2.2     Connect 

 Building on the discovered relevant entities, SOCIETIES provides mechanisms for 
the interconnection of these entities across the physical and digital worlds. This 
enables communication connections to be established which capitalize on the capa-
bilities of the entities they connect to. From a user’s perspective, connections can 
take many forms – person to person, person to group, person to object, person to 
service – and only by accommodating all of these can any individual user’s digital 
and physical worlds be seamlessly bridged. With the provision of external inter-
faces, third-party service providers are able to use SOCIETIES to enter the 
community- based mobile services market. Additionally, management of commu-
nity resources, and off-device aggregated analytics, will enhance system and device 
performance (Lukowicz et al.  2012 ). 

 Convenience for the end user is greatly enhanced, since SOCIETIES enables the 
pervasive notion of having a user’s/community’s resources interconnected seam-
lessly, which alleviates the need for complex manual setup of entities. 

 Of course, the interconnections can be personalized and made context-aware on 
an individual basis, as will be discussed in the innovations section later.  
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7.2.3     Organize 

 The fi nal stage of the DCO concept is of course “organize” (note that although the 
DCO concepts are presented in a linear manner in this document, in reality they 
form part of a continuous cycle). 

 Organizing, from a SOCIETIES perspective, relates to the complete lifecycle of 
discovered and connected entities. This lifecycle management includes the intro-
duction of new entities to a connected community (based on further discover and 
connect cycles), and removal of entities that are no longer relevant or which may no 
longer require to be part of a specifi c community. 

 Enhanced intelligence functionality is available to community entities, and can 
be enriched by third-party services that can leverage SOCIETIES’ enabling tech-
nologies such as privacy/trust management, security, learning, personalization, and 
context-awareness. It is critical to note here that once a community is formed, 
SOCIETIES then enables the deployment of new community services that harness 
contextual information from the physical and digital world, which can be fully per-
sonalized on an individual and community basis, and which protect privacy at all 
times. Some simple examples include the organization of a dynamic community for 
a business meeting or conference, or organizing a group of experts when needed in 
a disaster situation. 

 SOCIETIES’ support for community hierarchies, members, and lifecycles facili-
tates the formation of temporary and ongoing communities for example. Analysis of 
an ad hoc temporary community’s activities can facilitate the creation of a more 
permanent/ongoing community (for example a temporary community formed in a 
museum could become an ongoing community interested in a particular era of his-
tory). Additionally, identifi cation of cohesive sub-communities can lead to the for-
mation of useful community hierarchies (for example, a community of students 
could be formed into sub-communities based on course content, and therefore 
receive more focused, relevant services based on learning materials).   

7.3      SOCIETIES Framework and System Architecture 

7.3.1     Core Concepts 

 The project is formed around three interdependent concepts, illustrated in Fig.  7.2 .

     Pervasive community  – a group of two or more individuals who have agreed to share 
some, but not necessarily all, of their pervasive resources.  

   CIS  – a pervasive community, once constituted, forms a community interaction 
space (CIS). Individuals may belong to any number of pervasive communities 
and thus CISs simultaneously.  

   CSS  – members of a pervasive community interact with a CIS via their own personal 
cooperating smart space (CSS), which lives on their mobile device(s). They can 
also interact with other CSSs directly, or without using CSSs at all. People can 
interact in person.     
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7.3.2     Architecture 

 This section provides an overview of the functional architecture for the SOCIETIES 
project. The diagram in Fig.  7.3  provides an overview of the platform “core ser-
vices” provided. These are described at a conceptually very high level to give an 
understandable overview of the capabilities of the system.

   These are further described under a grouping assigned from the logical deploy-
ment they support, e.g. services for an administrative domain, for CISs, for CSSs or 
for every node. 

  Multi CSS/CIS grouping  – these services support a wider open group of stake-
holders in a federated domain model. They offer federated search, identity, and 
domain administration functions, and store multiple CSS or CISs public informa-
tion. There is one instance of these services per administrative domain, and other 
federated domains can request information. 

 This group includes the following services: the  domain authority  (which pro-
vides and manages the CSS and CIS identities in a decentralized manner, allowing 
authentication between multiple domains), the  CIS directory  (which manages 
the CIS information in a decentralized repository; it records available CISs within 
a domain or set of domains, it enables searching for CISs based on specifi c crite-
ria, and it allows a CIS to be removed from the repository), the  CSS directory  
(which provides search facilities for CSSs, based on their identifi er or by specifying 
search criteria, such as public profi le attributes and tags), the  CIS recommendation  
(which is responsible for handling CIS recommendations, allowing for 

  Fig. 7.2    Five individuals using their CSSs to form four pervasive communities       

 

K. Doolin et al.



147

recommendations of CISs to users), and the  service market place  (which provides 
access to a repository of installable third-party (3P) services and optional “core” 
services, and provides mechanisms for charging for these services). 

  CIS grouping  – these services support a community and their community inter-
action space (CIS). There is at least one instance of these services per CIS, and an 
instance of these services can be used by multiple CISs. 

 The CIS services are: the  CIS management  [which is responsible for handling all 
aspects of CIS lifecycle management (creation, update, and removal), provides con-
trol over CIS membership and includes a community profi le manager and a role 
manager to specify the governance model for the CIS], the  community context man-
agement  (which enables access to and maintenance of community context, providing 
query capabilities, as well as addition/update/removal operations for community 
context, maintaining the history of context for a CIS, and inferring community con-
text information), the  community learning  (which supports community preferences 
and community intent learning), and the  community personalization  (which manages 
the community preferences and community intent, and exposes interfaces for com-
munity members to retrieve these preferences and intent models for their own use). 

  CSS grouping  – these services support a participant and their cooperating smart 
space (CSS). The word ‘participant’ is used to  refer to a single user or organization . 
There is at least one instance of these services per participant, and an instance of 
these services can be used by multiple participants. 

 The CSS services are:

•    The  CSS management  (which controls which nodes – devices or cloud instances 
– are part of the CSS, assigns them a common identity and manages resource 
sharing and confi guration policies)  

Core Services
N
o
d
e

C
S
S

C
IS

M
u
lt
i

C
IS
/C
S
S

Domain Authority

CIS Management

CIS Directory CSS Directory CIS 
Recommendation

Service Market
Place

CSS
Management

User Context
Management

Service
Discovery

User Learning

User 
Personalisation

Community
Context

Management

Community
Personalisation

Community
Learning

Privacy
Protection

User Agent

Service
Provisioning

Device
Management

Social Network
Connection

Communication
Framework

Trust
Management

  Fig. 7.3    High level architecture of the SOCIETIES platform       

 

7 Enhancing Mobile Social Networks with Ambient Intelligence



148

•   The  user context management  (which is responsible for acquiring the user con-
text from sensors and other context sources, for modeling and managing the 
collected data, for maintaining current and historic context in appropriate data 
repositories, and for the provision of inference techniques enabling the extrac-
tion of high level information from raw context data)  

•   The  user personalization  (which evaluates the user behavioral models, to iden-
tify and apply preference changes)  

•   The  social network connection  [which integrates with existing social networking 
systems (SNSs), enabling the extraction of public info available in SNSs, as well 
as access/update of non-public information for the specifi ed user]  

•   The  privacy protection  (which provides identity management mechanisms, facil-
ities for managing the CSS privacy policies, which specify the terms and condi-
tions the CSS will respect concerning the personal data, also offering Privacy 
Policy Negotiation facilities)  

•   The  user learning  (which supports learning of user behavior models exploiting 
the user’s history of actions stored in the system) and the  user agent  (that acts on 
behalf of a single CSS based on captured behavior models to establish the sys-
tem’s proactive behavior, and capturing any feedback)  

•   The  trust management  (which is responsible for collecting, maintaining, and 
managing all information required for assessing the trust relationships and evalu-
ating direct, indirect, and user perceived trust) and  service provisioning  (which 
supports the setup and lifecycle control of a 3P service or CSS resource, allowing 
for installation)    

  Node grouping  – the core services in this group are available per node. A CSS 
node is a  logical node/device/cloud instance running CSS software that coordinates 
with other CSS nodes to form a participant’s CSS.  There is an instance of these 
services per CSS node. 

 This grouping includes the following services:

•    The  communication framework  [which provides the necessary mechanisms to 
support intra- and inter-CSS communication through the discovery of CSS nodes 
(devices)]  

•   The  device management  (which provides mechanisms for managing attached 
devices and management of their capabilities)  

•   The  service discovery  (which provides service discovery and advertisement 
mechanisms, enabling the discovery of core platform services within a CSS, as 
well as, the discovery of 3P services shared by other CSSs or CISs)      

7.4      SOCIETIES Innovations 

 In order to realize the SOCIETIES vision and support the three key concepts of dis-
cover, connect and organize, for pervasive communities, a number of challenges 
arise. The primary innovations required to address the challenges will now be detailed. 
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7.4.1     SNS Interoperability 

 An important aspect of the pervasive community vision is to capture and facilitate 
social Web interactions. However we are not producing just another social network. 
Instead, we need to develop a bridging scheme between the Social Web and perva-
sive communities. 

 Interoperability with Social Web initiatives needs to be taken into account, with 
regard both to standards work on federation and also to non-standardized approaches 
(e.g., Facebook, Twitter, Google+) given their popularity. 

 The SOCIETIES Social Connector/Extractor leverages and impacts on Web- 
based standard APIs and protocols specifi cally defi ned for effi cient exchange of 
data among current and upcoming social networking initiatives.

    1.     Bridging Social and Pervasive Communities      
 Our aim is to make pervasive communities interact seamlessly with the Social 
Web (Gallacher et al.  2011 ). This provides a key bridging or staging point for 
users not currently using pervasive communities. They can still interact with 
members of a pervasive community using familiar social networks, while not 
accessing all the benefi ts. 

 Our fi rst step is to link the profi les and activities of users in our pervasive 
communities with those in their online social networks (e.g., Facebook, Twitter, 
Diaspora, etc.). In order to do this, we need a common representation of people, 
profi les, and activities. 

 A key second step is to facilitate exchanges of information between both sys-
tems. For example, details such as the name of the pervasive community, the 
participants’ identities, and the activities of individual participants. 

 Data is exchanged by the following mechanisms:

   Pull: SNS information is extracted to inform a participant of what is happening in 
the Social Web.  

  Push: pervasive community activity information is updated as user status in the 
Social Web.  

  Alignment: automatic and real-time pervasive community profi le extraction and 
updating of corresponding Social Web profi les.     

7.4.2     Context-Awareness 

 In today’s systems, no context models have been developed that can support the 
management of context for a dynamic community in large- scale systems. While 
research has been carried out regarding community context, there is no support for 
resolving context confl icts or for inheritance of context information across hierar-
chical communities. Additionally, while research has been carried out with regard 
to the formulation of groups of people with common interests, the lifecycle 
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management of these groups does not consider the many ongoing context changes 
that occur for each user. SOCIETIES is innovating in a number of areas (Doolin 
et al.  2012 ) related to this problem space, as described below. These innovations can 
be related back to the discover, connect, organize paradigm as follows:

   Discover: context sensing resources, user context values and available resources 
based on current context information  

  Connect: users based on context similarity and connect users with relevant resources 
based on current and historic context information  

  Organize: community lifecycles and membership based on context information of 
individual members and of the entire community   

    1.     Context modeling     
  The SOCIETIES community context model (CCM) assists in the management 
of dynamically formed communities of people, crossing the digital and physical 
worlds, in which users discover relevant entities. Context information is one of 
the main criteria that is used to identify which users are relevant to which indi-
viduals, resources, and communities. 

 SOCIETIES CCM allows modeling of context-related information for: com-
munities of individuals, quality of community context, history of community 
context, social relationships (and social media information in general), bonds 
and relationships between users, and interactions among users. 

 New context modeling approaches (Roussaki et al.  2012 ) have been devel-
oped in order to properly represent community context information. In this 
respect, hybrid models are used that support a multitude of community context 
representations, based on the type of the respective information, its quality and 
source. Thus, both deterministic and stochastic solutions are adopted, which 
vary depending on the qualitative and quantitative inherent features each context 
type may demonstrate. Furthermore, the confl icting context information that 
may be observed within communities is addressed with a fl exible model that is 
capable of supporting context inheritance and refi nement mechanisms.

    2.     Community context extraction     
  Estimation of community context must be carried out both on demand and con-
tinuously. SOCIETIES context estimation can provide useful real-time informa-
tion for community activities, and can connect people with common interests or 
other context commonalities/bonds. This forms a key part of the “relevance” aspect 
of the SOCIETIES discover, connect, organize paradigm. There are a number of 
models that are currently used to represent and estimate these community context 
values, such as: aggregation of the values of user context data for community 
members; stochastic representation of this mainly for discrete or enumerated con-
text value formats, average/median values for the discrete or enumerated context 
value formats, most probable value, etc. The community context extraction is a 
diffi cult task that becomes more challenging as the complexity and dynamicity of 
context information rises and as the number of the community members increases.

    3.     Sources of context updates      
 In order to update context information, SOCIETIES specifi es a number of 
 context information sources that can capture context values. Individual context 
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data updates can be triggered by sensors, user actions, changes in social media 
data, quality of context thresholds, context refi nement (inference) processes, 
community activity, community membership changes, etc. 

 As an example, a change in an individual user’s context information may trig-
ger the update of one or more pieces of community context information across 
multiple communities of which that person is a member. This process of keeping a 
community’s context constantly updated enhances its usefulness, relevance, and 
trustworthiness, thus allowing more people to connect to it and hence to each other.

    4.     Context similarity      
 Context similarity evaluation (CSE) in SOCIETIES is a challenging research 
area that requires new algorithms/mechanisms for context comparison. It is nec-
essary to enable the evaluation of context similarity for both quantifi able context 
information such as location coordinates, weight, or temperature (which require 
arithmetic methods), as well as for qualitative context information such as user 
interests, status, or symbolic location (which require new principles in compar-
ing context semantics to estimate similarity). 

 The CSE concept supports a number of decision-making components within 
the SOCIETIES framework for tasks, such as: creation/discover/deletion of 
communities, identifi cation of community hierarchies, identifi cation of commu-
nities that could be merged/split, community membership management (i.e., 
addition/removal of members), prediction of user intent based on similar context 
(as common context often indicates similar intentions), and user preference dis-
covery based on similar context (as the same preferences may be applicable not 
only under a given combination of context information values, but also when 
similar context conditions are observed).

    5.     Location inference and prediction      
 Location is a core part of context information, and the techniques used to infer 
and predict location in SOCIETIES deserve some attention. Current approaches 
usually require manual check-in (e.g., Facebook, FourSquare) or semi-automatic 
check-in (e.g., Google Maps/Latitude). SOCIETIES focuses on automatic esti-
mation of indoor location (through the use of Wi-Fi sniffers for example) with 
fi ne granularity (as opposed to the common practice of the manual check-in seen 
in many of today’s mobile services). In distinction to other competitive solutions 
that support automatic location tracking, our approach does not require any 
expensive hardware. Furthermore, SOCIETIES provides an outdoor location 
prediction framework that exploits cellular traces and communication records, 
and forecasts a user’s locations in a given time frame based on periodicity.  

7.4.3     Learning 

 Learning in a social media context tends to be mainly for the benefi t of the service 
provider, for example data mining for revenue generation through targeted advertis-
ing, whereas in a pervasive system, learning focuses more on the user by implicitly 
acquiring information which would otherwise have to be acquired explicitly – and 

7 Enhancing Mobile Social Networks with Ambient Intelligence



152

typically only individual users are considered by such systems. SOCIETIES sur-
passes this current impasse by learning on a community level to underpin many of 
the project innovations at various points in the platform. 

 In previous research projects [such as PERSIST ( 2012 ) or DAIDALOS ( 2012 )] 
preference learning mechanisms focused on the individual user. In SOCIETIES, we 
break new ground by learning about preferences of communities of users. This 
learning is based on historic behavior and context information collected from all 
members of a community (bearing in mind the privacy requirements of users) and 
fused together to create a single behavior and context history for the entire commu-
nity. Context-dependent community preferences are extracted with these learning 
techniques, and are associated with a related community. Current and new commu-
nity members can inherit all or part of the learned/modifi ed community preferences 
to enhance their own preference set. 

 In terms of our DCO concept, learning relates as follows:

   Discover: individual and community preferences  
  Connect: learning supports connection based on individual/community preferences  
  Organize: community-level learning assists individuals in acquiring information 

and links from other community members.     

7.4.4     Privacy 

 Within SOCIETIES, all design has privacy built in as a fundamental requirement. 
Our “privacy-by-design” approach means that privacy protection is intimately inte-
grated in the platform, rather than being an afterthought. SOCIETIES privacy pro-
tection supports the user in management of personal data (Gonçalves et al.  2012 ), 
enforcing negotiations between user preferences and service/community policies, 
data disclosure with personalized obfuscation, multi-identity management and 
selection, and privacy assessment. 

 In relation to DCO, the following can be stated:

   Discover: individuals and communities who will comply with a user’s privacy 
preferences.  

  Connect: privacy policy negotiation during connection with potential for data obfus-
cation, micro-agreement, and a privacy-aware social fi rewall  

  Organize: privacy audit/assessment contributes to reputation, and this enables more 
informed organizational activities.   

    1.     Personalised privacy policy negotiation     
  Privacy policy negotiation provides users with the ability to choose the personal 
data they wish to disclose to other entities. SOCIETIES uses user preferences to 
automate the privacy policy negotiation process, which in turn benefi ts the user 
by lifting the burden of privacy policy confi guration from them. This also ensures 
that the data owner and requestor are bound by a common data disclosure 
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agreement. Policies also help the user to stay consistent in terms of the data they 
disclose, as the same preference can map to numerous situations. Privacy poli-
cies can be used to allow the user to assess suggested communities (automati-
cally or manually), and privacy policy negotiation within SOCIETIES 
communities allows tailored data disclosure based on user needs.

    2.     Data obfuscation      
 The purpose of data obfuscation is to reduce the personal content of data. The 
concept is an amalgamation of two “privacy-by-design” principles – data mini-
mization and enforcement. While location and identity have been obfuscated in 
other research projects, SOCIETIES formalizes this obfuscation, generalizes it 
and applies it to many data types. When sharing data on behalf of a user, obfus-
cation takes place before any data are shared with others.

    3.     Personalization and learning for privacy      
 SOCIETIES personalization and learning techniques are applied to data disclo-
sure to support the learning of privacy preferences, and to facilitate automation 
of negotiation processes, identity selection, and obfuscating personal data.

    4.     Micro-agreements for business      
 In support of enterprise, SOCIETIES support for micro-agreements allows 
employees to expose their company privacy policies for the social and pervasive 
mobile services they wish to consume or offer using micro-policies. Automatic 
negotiation of micro-agreements makes the connection between new community 
service providers and the service consumers in a secure and trustworthy manner. 
Companies can use the content of micro-agreements to monitor quality of ser-
vice provided by service providers, and can organize their collaboration with 
other parties accordingly.

    5.     Privacy assessment: privacy-aware social fi rewall      
 This novel area of research within SOCIETIES protects users from unintentional 
privacy leakages into social channels by monitoring data fl ows, estimating pri-
vacy risks, and passing control of them over to the user. The fi rewall operates 
based on privacy assessment which includes the following elements: auditing 
actual privacy practices by monitoring and logging how private information is 
actually used by applications and services, detecting privacy breaches and/or 
detection of potential privacy information leakage, and enforcing privacy by 
requesting immediate user feedback in case of potential violations. This usage of 
privacy assessment generates trust-relationship information, and is consequently 
an enabler of trustworthy entity discovery and connection.  

7.4.5     Trust 

 Interaction between users, communities, and services requires formal trust assess-
ment including robust and authenticated mechanisms. Aspects of trust (e.g., pur-
poseful or referral) and trust relationships are the subject of current research, but 
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these are not used in social media. Trust-related research supports the SOCIETIES 
DCO paradigm as follows:

   Discover: trustworthiness of individuals, communities, services, and entities that 
you trust in advance.  

  Connect: to various entities based on individual and community trust assessment.  
  Organize: trust-based community membership management and trust-based com-

munity lifecycle (merging and splitting) based on trust relationships among 
members of existing communities.   

       Community-enhanced trust assessment based on feedback and learning     
  Assessment of the trustworthiness of individuals, communities, and services in 
SOCIETIES is based not only on the experiences of the user, but also on the experi-
ences of fellow members of a community. Inherent in this process are SOCIETIES’ 
feedback and learning mechanisms. This assessment provides the necessary facili-
ties for trust-based discovery of individuals, communities and services. It supports 
automatic interconnection of, and information sharing of privacy-sensitive informa-
tion with, trusted entities. SOCIETIES also supports community lifecycle and hier-
archy management, based on the trust relationships among members of the parent 
community, and trust-based community lifecycle transition from temporary to 
ongoing, and facilitates the trust assessment process with community feedback. The 
SOCIETIES trust management and evaluation framework provides the necessary 
support infrastructure for the maintenance and management of dynamically chang-
ing trustworthiness within collaborative domains. 

 SOCIETIES researches direct trust (which is evaluated based on the interaction 
history of users and trust ageing) and indirect trust (in which case trust is inferred 
based on a user’s fellow community members). A fusion of these trust types allows 
assessment of the aggregate trust value as perceived by the user. More specifi cally, 
some people employ objective measures to evaluate their level of trust in an entity, 
while others rely on a more subjective feeling. Direct trust generally outweighs 
indirect trust in this fusion process. However, the weight of each factor also depends 
on the confi dence level with which it has been estimated.  

7.4.6     Community Orchestration 

 Existing social networks provide a means to organize social network connections 
into communities (groups, circles, or cliques). However, the management of com-
munities in current social media is largely manual, with some assistance provided in 
the form of suggestions. 

 In addition to the “connection” management overhead of the social interactions, 
Pervasive communities present a completely new challenge due to the physical ele-
ment (devices, sensors, locations, and services) captured in the pervasive commu-
nity concept. This adds “real world” impact to a group or community. 

K. Doolin et al.



155

 In order to maximize the value for users, we need to allow users to organize all 
aspects of communities.  Orchestration  refers to the ability to manage the intelligent 
formation, organization, membership, and termination of communities. Relating 
this back to the value propositions of the SOCIETIES project:

   Discover: potential communities and members.  
  Connect: individuals via community membership/formation.  
  Organize: individuals into communities, form, merge, and delete communities and 

sub-communities.   

    1.     Context state model     
  Individuals and communities generate large amounts of data continuously, and 
this data needs to be gathered, with due regard to individuals’ privacy policies, 
and processed so that it can be analyzed in a time-ordered manner. Potential new 
communities, defunct communities, and existing communities which an indi-
vidual might wish to join/leave are identifi ed via context state models (CSM). 

 Each context state model (CSM) is made up of key attributes that describe 
characteristics relevant to existing and potential communities. Once a CSM has 
been created or modifi ed, locality-sensitive hashing (LSH) is used to reduce the 
CSM to a simple rapidly computable value. The CSM data of individuals and 
communities is compared to that of others and trajectory mining techniques are 
used to discover similarities. 

 CSMs can be used for analysis in near-real-time group dynamics. CSM mod-
eling allows quick computational comparisons, which is vital for the discovery 
process, to ensure that a user has a ‘live’ (near-real-time) experience. CSMs also 
permit user data to be analyzed anonymously in an abstract fashion. A  commu-
nity life- cycle manager  enforces the individual privacy constraints of users prior 
to any automatic or semi-automatic orchestration activity. The process is event-
driven, and reacts to events as they occur to determine how group dynamics are 
affected by CSM state changes.

    2.     Community nature     
  Community nature refers to the concept of “temporary” and “ongoing” com-
munities. Some communities form and can last for years, while others are 
formed on demand and are discarded within minutes. For example, a commu-
nity formed around a family will have signifi cant longevity, but one formed 
among a group of people waiting at a bus stop is likely to be short-lived. The 
ability to distinguish between communities that are likely to be short-lived (e.g., 
location- or purpose- based) and those that are likely to be of indefi nite duration 
(e.g., family-based) can assist in effi cient community orchestration and life-
cycle management. 

 Algorithms that are specifi c to the ongoing/temporary nature of communities 
can autonomously/semi-autonomously drive the creation, confi guration, and 
deletion of communities on behalf of the user. This relieves the user of lots of 
housekeeping tasks associated with the many communities to which they belong 
during their daily lives. 
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 The community nature, i.e., the concepts of “ongoing” and “temporary”, can 
be exploited by the system to assist an end user. Longevity of association 
between individuals is clearly a key driver for potential community formation 
and, in the online world, it may be acceptable for this to be a prerequisite. 
However, in the physical pervasive world, we need also to support ad hoc com-
munity formation for short-term goals which would not be possible with a 
longevity prerequisite. Discovery algorithms can look for brief, temporary 
communities at short intervals and longer-lasting and ongoing ones at longer 
intervals. The data used for this and how to analyze it varies depending on how 
long a community might be expected to last. Temporal and community nature 
semantics are attached to communities, and used to inform decisions such as 
deleting obsolete communities, confi guring them, and creating new ones.  

7.4.7     User Intent 

 The actions of people are invariably guided by a set of tasks that they need to com-
plete over the short to medium term, e.g., buying fresh milk from the local shop. 
Ideally, for a system to fi t in with the user’s view of the world, it also needs to be 
aware of what the user is trying to achieve, i.e., their fi nal goal. We refer to this as 
user intent. 

 User intent is not formally considered in social media. Instead they focus on the 
lower level of social interactions, without considering why these interactions take 
place. Some systems rely on manual entry of the tasks and subtasks, and require the 
user to continuously update these tasks with progress. In SOCIETIES, we attempt to 
capture intent by observing the user, and attempting to deduce what their intentions are. 

 Most user intent learning approaches aim to predict future user intentions based 
on raw context data. This is very diffi cult due to the gap between the low semantic 
level of raw context and the high semantic level of intentions. 

 User goals have been considered in pervasive systems, but predicting future 
behaviors has been limited to the level of the individual and not to a community. 
Relating this to the value proposition of SOCIETIES:

   Discover: proactively discovers both individual and community intent.  
  Connect: once the intent of different users (e.g., a community) is discovered, we are 

able to effectively connect them by establishing a community with users who 
share similar intent.  

  Organize: provides community intent-aware services, and takes actions on behalf of 
a community.   

    1.     User intent prediction based on CRFs     
  Rather than directly using raw context data to learn intents, we introduce the 
concept of a situation to fi ll in the semantic gap. A recurring pattern in the con-
text information yields a specifi c “situation” associated with a clique of raw 
context data. 
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 Then, based on the situation, as well as the real-time user action, user intent 
discovery and prediction are performed. Specifi cally, a 3-layer conditional ran-
dom fi eld (CRF) is constructed to model the relationship among the raw context 
data, the situations/actions, and the users’ intentions, as shown in Fig.  7.4 .

   This model is capable of facilitating social interaction by proactively learn-
ing/detecting/predicting both individual and community intentions.

    2.     Context-aware user intent prediction      
 User intent is also predicted in SOCIETIES via a second approach, which also 
exploits context information but employs methods of statistical analysis. In this 
approach, the user behavior is modeled based on the user interactions with ser-
vices. Text compression algorithms are used for identifying sequences of  user 
actions  and  user tasks . Each user action is accompanied by a context data snap-
shot describing the situation of the user. Frequent occurring sequences of user 
actions, and their associated context snapshots, are grouped into user tasks. The 
user behavior model is described by stochastic models (variable-order Markov 
chains) that describe the sequences of user tasks and user actions and the respec-
tive transition probabilities. 

 History logs containing individual user interactions, along with context infor-
mation are collected in a common context history repository. Alternatively, indi-
vidual intent models can be provided. Learning algorithms, also used for the 
discovery of the user intent model of individuals, create a community-wide 
behavior model. The community model is used in order to enhance the intent 
prediction for individual users. Figure  7.5  provides an example of this concept.

   Case A outlines a scenario where the history logs containing individual user’s 
interactions, along with corresponding context information, are collected in a 
common context history repository. This common context history repository is 
used to discover a community intent model. 

 Case B outlines a scenario where individual intent models, which have been 
prior-discovered from the individuals’ history logs, are provided as a substitute 
for the common context information, i.e., the community intent model is discov-
ered from the aggregation of the individual intent models.   
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  Fig. 7.4    Prediction based on CRFs       
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7.5      SOCIETIES Methodology 

 The SOCIETIES platform is intended to be used by individuals and communities. It 
is therefore imperative that the design is user-centered and, wherever possible, user- 
driven. The SOCIETIES methodology (Jennings et al.  2011 ) is based on the inclu-
sion of three different user communities, who have engaged continually in the 
design and development process from initial user requirements gathering and early 
concept creation through to scenario refi nements via early prototype evaluations. 
These are an  enterprise  (Lima et al.  2012 ) or  business  community, a  student  
(Gallacher et al.  2012 ) or  young technology-wise  community, and a  disaster man-
agement  (Floch et al.  2012 ) or  emergency rapid response  community. 

 Early user requirements were elicited via ethnographic techniques, involving 
close observation of each community in their real-world environment, combined 
with questionnaires and participatory discussions. Requirements and scenarios 
were further refi ned through users’ engagement with storyboards, and in the case of 
the students, a Wizard-of-Oz experiment. In the next steps of the project’s user 
evaluation, each user community will evaluate the advanced system prototypes in 
situ in their real-world environments. 

 The  student community  is comprised of computer science students, for the most 
part avid social media users and naturally comfortable with many digital devices. 
They envision many potential uses for pervasive community systems, such as 

  Fig. 7.5    Community intent model learning process       
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enhancing management of access to common services, such as libraries, and sup-
porting collaboration both among students themselves, as well as between students 
and their lecturers. Students collaborated with developers through participatory 
workshops; using brainstorming, bodystorming, and storyboards to illustrate and 
investigate scenarios, while some students also opted to participate in a Wizard-
of-Oz experiment that examined user acceptance of some proposed features and 
services of pervasive communities set in a campus environment. The results from 
the early student trials indicate that in general the students see value in joining per-
vasive communities. Clear controls over privacy settings and automation of services 
are a prerequisite for use of such a system according to this student community, but 
once these are in place, they are open to sharing some personal data and preferences, 
in order to add value to and leverage value from those communities. 

  Enterprise  users are primarily interested in pervasive community services, which 
could enhance the workfl ow of their daily lives, with additional features for more 
selective relevant communications. These busy executives, in several cases, report 
being overloaded with communications and information, and the automatic fi ltering 
of both, without missing opportunities for useful connections, is attractive to them. 
Online community group discussions, observation, and storyboard-based work-
shops have supported the project’s engagement with this group, and have led the 
project to focus on pervasive communities in a conference scenario. Benefi ts for 
enterprise attendees could potentially then include services such as personalized 
real-time information, such as agendas and navigation aides, events tailored to reg-
istered attendees’ interests, live feedback during presentations, and maximizing net-
working opportunities. Many enterprise group executives indicate willingness to 
share some of their preferences with the system, while privacy, with regard to which 
preferences are shared for services, is clearly also a requirement. 

 The experienced  disaster management  community, with which we are engaged, 
is interested in any means of communication that supports the relief effort in a disas-
ter zone. While emergency disaster situations are unpredictable by nature and dif-
fi cult to envision, the project engaged with this group, composed of professional 
individuals from several different countries, during intensive assessment mission 
fi eld training exercises, using mixed methods observation, questionnaires, discus-
sions, and storyboard workshops. Relevant detailed and reliable information is 
important to disaster missions, and these disaster management professionals recog-
nize great potential value in SOCIETIES providing this via pervasive communities 
and crowd computing. They are interested in tapping the expertise and knowledge 
of wider society in a disaster situation, for particular tasks, once that information 
can be fi ltered and effectively validated. They see advantages in the system coordi-
nating the broad population who would like to help to assist a disaster mission, for 
certain tasks, such as checking satellite imagery for infrastructure damage, transla-
tion, and transcribing logbooks. Our research fi ndings show it is important for disas-
ter management users to feel in control of the system, and that they would prefer the 
system to make intelligent suggestions to support humans making decisions, rather 
than automation for most tasks. 

7 Enhancing Mobile Social Networks with Ambient Intelligence



160

 In summary, the ‘voice of the user’ has been considered and continually inte-
grated into the system design, through user-centered design and participatory meth-
ods. The next steps in the project will be to immerse the three user communities into 
prototypes of pervasive environments that have been derived and built from the 
scenarios and storyboards presented to them in the previous trials, and to evaluate 
their responses to these pervasive environments.  

7.6      SOCIETIES Status, Future, and Exploitation 

 At the time of writing, the SOCIETIES project has completed a number of phases, 
and is now focused on initial implementation and integration of the platform 
described above. 

 Requirements and scenarios have been developed and  verifi ed with our user 
groups ( SOCIETIES 2011 ), which encapsulate the critical use- cases of the project. 
Requirements have been specifi ed in three specifi c domains – user requirements, tech-
nical requirements, and business requirements – each of which is combined to pro-
duce the overall requirement specifi cation of this complex system. The requirements 
and scenarios for the project have been submitted to an initial user evaluation for 
verifi cation and feedback ( SOCIETIES 2011 ). 

 The SOCIETIES’ system architecture has been specifi ed along a number of 
interrelated lines of research: the overall system architecture that defi nes the high 
level architectural features of the SOCIETIES system, the service architecture that 
examines infrastructural and end-user service requirements, and fi nally interopera-
bility architecture that specifi es how SOCIETIES will integrate beyond its research 
remit. 

 The project core platform and intelligent enabling services have been designed 
in detail based on the architecture and requirements specifi ed in the early phases of 
the project, and cover all aspects of the system design from client frameworks, com-
munications management, device management, and service lifecycle management, 
to intelligent community orchestration, personalization, context management, and 
privacy & trust. 

 Development and integration of the SOCIETIES platform is driven by our com-
mitment to carrying out trials with real users by the end of 2012, followed by a 
further research, development, and trial phase in 2013. 

 Looking to the future, the SOCIETIES project outputs ( SOCIETIES 2011 ) can 
be exploited in many ways, from development of a full commercial community 
management system to integration of various enabling technologies into existing 
and emerging products, and to development of an open-source community around 
the results. SOCIETIES’ stakeholders, identifi ed in our business models, range 
from the mass-market to service providers, and onwards towards a number of sec-
ondary customer groups such as conference centers, emergency organizations, and 
universities. 
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 In terms of mass-market adoption, SOCIETIES has involved real user communi-
ties throughout all stages of our research, from initial concepts and scenarios to fully 
developed software. The purpose of this is to identify real consumers’ needs and 
wants, and their level of preparedness to adopt this highly pervasive technology. 

 Other stakeholders include brokers, who can harness the rich data produced by 
the SOCIETIES platform and offer it to various service providers. Service consum-
ers, i.e., end users, require solutions to their discovery needs, their device interoper-
ability and connection requirements, and the ability to bridge the gap between the 
real and virtual worlds. Service providers will have the capability to create new 
highly intelligent community-based services, as well as enhancing existing offer-
ings with rich relevant information. Social network service providers can increase 
their SNS capabilities through the integration of SOCIETIES’ enhanced discovery 
results, through the integration of connected communities, and through the provi-
sion of context-aware, relevant physical-world data to end users. 

 As noted previously, privacy is a major concern for many consumers. Consumers 
need to know that their data will be protected, and which communities have relevant 
trust levels based on personal requirements. 

 To support the adoption of SOCIETIES’ results, the project is committed to pro-
viding external interfaces (APIs) to allow third-party entities to exploit all or parts of 
the system. The establishment of trust and other required customer relationships will 
facilitate the creation of a strong user base, as will integration with existing technolo-
gies. SOCIETIES is promoting itself to the Future Internet community, through vari-
ous dissemination channels, in order to stimulate debate and discussion on the results. 
To increase consumer confi dence in the SOCIETIES system, demonstrating a capa-
bility to monitor (in a privacy supporting manner) and learn about users in order to 
take proactive actions on their behalf is a key requirement. Proactive adaptation of a 
community’s characteristics based on context, learned information, individual and 
group preferences, and membership management will enhance users’ confi dence in 
the value of the project results. Finally, the provision of exemplar community-based 
services, which do not exist in today’s market, will further stimulate adoption.  

7.7      Summary and Conclusion 

 In summary, SOCIETIES intends to bridge the gap between new social media and 
the virtual and real worlds, driving the adoption of pervasive technology through the 
discovery, connection, and organization of purpose-driven communities of interest. 
SOCIETIES believes that the individual elements of  discover ,  connect , and  organize  
make for a compelling overall value proposition that provides identifi ed stakehold-
ers with real value in today’s competitive marketplace. SOCIETIES merges con-
cepts from pervasive computing and social computing, breaking the physical–digital 
boundary, in a way that ensures the privacy of the user is safeguarded, letting users 
control their data, which in turn builds user trust.     
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Abstract The rapid growth of location-based social networks (LBSNs) has greatly 
enriched people’s urban experience through social media, and attracted increasing 
number of users in recent years. Typical location-based social networking sites 
allow users to “check in” at a physical place and share the location with their online 
friends, and therefore bridge the gap between the real world and online social net-
works. The availability of large amounts of geographical and social data on LBSNs 
provides an unprecedented opportunity to study human mobile behavior through 
data analysis in a spatial–temporal–social context, enabling a variety of location- 
based services, from mobile marketing to disaster relief. In this chapter, we first 
introduce the background and framework of location-based mobile social network-
ing. We next discuss the distinct properties, data analysis and research issues of 
location-based social networks, and present two illustrative examples to show the 
application of data mining to real-world location-based social networks.

8.1  Introduction

The wide use of mobile devices and location-based services in the world has gener-
ated a new concept of online social media, namely location-based social networks 
(LBSNs). Location-based social networking sites use GPS, Web 2.0 technology and 
mobile devices to allow people to share their locations (usually referred to as 
“check-in”), find out local points of interest and discounts, leave comments on spe-
cific places, connect with their friends, and find other friends who are nearby. 
A recent survey from the Pew Internet and American Life Project reports that over 
the past year, smartphone ownership among American adults has risen from 35 % 
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in 2011 to 46 % in 2012. Almost three-quarters (74 %) of smartphone owners use 
their phone to get real-time location-based information such as getting directions or 
recommendations. Meanwhile, 18 % of smartphone owners use geo-social services, 
such as Foursquare,1 Gowalla,2 and Facebook Places,3 to “check in” to certain loca-
tions and share them with their friends, this percentage having risen from 12 % in 
2011 (Zickuhr 2012). It is anticipated that more than 82 million users will subscribe 
to location-based social networking services by 2013 (ABI Research 2008), and 
location-based marketing will be a $1.8 billion business worldwide by 2015 (ABI 
Research 2010). Such rapid growth of location-based social networks has led to the 
availability of a large amount of user data, which consists of both the geographical 
trajectories and the social friendships of users, providing both opportunities and 
challenges for researchers to investigate users’ mobile behavior in spatial, temporal, 
and social aspects.

Typical online location-based social networking sites provide location-based ser-
vices that allow users to “check in” at physical places, and automatically include the 
location into their posts. “Check-in” is an online activity that posts a user’s current 
geographical location to tell his friends when and where he is through social media. 
Compared with many other online activities (following, grouping, voting, tagging, 
etc.) that interact with the virtual world, “check-in” reflects a user’s geographical 
action in the real world, residing where the online world and real world intersect. In 
this scenario, “check-in” not only adds a spatial dimension to the online social net-
works, but also plays an important role in bridging the gap between the real world 
and the virtual world. Thus, the study of check-ins on location-based social net-
works provides an ideal environment to analyze users’ real world behavior through 
virtual media, and could potentially improve a variety of location-based services 
such as mobile marketing (Barnes and Scornavacca 2004; Bauer et al. 2005; Scharl 
et al. 2005), disaster relief (Goodchild and Glennon 2010; Gao et al. 2011a, b), and 
traffic forecasting (Ben-Akiva et al. 1998; Dia 2001).

The first commercial location-based social networking service available in the 
United States is Dodgeball,4 launched in 2000. It allows users to “check in” by 
broadcasting their current locations through short messages to their friends who are 
within a ten-block radius; users can also send “shouts” to organize a meeting among 
friends at a specific place. After being acquired by Google in 2005, the original 
Dodgeball was replaced with Google Latitude in 2009, while the founder of 
Dodgeball launched a new location-based social networking service, “Foursquare”, 
in the same year. Foursquare utilizes a game mechanism in which users can compete 
for virtual positions, such as mayor of a city, based on their check-in activities. 
It reached 20 million users by April 2012 (Kessler 2012), becoming one of the most 
successful location-based social networking sites in the United States. Facebook 

1 http://foursquare.com
2 http://en.wikipedia.org/wiki/Gowalla
3 http://www.facebook.com/about/location
4 http://en.wikipedia.org/wiki/Dodgeball
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also launched its location-based service, namely Facebook Places, in 2010 with its 
check-in function, and acquired another popular LBSN, Gowalla,5 at the end of 
2011. All these location-based social networking sites share a “3 + 1” framework, 
i.e., three layers and one timeline, as shown in Fig. 8.1.

The geographical layer contains the historical check-ins of users, while the social 
layer contains social friendship information, and the content layer consists of user 
feedbacks or tips about different places. All these three layers share one timeline, 
indicating the temporal information of the user “check-in” behavior. Previous 
research has investigated the social and content layers with traditional online social 
network data (Hu and Liu 2012), and analyzed the geographical and content layers 
with mobile phone data (Chen and Kotz 2000). Compared to them, location-based 
social network data has an additional geographical layer which is not available in 
traditional online social networks, and an explicit social layer which is not available 

5 http://www.pcmag.com/article2/0,2817,2401433,00.asp

Fig. 8.1 The information layout of location-based social networks
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from mobile phone data (usually social friendship information from mobile phone 
data is derived through smartphone proximity network). The unique geographical 
property and the social network information presents new challenges for data analy-
sis on location-based social network data, since traditional approaches on social net-
work or mobile phone data may fail due to the lack of pertinence. Furthermore, the 
“3 + 1” data structure defines six different types of networks, i.e., location–location 
network, user–user network, content–content network (e.g., word–word network), 
user-location network, user-content network, and location-content network. Each 
one can be mined together with the temporal information provided by the timeline, 
indicating more opportunities for data analysis on LBSNs. Therefore, data analysis 
techniques specifically designed for LBSNs can efficiently deal with these distinct 
properties, and help understand user behavior for research and business purposes.

The rest of this chapter is organized as follows. We first introduce the distinct 
properties of location-based social network data in Sect. 8.2, then discuss the data 
analysis and research issues in Sect. 8.3, followed by two real-world examples of 
applying data mining to location-based social networks in Sect. 8.4, and finally 
provide some conclusions with suggestions for future work in Sect. 8.5.

8.2  Distinct Properties of Location-Based Social 
Network Data

Location-based social networks provide data consisting of both geographical infor-
mation and social networks. Compared to traditional online social network data and 
mobile phone data, location-based social network data have distinct properties in 
several aspects.

8.2.1  Geographical Property

One of the most significant differences between LBSNs and traditional online social 
networks is the geographical property, which is considered as the unique facet of loca-
tion-based social networks. Users on LBSNs are able to check in at a physical place, 
and let their friends be aware of this check-in. The check-in location indicates the 
current geographical status of a user in the real world, and generates the local social 
networks of the user based on this location. In this scenario, the geographical check-in 
locations bridge the gap between the real world and online social networks (Cranshaw 
et al. 2010; Gao et al. 2012a), which in turn reflect the user’s behavior more closely to 
the real world compared with other online social networks, and provide an unprece-
dented opportunity to study a user’s real-world behavior through social media. 
Researchers have studied the distinctions between online and offline social networks 
(Cranshaw et al. 2010), differences between location-based social networks and content-
based social networks (Scellato et al. 2010), and relationship between geographical 
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distance and friendship (Scellato et al. 2011b; Cho et al. 2011), etc. These analyses 
exploit many fundamental user mobile patterns, and motivate us to make use of geo-
graphical properties for the development of better location-based services.

 1. Large-Scale Mobile Data
The increasing use of mobile devices and popular location-based mobile social 
networking sites has led to the massive availability of mobile data. Compared 
with the traditional cell phone data, which is usually collected through telecom-
munication carriers with limited number of users (Zheng et al. 2009), location-
based social networking services utilize Web 2.0 technology combined with 
GPS on mobile devices, generating a large amount of geographical and social 
information from millions of users (Chang and Sun 2011; Scellato et al. 2011b). 
For example, Google Latitude reported ten million active users in 2011,6 Yelp 
had approximately 71 million unique visitors monthly on average in the first 
quarter of 2012,7 and Foursquare reached 20 million users and two billion check-
ins by April 2012 (Kessler 2012). Researchers can easily obtain these data 
through public APIs provided by location-based social networking sites, enabling 
the large-scale data analysis of user behavior in a spatial, temporal, and social 
context (Cheng et al. 2011; Scellato et al. 2011b; Gao et al. 2012a).

 2. Accurate Description of Geolocations
Location-based mobile social networking sites provide more accurate location 
descriptions than traditional geo-tagged data. For example, in location-based social 
networks, it is easy to distinguish two adjacent restaurants on a street, two nearby 
stores in a fashion square, or a pharmacy located upstairs of a bar. This is because 
the traditional geo-tagged data only provide the longitude and latitude of a loca-
tion, while location-based social networking sites such as Foursquare and Facebook 
places could provide additional textual descriptions for popular venues, e.g., cate-
gories, comments, and tips, therefore promoting a variety of location-based appli-
cations from location recommendation (Ye et al. 2011a) to urban computing 
(Cranshaw et al. 2012) by endowing the physical places with semantic meaning.

 3. Data Sparseness
In traditional cell phone data, a user’s geographical location is automatically 
recorded by the telecommunication tower, while on location-based social net-
works, the check-in process is user-driven (Noulas et al. 2011a), i.e., the user 
decides whether to check in at a specific place or not due to certain privacy con-
cerns. For example, a user may usually check in at Starbucks in New York, but 
with the latest check-in at SeaWorld in San Diego, or check in continuously at the 
same restaurant many times. Some users even have more than 1-year gaps between 
consecutive check-ins. Such check-in behavior leads to the significant sparseness 
of geographical data in location-based social networks, which greatly increases the 
difficulty of data analysis, especially in investigating human mobility patterns.

6 http://techcrunch.com/2011/02/01/google-latitude-check-in
7 http://www.yelp-press.com/phoenix.zhtml?c=250809&p=irol-press
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 4. Explicit Social Friendship
The social networks on location-based social networking sites consist of social 
friendship information explicitly defined by users (a user can explicitly add 
another user as a friend), while in traditional cell phone data, the social network 
is usually collected through user study (Li et al. 2008; Eagle et al. 2009), or 
derived from communication network or Bluetooth network (Wang et al. 2011). 
This property enables more accurate and efficient data analysis and evaluation 
on location-based social networks, especially for applications such as friend rec-
ommendation and location privacy control (Kelley et al. 2008).

8.3  Data Analysis and Research Issues of Location-Based 
Mobile Social Networks

The heterogeneous data in location-based social networks contain spatial–tempo-
ral–social context and present new challenges and opportunities for data analysis. 
One can ask many interesting questions that can potentially be answered by analyz-
ing LBSN data. For example, are there any relationships between user attitudes and 
mobile patterns on LBSNs? How does geographical distance affect online social 
friendship, and vice versa? Why do people use location-based social networking 
services? Under what circumstances would users not like to share their locations 
due to privacy issues? Can location prediction help mobile marketing? Can location- 
recommender systems improve urban experience? How can one best control loca-
tion privacy to maximize her social networking experience? In this section, we 
introduce a variety of data analysis techniques and current research on location- 
based social networks, and show how answers to these challenging questions can be 
obtained via novel data analysis to improve location-based services.

8.3.1  Social Friendship and Geographical Distance

Traditional social networking analysis mainly studies network structure and proper-
ties, which does not consider the geographical distance between nodes. In 2001, 
Cairncross (2001) proposed the term “the death of distance”, claiming that geo-
graphical distance begins to play a less important role due to the communication 
revolution and the rapid development of the Internet, which therefore could lead our 
world to a “global village”. Later, Gastner and Newman (2006) studied the spatial 
structure networks. They demonstrated that there is a strong correlation between 
geographical attributes and network properties, indicating the significance of con-
sidering the spatial properties of networks for future applications. Other researchers 
studied geographical distance in the Internet, and argued that the IT revolution does 
not transfer us into a borderless society, as physical proximity still plays an 
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important role in the Internet era (Goldenberg and Levy 2009; Mok et al. 2010). All 
these studies are based on traditional networks such as e-mail networks, cell phone 
contact networks, road networks, and the Internet.

One of the first attempts to investigate how social connection is affected by geo-
graphical distance in online social networks was proposed by Liben-Nowell et al. 
(2005). The authors studied users’ social networks and their hometown information 
obtained from LiveJournal. Their simulation model shows that one-third of friend-
ships are independent of geography. With the wide use of mobile devices, such as 
Apple iPhones and Google Android phones, and the increasing attention on mobile 
social networking, location-based social networks focused on the small local social 
network derived from a user’s geographical location become more and more popu-
lar. Dodgeball was the first commercial location-based social network service avail-
able in the United States, launched in 2000. Humphreys (2007) studied user behavior 
on Dodgeball, and found that LBSNs do change people’s attitude toward locations 
and their experience of urban life.

The increasing popularity of location-based social networking sites makes it pos-
sible to obtain data consisting of the geographical distance between users and their 
social networks in large-scale, which in turn enables a vast research opportunity for 
large-scale data analysis on geo-social properties in LBSNs. Scellato et al. (2010) 
proposed two geo-social metrics, embedding the geographical distance into social 
structure, to measure the node locality and geographical clustering coefficient. Two 
findings are presented in this work: (1) users who live close have a higher probability 
to create friendship links than those who live at a distance, and (2) users in the same 
social cluster show short geographical distances. Furthermore, the authors compared 
location-based social networks (Brightkite and Foursquare) with content-sharing- 
based social networks (LiveJournal and Twitter), discovering the difference of net-
work properties between these two kinds of social networks. They found that people 
within a social cluster on the LBSNs tend to have smaller geographical distance than 
those online social networks focusing on content producing and sharing.

Researchers have also investigated how geographical distance influences social 
networks, and how social networks influence human movement on LBSNs. Scellato 
et al. (2011b) presented a comprehensive study on three location-based social net-
working sites, i.e., Brightkite, Foursquare, and Gowalla. They observed strong het-
erogeneity across users with different geographic scales of interaction across social 
ties, with the probability of a social tie between two users as a function of the geo-
graphical distance between them. Cho et al. (2011) studied Gowalla, Brightkite, and 
cell phone data, reporting that long-distance travel is more influenced by social 
friendship, while short-range human movement is not influenced by social net-
works. More recently, Kulshrestha et al. (2012) investigated the Twitter social net-
work, and concluded that offline geography still matters in online social networks, 
while one-third of the users would like to have their social links in other countries, 
which is consistent with the previous findings presented in Liben-Nowell et al. 
(2005) and Scellato et al. (2010). Brown et al. (2012) extended the research on 
LBSNs to social community, and discovered that the rise of social groups is affected 
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by both social and spatial factors. They reported that social communities on location- 
based social networks seem to be more relevant to the spatial factor. This is also 
consistent with previous findings (Scellato et al. 2010) about the differences between 
location-based social networks and content-sharing-based social networks.

8.3.2  User Activity and Mobile Pattern Analysis

Sociologists have studied the characteristics of user behavior on location-based 
social networks, motivated by the potential power of these characteristics for future 
research and applications. Among the current research, there are two major charac-
teristics that sociologists mostly discussed, i.e., user activity and mobile patterns.

 1. User Activity
User activity indicates how frequently a user creates and consumes online con-
tent in LBSNs. Researchers attempt to classify users into various groups, repre-
senting different levels of user activity. This is motivated by tailoring 
location-based services to different user types to benefit the majority of users. 
One of the first large- scale analyses of user activity on a real-world commercial 
location-based social network was presented in Li and Chen (2009). The authors 
analyzed user profiles on Brightkite, and observed that the majority of users are 
male users who are professionals and willing to participate in social media. They 
also found that users with higher network degree tend to be more mobile and 
active. The authors further clustered users based on their attributes such as total 
number of updates, uniquely visited places, etc., and obtained five user groups 
according to user activity, named as inactive, normal, active, mobile, and trial 
users. They reported that the majority of users on Brightkite are trial users, while 
only 6 % of users are clustered as active users. Noulas et al. (2011b) used a spec-
tral clustering algorithm to group users based on their check-in category distribu-
tion on Foursquare, aiming at identifying user communities to help develop new 
applications such as recommender systems.

Vasconcelos et al. (2012) considered different type of features for user clus-
tering on Foursquare. They focused on the tips, dones, and to-dos of venues, and 
utilized three related attributes to cluster users, i.e., the number of tipped venues, 
the total number of dones and to-dos, and the percentage of tips with links. They 
obtained four groups, with three groups based on user activity level, and one 
group representing spam users. It is reported that around 86 % of users tend to 
tip a larger number of venues and get more dones and to-dos in return, forming 
the largest group on Foursquare. Furthermore, the authors showed that observing 
a large number of links pointed to unrelated content in tips can be a good predic-
tor for detecting spam users.

 2. Mobile Patterns
Cheng et al. (2011) explored millions of check-ins on Facebook, and observed 
various spatial, temporal, and social patterns. For example, human movement 
follows a “Lévy Flight” (Rhee et al. 2011), in which people tend to move to 
nearby places and occasionally to distant places. The authors observed that user 
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mobility is influenced by social status, geographical, and economic factors. 
Furthermore, the user check-in behavior presents strong daily/weekly patterns 
and periodic property, indicating the potential to improve location-based appli-
cations. In Noulas et al. (2011a), the authors observed similar geo-temporal 
patterns of check-ins on weekdays and weekends. They reported that around 
20 % of consecutive check-ins in Foursquare happen within 1 km of one another, 
60 % between 1 and 10 km, and 20 % over 10 km. Li and Chen (2009) studied 
users’ mobility characteristics on Brightkite. They clustered users based on 
their mobility patterns derived from user updates and movement paths, and 
obtained four user groups, namely home users, home–vacation users, home–
work users, and other users which present different mobility patterns from pre-
vious groups.

8.3.3  Location Prediction

Location prediction is a traditional task in mobile computing. It has been studied 
over a long period. Researchers analyze human mobility patterns to improve location 
prediction services, and therefore exploit their potential power on various applica-
tions such as mobile marketing (Barnes and Scornavacca 2004; Barwise and Strong 
2002), traffic planning (Ben-Akiva et al. 1998; Dia 2001), and even disaster relief 
(Gao et al. 2011a; Goodchild and Glennon 2010; Gao et al. 2012a; Wang and Huang 
2010). Current research on location prediction in LBSNs mainly focuses on two 
tasks: (1) predicting a user’s home location, and (2) predicting a user’s location at any 
time. The former task considers the static home location of a user, while the latter 
considers more about a user’s moving trajectories, with his location in movement.

Before we delve into different location prediction methods, we first discuss two 
commonly used evaluation metrics in the location prediction task. The first metric 
is prediction accuracy, i.e., the fraction of correctly predicted locations over the 
total number of predicted locations in the testing set, which has been widely used in 
current work (Gao et al. 2012a; Cho et al. 2011; Backstrom et al. 2010). Sometimes 
its variants have also been used for additional evaluation. For example, the top-k 
accuracy is utilized in Cheng et al. (2010). It returns the top k candidates as the 
predictions for a location, and treats a prediction as correct as long as the ground 
truth location is among the top k returned locations. Here, k is usually selected as 2, 
3, 5, and 10. The second metric is expected distance error (Cho et al. 2011), as 
shown below, which computes the average geographical distance between the real 
location and the estimated location, over all predicted locations.
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(8.1)

where L is the unknown locations in the testing set, lact is the actual location, and lest 
is the estimated location. d(x,y) is a function that computes the geographical 
 distance between two locations x and y.
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The motivation of home location prediction arises from the sparseness of avail-
able user home locations on popular social networks such as Twitter and Facebook. 
Based on the statistics from Cheng et al. (2010), only 26 % of Twitter users list their 
locations as granularly as a city name, and less than 0.42 % of all tweets use the 
geo-tagging function to indicate their locations. On the other hand, the availability 
of user home location leads to a user-centric social network. It provides an opportu-
nity to study social networks from a user’s ego view, and in turn benefits applica-
tions such as targeting advertisement regions, and summarizing the local news for 
nearby users. Therefore, obtaining the user home location is critical to studying 
human mobility on location-based social networks.

Current work in home location prediction on LBSNs uses two kinds of resources, 
i.e., content information and social network information. The content-based 
approaches (Cheng et al. 2010; Hecht et al. 2011) studied the location information 
implicated in a user’s tweet content, and proposed a location prediction framework 
based on the correlation between specific terms in tweets and their corresponding 
locations.

Backstrom et al. (2010) utilized social network information on Facebook to pre-
dict the user’s home location. They predicted a Facebook user’s home address based 
on the provided home addresses of his friends. One observation was leveraged so 
that the probability of a link being present between two nodes is a function of their 
geographical distance. By maximizing the likelihood of observations on friendship 
and non-friendship of a user, the unknown home location could be computed 
according to friends’ addresses. All these methods predict the location at country, 
state, or city level, while the spatial resolution is low.

To predict a user’s location at any time, usually referred to as next location pre-
diction, various approaches have been proposed in the last decade. Without the 
social network information being available, these methods mainly consider the spa-
tial trajectories (Monreale et al. 2009; Spaccapietra et al. 2008), temporal patterns 
(Thanh and Phuong 2007), or spatial–temporal patterns (Scellato et al. 2011a; Gao 
et al. 2012c) for location prediction. With the availability of social information on 
LBSNs, Gao et al. (2012a) proposed the first work of modeling social information 
for next location prediction on LBSNs with a social-historical model. Later, Noulas 
et al. (2012) further investigated the next location prediction problem and proposed 
a set of features regarding various facets of user behavior for prediction. Researchers 
have made a great effort to investigate the role of social friendship in explaining a 
user’s mobile patterns. On the other hand, leveraging social networking information 
for location prediction becomes a new challenge, since how to embed the social 
property into geographical patterns is still an open issue on location-based social 
networks (Gao et al. 2012b).

Current work on LBSNs has proposed various approaches to combing social 
network information with traditional spatial–temporal patterns. Chang and Sun 
(2010) utilized logistic regression model to combine a set of features extracted from 
Facebook data. The features include a user’s previous check-ins, user’s friends’ 
check-ins, demographic data, distance of place to user’s usual location, etc. Their 
results demonstrated that the number of previous check-ins by the user is a strong 
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predictor, while previous check-ins made by friends and the age of the user are also 
good features for prediction.

Linear combination has been mostly used for integrating social friendship with 
spatial–temporal patterns (Cho et al. 2011; Gao et al. 2012a). Cho et al. (2011) con-
sidered the user check-in probability as a linear combination of social effect and 
non-social effect. The social effect assumes the check-in of a user to be close to the 
check-ins of his friends, both in space and in time; while the non-social effect cap-
tures the periodical patterns, which considers the user’s personal movement follow-
ing a 2-D Gaussian distribution, with the two Gaussian centers focusing on home 
and work. Gao et al. (2012a) proposed a social–historical model integrating the 
social ties and historical ties of a user for location prediction. Both ties generate the 
probability of next location based on the observation of previous check-in sequence. 
The historical ties consider the user’s own check-in sequence, and the social ties 
consider the check-in sequences of the user’s friends. Based on the observation that 
word sequence and location trajectory share a set of common properties, a language 
model is then introduced for generating the next location probability.

All of the current work reports very limited improvement by utilizing social net-
work information in LBSNs. The model that considers social networks slightly 
improves those that do not consider social networks. However, this does not lead to 
the conclusion that social network has no contributions to a user’s mobility. The best 
way to integrate the social network and leverage it for location prediction is still 
under study.

8.3.4  Recommender Systems

Recommender systems are designed to recommend items to users in various situa-
tions such as online shopping, dating, and social events. Since the exploration of 
city and neighborhood provides us with more choices of life experience than before, 
recommendation is indispensable to help users filter uninteresting items, and there-
fore reduce their time in decision-making. Furthermore, recommender systems 
could also benefit virtual marketing, since the appropriate recommendations could 
attract users with specific interests. Recommender systems on location-based social 
networks only started just a few years ago, and three items are mainly recommended 
in current work, which are locations, tags, and friends.

 1. Location Recommendation
Location recommendation aims to recommend a set of locations to a user based 
on the user’s interests. The major difference between location prediction and 
location recommendation is that location prediction usually predicts the next 
location as an existing location that the user has been before, while location rec-
ommendation would recommend a new location that the user has never been 
before. From a research standpoint, location prediction on LBSNs considers 
more how to utilize the social information, while current research in location 
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recommendation on LBSNs mainly focuses on the geo-spatial and temporal 
influence, and the social network information is usually utilized through tradi-
tional collaborative filtering (Berjani and Strufe 2011; Zhou et al. 2012), which 
considers the location as an item such as that on Epinions (Tang et al. 2012a, b). 
For evaluation, performance@N (Ye et al. 2011c) is usually adopted to evaluate 
the location recommendation performance. The performance@N metric consists 
of precision@N and recall@N. It consider all the locations that should be recom-
mended as uncovered locations, and the set of correctly recommended locations 
as recovered locations. The precision@N evaluates the ratio of recovered loca-
tions to the N recommended locations, and the recall@N calculates the ratio of 
recovered locations to uncovered locations.

Ye et al. (2010) first introduced location recommendation on location-based 
social networks. In this paper, the major focus is location recommendation effi-
ciency. The essential content contains: (1) only friendship information was used 
for collaborative filtering, and (2) instead of calculating the user similarity based 
on historical behavior (e.g., check-in history), the authors captured the correla-
tions between geographical distance and user similarity, and leveraged them for 
user similarity calculation. This work is later extended in Ye et al. (2011c), which 
considers both spatial influence and social friendships for location recommenda-
tion. Three factors are investigated and combined to recommend locations. The 
first factor represents influence from similar users, the second factor indicates 
influence from friends, and the third factor captures geographical influence, 
under the hypothesis that people tend to visit close places more often than distant 
places. A spatial constraint is generated to capture the geographical influence by 
exploiting the relationship between a user visiting two places and the geographi-
cal distance between these two places. These three factors are then represented 
by three probabilities, and linearly combined together with corresponding 
weights. The results demonstrated that the most influential factor actually comes 
from the similar users, while friendship and geographical distance together have 
around 30 % influences.

 2. Tag Recommendation
Tag recommendation is motivated to enrich the semantic meaning of places and 
to facilitate the development of recommender systems such as “Point of Interest” 
retrieval services. Temporal patterns have been usually considered for tag rec-
ommendation on location-based social networks. In Ye et al. (2011a), the authors 
proposed “temporal bands” to capture the temporal patterns of each place, and 
suggested their potential ability for tag recommendation. For example, a bar may 
be visited frequently at 11:00 p.m. to 1:00 a.m., while a restaurant may have 
more visits around 12:00 p.m. and 6:00 p.m. Therefore, tags associated with the 
bar or restaurant present different visiting distributions over time, i.e., temporal 
bands. By considering the visiting probability at different hours of a day and dif-
ferent days of a week, one can compare such visiting distributions between can-
didate tags and target places; the recommender system could then recommend a 
set of tags that mostly fit the temporal band of that place. In this work, the authors 
only proposed the idea of temporal bands, but did not apply it to real-world data-
sets for tag recommendation.
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In Ye et al. (2011b), the temporal information has been formally utilized for tag 
recommendation and place annotation. In this work, the authors considered tag 
recommendation as a classification problem. Two sets of features, named explicit 
patterns and implicit patterns, are firstly defined to generate the feature space for 
each place, then a SVM classifier is learned for each tag, based on the observed 
feature vectors that are associated and not associated with the tag. The explicit 
patterns include features that can be explicitly observed in the data, e.g., total 
number of check-ins, total number of unique visitors, etc. The implicit patterns 
generate the relatedness between two places based on their common visiting users 
and common temporal patterns, while the latter factor is similar to Ye et al. 
(2011a). These two factors are linearly combined together, which generates a 
ranking list of places based on their relatedness to the target place. A place with 
high relatedness is referred to as a semantic neighbor, and the corresponding relat-
edness indicates the probability of the target place to be labeled with a given 
semantic tag from this neighbor. The final implicit patterns are the probabilities 
for each possible tag on the target place. The hypothesis of this method is that two 
places checked in by the same user around the same time should have strong relat-
edness, and therefore share more common tags. The experiment showed that most 
people follow the same temporal patterns in visiting places, while the explicit and 
implicit features both need to be considered for tag recommendation.

 3. Friend Recommendation
Friend recommendation analyzes the similar patterns between a target user and 
other users, and then recommends users with the most similar patterns to the 
target user. Here, the similar patterns may represent the common interests, shop-
ping habits, traveling trajectories, etc. Friend recommendation on location-based 
social network mostly uses supervised learning in terms of link prediction. A set 
of features is firstly extracted from the historical data for each pair of users, and 
then a classifier is trained based on the extracted features and finally used to 
predict the link between two users. The social network information is used as 
ground truth to evaluate their proposed approaches, and ROC curves (Scellato 
et al. 2011c; Sadilek et al. 2012a) are usually used as evaluation metrics.

Current work on friend recommendation differs in how to choose the feature 
space and classifier. Chang and Sun (2011) used logistic regression to predict the 
link between two users who have co-locations. Feature extraction was based on 
the tuples of (place x, actor1, actor2), indicating that actor1 and actor2 have 
checked-in into place x at least once. Three features are extracted: the total num-
ber of check-ins at place x, and numbers of check-ins of actor1 and actor2 respec-
tively. Cranshaw et al. (2010) extracted 67 features from the data on Locaccino 
(Sadeh et al. 2009) for each co-location observation between two users. Their 
features include intensity and duration, location diversity, mobility regularity, 
structure properties, etc., with respect to co-location properties and user attri-
butes. Three classifiers are selected for predicting the link, while the results show 
that AdaBoost has the best classification performance. They also reported that 
there is a positive correlation between the location diversity and the number of 
social ties a user has in the social network, and that considering the number of 
co-locations between two users is not sufficient for friend recommendation. 
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Sadilet et al. (2012a) adopted a similar scenario, while in addition considering the 
content features from tweets. Scellato et al. (2011c) exploited the place features 
such as common check-ins, social features like common friends, and global fea-
tures such as distance between homes, then adopted various classifiers in WEKA 
for link prediction on Gowalla. Their results demonstrated that the purely social-
based features contribute least to the prediction performance, while space fea-
tures and global features lead to better performance, indicating the importance of 
location-based activities on location-based social networking analysis.

8.3.5  Location Privacy

Location sharing is an indispensable function of location-based social networking 
services. Users share their locations by checking in on location-based social net-
working sites to let their friends know where they are and when. The location aware-
ness can then form location-based social networks and enhance the user’s social 
connections. For example, a user may want to hang out with his friend after learning 
he is nearby through his check-in status. On the other hand, while location sharing 
significantly enhances user experience in social networks, it also leads to privacy and 
security concerns. In recent years, location privacy on location-based social net-
works has attracted more and more attention from both academia and industry. 
Previous work (Lederer et al. 2003; Consolvo et al. 2005; Gundecha et al. 2011; Tsai 
et al. 2009) has found that privacy is a critical concern for user considering adopting 
location-sharing services. When using location-sharing services, some users would 
like to share their location with friends for social purposes, while other users may 
believe that sharing personal location discloses one’s personal preferences and 
movement track, which may cause potential physical security risks. Therefore, it is 
inevitable to consider privacy control when designing location- sharing applications.

Researchers are interested in understanding users’ preference regarding location 
privacy in location-based social networks, such as why people are using location- 
sharing services and under what circumstances they do not want to share locations, 
therefore improving the design of new location-sharing applications. Humphreys 
(2007) analyzed user behavior on Dodgeball by conducting interviews with 21 
Dodgeball users, and discovered that location-based social services do influence the 
way people experience urban public places and their social relations. Lindqvist et al. 
(2011) explored how and why people use Foursquare through interviews and sur-
veys of Foursquare users, and reported five major factors that explain the reasons: 
i.e., badges and fun, social connection, place discovery, keeping track of places, and 
competition with themselves. Furthermore, the authors also found that the majority 
of users had few privacy concerns, and users choose not to check in at specific loca-
tions mainly because the places are embarrassing, non-interesting, or sensitive.

Mobile applications have also been developed to help manage privacy on LBSNs. 
Toch et al. developed a location sharing application “Locaccino”,8 focusing on privacy 

8 http://locaccino.org

H. Gao and H. Liu

http://locaccino.org/ 


179

control based on the Facebook social network (Toch et al. 2010b; Sadeh et al. 2009). 
A Locaccino user can request the location of his Facebook friends. It allows a user to 
set detailed location-sharing privacy preferences, such as when and where his location 
can be visible to a set of pre-specified users. Toch et al. (2010a) utilized the data col-
lected from Locaccino to investigate the location factors that influence users’ location-
sharing preferences. They deployed Locaccino to a set of participants, and conducted 
surveys on them. Their analysis showed that locations with higher location entropy 
(Cranshaw et al. 2010) (a measure that is utilized to evaluate the user diversity of a 
location: higher location entropy indicates the location has been visited by a diverse 
set of unique users) are more comfortable for users to share, while highly mobile users 
receive more requests from their friends for location sharing. Kelley et al. (2008) 
introduced a machine learning approach to control the sharing policy. They proposed 
a Gaussian Mixture based method to classify the privacy control policies of users, 
with evaluation on Locaccino data from 43 users and 124 pre-defined privacy policies. 
The prediction accuracy is chosen as the evaluation metric.

8.3.6  Related Efforts

Aside from the topics discussed in the previous sections, even more efforts have 
been made in mining location-based social networks. In event detection, Sakaki 
et al. (2010) constructed an earthquake reporting system in Japan to report earth-
quakes using an event detection algorithm. They considered each user who makes 
tweets about a target event to be a sensor of the event, and proposed a spatial–tem-
poral model to track the event center and trajectory. De Longueville et al. (2009) 
utilized twitter data to analyze the spatial, temporal, and social dynamics and URL 
property of events related to the Marseille forest fire, aiming to investigate the 
potential power of leveraging Twitter for emergency planning and disaster relief.

In geographical topic analysis, researchers utilize generative models, which are 
combined with spatial–temporal regularities to explore the space–time structures of 
topical content (Pozdnoukhov and Kaiser 2011), or devised with embedded content, 
user preference, and geographical locations to model tweet density (Hong et al. 
2012), or generated as a combination of geographical clustering and topic model to 
discover and compare geographical topics (Yin et al. 2011). However, among all 
these works, social network information is not utilized, and the evaluation of the 
geo-topic model is also controversial to a certain extent.

In urban computing, Cranshaw et al. (2012) developed an online system, 
Livehoods,9 to explore the social dynamics of the city and reveal the different char-
acterized regions. The authors used a spectral clustering approach to cluster the 
check-in locations from 18 million check-ins into different areas, with each one 

9 http://livehoods.org
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representing the character of lifestyle in that area. Sadilek et al. (2012b) modeled 
the spread of disease through Twitter data. They proposed a detection framework to 
identify the sick individual based on tweet content, and showed that there is a strong 
correlation between a person’s number of infected friends and his probability of 
getting sick, where the probability increases exponentially as the number of infected 
friends grows.

8.4  Illustrative Examples of Mining Location-Based Social 
Network Data

In this section, we present two examples to illustrate how to mine real-world LBSN 
data to improve location-based services. The first example investigates a user’s 
social–historical ties in check-in behavior for location prediction, and the second 
example leverages the social network information on LBSNs to address the “cold- 
start” check-in problem.

8.4.1  Exploring Social–Historical Ties on Location-Based 
Social Networks

On location-based social networking sites, a user’s check-in behavior can be ana-
lyzed as an integration of his social ties and historical ties, while both ties have 
varying tie strengths, as illustrated in Fig. 8.2 with the tie strengths represented by 
line width (Gao et al. 2010a).

 1. Discovering the Properties of Social–Historical Ties
The historical ties of a user’s check-in behavior have two properties in LBSNs. 
Firstly, a user’s check-in history approximately follows a power-law distribution, 
i.e., a user goes to a few places many times and to many places a few times. 
Figure 8.3a shows the distribution of check-in frequency (in log scale) on a real- 
world dataset10 collected from Foursquare, with detailed dataset statistics shown in 
Table 8.1. The figure suggests that the check-in history follows a power-law distri-
bution, and the corresponding exponent is approximately 1.42. The check-in dis-
tribution of an individual also shows the power-law property, as shown in Fig. 8.3b. 
Secondly, historical ties have a short-term effect. As illustrated in Fig. 8.2, a user 
arrives at the airport and then takes a shuttle to the hotel. After his dinner, he sips 
a cup of coffee. The historical ties of the previous check-ins at the airport, shuttle 
stop, hotel, and restaurant have different strengths with respect to the latest check-
in at the coffee shop. Furthermore, historical tie strength decreases over time.

10 The dataset used in this example is available at: http://www.public.asu.edu/~hgao16/dataset/
SHTiesData.zip
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To discover the properties of social ties, we compare the check-in similarity 
between users with friendship and those without. For each user, let f∈ Rm be his 
check-in vector with the k-th element f(k) being the number of check-ins at loca-
tion lk ∈ £, where m = |£| is the vocabulary size. The cosine similarity of two users 
ui and uj is defined as:

 

sim u ui j

i j

i j

,( ) =
×

f f

f f
2 2
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(8.2)

where |•|2 is the 2-norm of a vector.
We define the check-in similarity between ui and a group G of other users as 

the average similarity between user ui and the users in group G,
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For each ui, we calculate two similarities; i.e., SF(ui) is the average similarity 
of ui and his friendship network; SR(ui) is the average similarity of ui and a group 
of randomly chosen users, who are not in the friendship network of ui. The num-
ber of randomly chosen users is the same as the amount of ui’s friends.

Fig. 8.2 An example: how social and historical ties may affect a user’s check-ins at time T5
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We conduct a two-sample t-test on the vectors SF and SR. The null hypothesis 
is H0: SF ≤ SR, i.e., users with friendship share fewer common check-ins than 
those without, and the alternative hypothesis is H1: SF > SR. In our experiment, 
the null hypothesis is rejected at significant level α = 0.001 with p-value of 2.6e-
6, i.e., users with friendship have higher check-in similarity than those without.
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Fig. 8.3 The power-law distribution of check-ins. (a) Power-law distribution of check-ins in 
whole dataset. (b) Power-law distribution of check-ins in whole dataset

Table 8.1 Statistical 
information of Foursquare 
dataset

Duration Mar. 8, 2010–Jan. 21, 2011
Number of users 18,107
Number of check-ins 2,073,740
Number of unique locations 43,063
Number of links 115,574
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 2.  Modeling Social–Historical Ties for Location Prediction
To capture the two properties of historical ties, i.e., power-law distribution and 
short-term effect, a language model is utilized to model the check-in behavior. 
There are many features shared between language processing and LBSN mining. 
First, the text data and check-in data have similar structures, as shown in 
Table 8.2. For example, a document in language processing can correspond to an 
individual check-in sequence in LBSNs, while a word in the sentence corre-
sponds to a check- in location. Second, the power-law distribution and short-term 
effect observed in LBSNs have also been found in natural language processing, 
where the word distribution is closely approximated by power-law (Zipf 1932), 
and the current word is more relevant to its adjacent words than distant ones. 
Therefore, to model the historical ties of a user, we introduce the hierarchical 
Pitman–Yor (HPY) language model (Teh 2006a, b) to the location-based social 
networks, which is a state-of-the- art language model that generates a power-law 
distribution of word tokens (Goldwater et al. 2006) while considering the short-
term effect. We define the historical model (HM) as below,
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(8.4)

where PHPY
i(ct = l|Ωi, Θ) is the probability of user ui’s check-in ct at location l 

generated by the HPY with ui’s observed check-in history Ωi, and Θ is the param-
eter set for the HPY language model. More technical details can be found in Gao 
et al. (2012a).

To model the social ties of check-in behavior, we define the social model 
(SM) as below,
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where F(ui) is the set of ui’s friends. PHPY
i(ct = l|Ωj, Θ) is the probability of ui’s 

next check-in ct at location l computed by HPY with uj’s check-in history Ωj as 
training data. Note that only the check-ins before the prediction time are included 
in the training data.

Finally, a social–historical model (SHM) is proposed to explore a user’s 
check-in behavior, integrating both historical and social effects,
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where η controls the weight from historical ties and social ties.

Table 8.2 Corresponding features between language and LBSN modeling

Language modeling LBSN modeling

Corpus Check-in collection
Document Individual check-ins
Document structure Paragraph Check-in structure Monthly check-in sequence

Sentence Weekly check-in sequence
Phrase Daily check-in sequence
Word Check-in location
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The experimental results of location prediction on a real-world LBSN dataset are 
plotted in Fig. 8.4, with the performance comparison of the proposed model (HM and 
SHM) and four baseline models (Gao et al. 2012a). The results demonstrate that the 
proposed approach properly captures a user’s check-in behavior by considering 
social–historical ties, and outperforms the current state-of-the-art prediction models.

8.4.2  gSCorr: Modeling Geo-Social Correlations  
for New Check-ins on Location-Based Social Networks

On location-based social networking sites, users explore various POIs and check in at 
places that interest them. The power-law property of users’ check-in behavior in 
Fig. 8.3 indicates that users do visit new places, resulting in the “cold-start” check- in 
problem (Gao et al. 2012b). Predicting the “cold-start” check-in locations (i.e., pre-
dicting a user’s next location where he has never been before) exacerbates the already 
difficult problem of location prediction, as there is no historical information on the 
user for the new place; hence, traditional prediction models relying on the observa-
tion of historical check-ins would fail to predict the “cold-start” check-ins. In this 
scenario, social network information could be utilized to help address the “cold-start” 
problem, since social theories (e.g., social correlation (Anagnostopoulos et al. 2008)) 
suggest that the movement of humans is usually affected by their social networks.
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Figure 8.5 illustrates a user’s “new check-in” behavior in different social correla-
tion aspects. User u goes to the airport at t1, and then the restaurant at t2 followed by 
the hospital at t3. When u performs a “new check-in” at t4, i.e., the check-in location 
does not belong to {L1, L2, L3}, it may be correlated to those users that are from u’s 
different geo-social circles SFD , SFD, SFD , and SFD , as defined in Table 8.3. 
Investigating these four circles enables us to study a user’s check-in behavior in four 
corresponding aspects: local social correlation, distant social correlation, confound-
ing, and unknown effect.

 1. Modeling Geo-Social Correlations
To model the geo-social correlations of “new check-in” behavior, we consider 
the probability of a user u checking-in at a new location l at time t as Pu

t(l). We 
define this probability as a combination of the four geo-social correlations,
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where Φ1, Φ2, Φ3, and Φ4 are four distributions that govern the strength of differ-
ent geo-social correlations, Pu

t(l|Sx) indicates the probability of user u checking-
in at location l that is correlated to u’s geo-social circle Sx.

Fig. 8.5 Geo-social correlations of new check-in behavior

Table 8.3 Geo-social 
correlations

F F

D SFD
: local friends SFD: local non-friends

D SFD: distant friends SFD: distant non-friends
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The modeling of Φ1, Φ2, Φ3 and Φ4 is based on the observation of “new check-
 in” distribution in Fig. 8.6, with the corresponding dataset11 collected from 
Foursquare shown in Table 8.4. From Fig. 8.6, it is observed that Φ1 is a real-valued 
and differentiable increasing function, and Φ2 and Φ3 are fairly constant. The per-
centage of “new check-ins” from SFD  is not presented, since it can be deduced from 
the other three. Therefore,
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11 The dataset used in this example is available at: http://www.public.asu.edu/~hgao16/dataset/
gScorrData.zip
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Table 8.4 Statistical 
information of Foursquare 
dataset

Duration Jan. 1, 2011–July 31, 2011
Number of users 11,326
Number of check-ins 1,385,223
Number of unique locations 182,968
Number of links 47,164
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where fu
t is a check-in feature vector of a single user u at time t, w is a vector of the 

weights of fu
t, and b controls the bias. In this work, we define a user’s check-in and 

social features fu
t in Table 8.5. Φ1 and Φ2 are two constants.

To capture the geo-social correlation probabilities Pu
t(l|Sx), three geo-social cor-

relation measures are proposed considering the factors of location frequency, user 
frequency and user similarity, as described below,

• Sim-Location Frequency (S.Lf)
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where s(u,v) represents the user similarity between user u and user v. Nv
t(l) repre-

sents the number of check-ins at location l by user v before time t, and Nv
t the total 

number of locations visited by user v that user u has not visited before time t .

• Sim-User Frequency (S.Uf)
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where δv
t(l) equals to 1 if user v has checked in at l before t, and 0 otherwise.

• Sim-Location Frequency & User Frequency (S.Lf.Uf)
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Table 8.5 Check-in  
and social features

Features Description

Nc Number of check-ins in u’s history
Nnc Number of new check-ins in u’s history
NFD Number of friends in SFD

NFD
c Number of check-ins from SFD

NFD
uc Number of unique check-ins from SFD

NFD
vc Number of visited check-ins from SFD

NFD
nvc Number of visited unique check-ins from SFD

NFD Number of friends in SFD

NFD
c Number of check-ins from SFD

NFD
uc Number of unique check-ins from SFD

NFD
vc Number of visited check-ins from SFD

NFD
nvc Number of visited unique check-ins from SFD

NFD Number of users in SFD

NFD
c Number of check-ins from SFD

NFD
uc Number of unique check-ins from SFD

NFD
vc Number of visited check-ins from SFD

NFD
nvc Number of visited unique check-ins from SFD
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We adopt S.Lf.Uf, S.Lf, and S.Uf to compute P l Su
t

FD|( ), Pu
t(l|SFD) and 

P l Su
t

FD|( ) respectively, based on our observation of their good performance on 
corresponding geo-social circles. To reduce time complexity, we consider 
P l Su

t
FD|( ) as a probability of random jump to a location in current location 

vocabulary that u has not checked in before.

 2. Evaluating gSCorr
To evaluate gSCorr, we consider the effect of both geo-social correlation strength 
and measures in capturing the user’s “new check-in” behavior. Therefore, we set up 
five baselines to compare the location prediction performance with gSCorr, as 
shown in Table 8.6. Each baseline adopts a different combination of correlation 
strength and measures, where “Es”, “Rs”, “Vs”, “Sm”, “Vm” represent “equal 
strength” (set all geo-social correlation strengths as 1), “random strength” (ran-
domly assign the geo-social correlation strengths), “various strength” (the same as 
gScorr), “single measure” (use S.Lf.Uf to measure the correlation probabilities for 
all the geo-social circles) and “various measures” (the same as gScorr) respectively. 
Note that gSCorr is a various strength and various metrics approach. Following the 
evaluation metrics of recommendation system, we use top-k accuracy as evaluation 
metric and set k = 1, 2, 3 in the experiment. For each random strength approach 
(RsSm and RsVm), we run 30 times and report the average accuracy.

Table 8.7 shows the detailed prediction accuracy of each method for further com-
parison, with the best performance highlight as italics. We summarize the essential 
observations below:

• The geo-social correlations from different geo-social circles contribute variously 
to a user’s check-in behavior. Both VsSm and gSCorr perform better than their 
equal strength versions (i.e., EsSm and EsVm) respectively, indicating that the 
geo-social correlations are not equally weighted.

• The randomly assigned strength approaches (RsSm and RsVm) perform the worst 
compared to the other approaches, where the performance of VsSm has a 10.50 % 
relative improvement over RsSm, and gSCorr has a 26.11 % relative improvement 
over RsVm, indicating that social correlation strengths do affect check-in behavior.

• The single metric approaches (EsSm, RsSm, VsSm) always perform worse than 
the various metrics approaches (EsVm, RsVm, gSCorr), which suggests that for 
different social circles, there are different suitable correlation metrics.

gSCorr performs the best among all the approaches. To demonstrate the signifi-
cance of its improvement over other baseline methods, we launch a random guess 
approach to predict the “new check-ins”. The prediction accuracy of the random 
guess is always below 0.005 % for top-1 prediction, and below 0.01 % for top-2 and 

Table 8.6 Evaluation metrics Single measure Various measures

Equal strength EsSm EsVm
Random strength RsSm RsVm
Various strength VsSm gSCorr
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top-3 prediction, indicating that gSCorr significantly improves the baseline methods, 
suggesting the advantage of gSCorr as considering different geo-social correlation 
strength and metrics for each geo-social circle.

8.5  Conclusions and Future Work

Location-based social networks carry user-driven geographical information, and 
bridge the gap between real world and online social media. Typical location-based 
social networking sites contain a triple-layer data structure including geographical, 
social, and content information, providing an unprecedented opportunity for study-
ing mobile user behavior from a spatial, temporal, and social standpoint. In this 
chapter, we discuss the distinct properties of location-based social network data and 
their challenges, and elaborate current work for data analysis and research issues on 
location-based social networks.

This chapter has only discussed some essential issues. There are a number of 
interesting directions for further exploration.

• How do we better utilize social network information on LBSNs?
Current work (Gao et al. 2012a; Cho et al. 2011; Ye et al. 2011c) on LBSNs 
reports very limited contributions from social networks. In their approaches for 
location prediction and recommender systems, models with social network 
information perform slightly better than those without social information. This 
leads to the question “is social network information really useful in explaining 
human mobile behavior?”. The answer is probably still “yes”, but the consequent 
problem is how to appropriately and efficiently make use of social information 
in LBSNs. For example, social information could be helpful on certain specific 
problems, such as the “cold-start” problem (Huang et al. 2004).

• How do we handle the check-in sparseness of LBSNs?
The sparseness of user-driven check-ins in geographical sequence in LBSNs 
presents challenges to application of traditional approaches that cannot handle 
data sparseness. For example, in Cho et al. (2011), the authors evaluate their 
location prediction approaches on two location-based social network datasets 
and one cell phone dataset, reporting significantly higher accuracy on cell phone 

Table 8.7 Location 
prediction with various 
geo-social correlation 
strengths and measures

Methods Top-1(%) Top-2(%) Top-3(%)

EsVm 17.88 24.06 27.86
EsSm 16.20 21.92 25.43
VsSm 16.49 22.28 25.92
RsSm 14.93 20.30 23.70
RsVm 15.23 20.85 24.50
gSCorr 19.21 25.19 28.69
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data compared with LBSN data. The sparseness of LBSNs data can be one of the 
reasons that explain this phenomenon. Finding an efficient way to handle this 
sparse data is very challenging.

• How do we efficiently make use of user-generated content on LBSNs?
User-generated content such as comments and tips for locations reflects the 
interest of the user within a spatial–temporal context. Current work mostly 
focuses on geographical patterns and social contexts; very few attempts have 
been made to make use of the user-generated content for understanding human 
behavior in LBSNs. Traditional text analysis approaches in social media could 
be leveraged for mining such content. For example, semantic knowledge that are 
used to enrich short texts (Hu et al. 2009, 2011) can be utilized to analyze the tips 
on LBSNs. Furthermore, an interesting research direction would consider the 
spatial–temporal, social, and content information together for improving loca-
tion-based services. Investigating such information could help design new appli-
cations more closely to a user’s daily life, and therefore improve the urban 
experience of citizen life.
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Abstract Self-organized networks based on mobile devices, e.g., mobile ad hoc 
networks (MANET), are becoming a practical platform for mobile social networking. 
People, either familiar or strangers, communicate with each other via such a 
network for instant social activities. How to help mobile users to build up trust in 
mobile social networking is becoming an important and interesting issue. Trust 
concerns not only security, but also privacy, as well as quality of social networking 
experiences. It relates to many properties that are essential for establishing a trust 
relationship in ephemeral and dynamically changed mobile social environments. 
This book chapter reviews the literature with regard to how to build up trust in 
mobile social networking. We explore whether mobile social networking is 
demanded, considering many existing popular Internet social networking services. 

Chapter 9
Towards Trustworthy Mobile Social 
Networking

Zheng Yan, Valtteri Niemi, Yu Chen, Peng Zhang, and Raimo Kantola

Z. Yan (*) 
The State Key Laboratory of ISN, Xidian University, Xi’an, China 

Department of ComNet, Aalto University, Espoo, Finland
e-mail: zyan@xidian.edu.cn; zheng.yan@aalto.fi 

V. Niemi 
Department of Mathematics and Statistics, University of Turku, Turku, Finland  

Y. Chen 
Human Computer Interaction Group, EPFL, Lausanne, Switzerland
e-mail: yu.chen@epfl.ch 

P. Zhang 
Xi’an University of Post and Telecommunications, Xi’an, China
e-mail: pengzhangzhang@gmail.com; pzhang@xupt.edu.cn 

R. Kantola 
Department of ComNet, Aalto University, Espoo, Finland
e-mail: raimo.kantola@aalto.fi

A. Chin and D. Zhang (eds.), Mobile Social Networking: An Innovative Approach, 
Computational Social Sciences, DOI 10.1007/978-1-4614-8579-7_9,  
© Springer Science+Business Media New York 2014



196

Based on a need assessment survey, we propose a trust management framework that 
supports context-aware trust/reputation generation, trustworthy content recommen-
dations, secure communications, unwanted traffic control, user privacy recommen-
dation and preservation, and other trust and privacy enhancement technologies. 
Simulations, prototype implementation, and trial experiments further prove the 
effectiveness of proposed solutions.

9.1  Introduction

With the rapid growth of mobile computing and social networking technologies, the 
social network has extended its popularity from Internet to the mobile domain. 
Personal mobile devices (e.g., smart phones) can be self-organized and communi-
cate with each other for social activities by forming a multi-hop radio network and 
maintaining connectivity in a decentralized manner. We refer to such a kind of 
social networking based on mobile devices that supports instant and pervasive social 
activities as mobile social networking (MSN). Nowadays, the mobile ad hoc net-
work (MANET) has become a practical platform for mobile social networking and 
computing, playing as a valuable extension and complement of traditional Internet 
social networks. For example, a user could query people in the vicinity using his/her 
mobile device about which shop is on sale, which movie is recommended to see, or 
which mobile application should be installed for tagging the locations of photos. 
The user neighbors can respond to these queries by providing their recommenda-
tions via MSN. The users can also chat with people nearby via MSN with regard to 
sharing a taxi ride, or sharing the cost of a series of movie tickets. Moreover, they 
can seek services or aids from nearby strangers through MSN. This kind of social 
networking is very valuable for mobile users, especially when fixed networks (e.g., 
Internet) or mobile networks are temporarily unavailable or costly to access.

Several research groups in academia have focused on social activities based on 
mobile ad hoc networks. The Stanford MobiSocial Group has developed Junction, 
a mobile ad hoc and multiparty platform for MANET applications (Junction 2012). 
Micro-blog (2012), developed by SyNRG in Duke University, helps users to post 
micro-blogs tagged by locations. AdSocial (Stuedi et al. 2008), introduced by the 
ETHz Systems Group, provides a pervasive social communication platform. 
Floating content concept has been analyzed based on a theoretical framework to 
study the fundamental quantities of an ephemeral content-sharing service in oppor-
tunistic networking, such as node encounter rate, mean contact times as a function 
of location, and achievable transmission rates and transmission ranges (Hyytia et al. 
2011; Ott et al. 2011). In a proposed floating content system, content is only shared 
within an anchor zone in a best-effort manner, i.e., copies are kept available within 
that zone while they are deleted outside the anchor zone.

In industry, quite a number of companies, such as Microsoft, Nokia, and Intel, 
have conducted research in the area of MSN. For example, Microsoft Research Asia 
developed the EZSetup system in order to enable a mobile user to find services 
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provided by his/her neighbors (EZSetup 2012). The Nokia Instant Community 
(NIC) developed by Nokia Research Center provides an instant social networking 
platform to allow people in the vicinity to communicate, get to know, and share with 
each other (Nokia Instant Community 2010a; Nokia Instant Community 2010b; 
Ahtiainen et al. 2009). Similarly, the Intel Berkeley Lab ran a project named Familiar 
Stranger based on mobile devices, to extend our feelings and relationships with 
strangers that we regularly observe but do not interact with in public places 
(Paulos and Goodman 2012).

However, trust, security, and privacy aspects in mobile social networking have 
not been seriously considered in existing projects. Traditional centralized social 
networking systems (e.g., Facebook) have not taken user privacy into account. They 
cannot satisfy instant social networking demands, especially when users do not 
have Internet connection, but have location proximity with each other. Issues on 
trust management for security assurance and privacy enhancement need serious 
research, in order to deploy a practical mobile social networking system that can be 
easily accepted by mobile users. A number of unsolved crucial issues with regard to 
trust, security, and privacy should be overcome to move towards trustworthy mobile 
social networking.

First, key management for secure data access control in MSN should adapt to 
trust levels of users and social context changes. Due to the dynamic changes of MSN 
topology and user trust level, the encryption key used for securing social communi-
cations needs to be frequently changed, and the decryption key should be distributed 
to each of the eligible users. This introduces a heavy traffic and processing load, 
which may cause a serious performance bottleneck. How to automatically control 
MSN data access in a secure and efficient way is a challenge. Most existing work in 
MSN didn’t provide a solution to control social communication data access and 
effectively support user revocation (Junction 2012; MicroBlog 2012; Stuedi et al. 
2008; EZSetup 2012; Nokia Instant Community 2010a; Nokia Instant  Community 
2010b; Ahtiainen et al. 2009; Paulos and Goodman 2002). Past key management 
solutions didn’t consider applying the trust level of user and context attributes as 
control conditions for MSN data access in order to adapt context changes. Thus, 
they are not effective in the practice of MSN (Bethencourt et al. 2007; Goyal et al. 
2006; Muller et al. 2008; Sahai and Waters 2005; Wang et al. 2010).

Second, a practical privacy enhanced trust management system with context- 
awareness and easy user acceptance is demanded in MSN. During mobile social 
networking, how much should the users trust each other in order to make a decision? 
Moreover, users generally want to preserve personal privacy and avoid malicious 
tracking. Although there are a number of research activities concerning MSN in 
academia and industry, issues with regard to usable and autonomic trust manage-
ment for adaptive security assurance and privacy enhancement still need serious 
research. Herein, we define trust as the confidence, belief, and expectation regarding 
the reliability, integrity, ability, or character of an entity. Reputation is a measure 
derived from direct or indirect knowledge/experience on earlier interactions of 
entities, and is used to assess the level of trust put into an entity.
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Third, controlling unwanted traffic is another crucial issue in MSN. People com-
municate in different contexts for different purposes, creating various content infor-
mation flows. Examples are a mobile application installation link, a URL of a 
service, a Web page, and a textual message typed by a user. However, at the time 
when mobile users expect useful and valuable contents via MSN, they may also 
receive unwanted or unexpected contents, for example, malware; a virus or a Trojan; 
spammed emails, www pages, spammed voice-VoIP, spammed instant messaging, 
SMS, Web contents; and denial of service (DoS) and distributed denial of service 
(DDoS) attacks. The unwanted contents could penetrate user devices, consume user 
time, occupy user device memory, and irritate the user. How much should a user 
trust different contents received over the MSN? What contents are unwanted by the 
users, and thus should be controlled? Controlling unwanted contents becomes a 
crucial issue in MSN. Herein, unwanted content is defined as the content that is not 
expected by its destination or the content consumer.

Finally, a context-aware recommender system for user privacy is expected in 
MSN. For accessing services in MSN, a mobile user may be requested to share 
personal information and data (e.g., user profile and location information) with 
other node service providers. Privacy becomes a crucial issue in MSN, because it is 
the ability of an entity to seclude itself or information about itself and thereby reveal 
itself selectively. However, it is normally difficult for a user to justify whether it is 
safe and proper to disclose personal data to others in different contexts. In addition, 
privacy is a subjective issue. Different users treat personal privacy differently, even 
in the same situation. To solve all the above problems, there is a demand to provide 
a context-aware recommender system for user privacy that could help the user make 
a decision on personal data sharing in MSN.

This book chapter explores whether mobile social networking is demanded, con-
sidering many existing popular Internet social networking services. Based on a need 
assessment survey, we propose a hybrid trust management framework – AwareTrust 
– which supports context-aware trust/reputation generation, trustworthy recommen-
dations, secure communications, unwanted traffic control, and user privacy recom-
mendation. Meanwhile, we also propose a number of other trust and privacy 
technologies that can be adopted in MSN in order to enhance its trustworthiness. We 
have carried out a series of simulations, implemented a number of prototype sys-
tems, and conducted user/trial experiments to prove the effectiveness of the pro-
posed solutions.

The rest of the chapter is organized as follows. Section 9.2 reviews literature 
background and related work. We introduce the result of a need assessment survey 
to investigate how users consider and expect to cope with a reputation system for 
mobile social networking in Sect. 9.3. Next, we describe the design of a trust man-
agement framework – AwareTrust – for MSN in Sect. 9.4. Section 9.5 reports the 
main properties for trust that are supported by the framework. Simulation results, 
prototype implementation and the findings and implications of user/trial experi-
ments are then presented in Sect. 9.6. In Sect. 9.7, we review a number of interesting 
issues related to trust, security, and privacy of MSN. Finally, we conclude by 
 discussing the contributions of this chapter and suggesting future work towards 
trustworthy mobile social networking.
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9.2  The State-of-the-Art

9.2.1  Trust and Reputation Mechanism

Trust and reputation mechanisms have been widely studied in various fields of 
distributed systems, such as ad hoc networks, peer-to-peer (P2P) systems, grid com-
puting, pervasive computing, and e-commerce (Yan 2010). Many mechanisms have 
been developed for supporting trusted communications and collaborations among 
computing nodes (Sun et al. 2006a; Theodorakopoulos and Baras 2006; Yan and 
Holtmanns 2008). Examples are FuzzyTrust system (Song et al. 2005), the eBay 
user feedback system (Resnick and Zeckhauser 2002), PeerTrust model (Xiong and 
Liu 2004), an objective trust management framework (OTMF) for MANET (Li et al. 
2008), and Credence – a robust and decentralized system for evaluating the reputa-
tion of files in a P2P system (Walsh and Sirer 2005). Some work evaluates trust 
based on social relationships (Trifunovic et al. 2010). In the above research, trust 
can be modeled, calculated, and thus expressed using a value. However, none of the 
above studies consider how to evaluate trust and reputation based on social net-
working behaviors and experiences, especially in the context of mobile social net-
working. None of them support user privacy. Some factors influencing trust in MSN 
were never considered in the previous work. Moreover, only a small amount of the 
work in the literature develops a reputation system driven by the concern of users 
(Yan and Niemi 2009). A reputation rating system based on past behavior of evalu-
ators was proposed in Kujimura and Nishihara (2003). Trust in the evaluator indexes 
its impact on the rating system. The trust value is dynamically adjusted based on 
past estimation performance. In our research, the user reputation is adjusted based 
on his/her past social performance. It is evaluated by each individual node and a 
trusted server (TS) based on ephemeral and historical experiences respectively.

9.2.2  Trust and Reputation System Architecture

Jøsang et al. classified trust/reputation system architecture into two main types: 
centralized and distributed (Jøsang et al. 2007). The system architecture determines 
how ratings and reputation scores are communicated between participants in a 
reputation system. In the literature, distributed trust evaluations have been studied 
in MANET, but the solutions seldom support node privacy (Sun et al. 2006a; 
Theodorakopoulos and Baras 2006; Raya et al. 2008). This could cause potential 
attacks such as bad-mouthing attacks or unfair rating attacks targeting a specific 
node (Sun et al. 2008). Most existing systems maintain a statistical representation of 
reputation by borrowing tools from the realms of game theory (Confidant (Buchegger 
and Boudec 2002) and Core (Michiardi 2002)), and peer-to-peer networks (Xiong 
and Liu 2004) and Bayesian analytics (Buchegger and Boudec 2003). These systems 
try to counter selfish routing misbehavior of nodes by enforcing nodes to cooperate 
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with each other and counter any arbitrary misbehavior of nodes. However, little 
attention has been paid to the content and social communication reputation issue in 
MANET with node privacy as a main concern. On the other hand, practical reputa-
tion systems generally apply a centralized server to collect feedback for reputation 
generation (e.g., eBay (Resnick and Zeckhauser 2002), Yahoo auctions (Resnick 
et al. 2000), and Internet-based systems such as Keynote (Blaze et al. 1996)). 
However, many existing systems (e.g., Amazon, eBay) lack consideration of the 
credibility of user vote. This greatly influences the quality of produced reputation. 
The usage of pseudonyms and the ease of changing them additionally complicates 
the picture by allowing participants to effectively erase their prior history. We plan 
to adopt a hybrid trust management system architecture in MSN to overcome the 
weakness of the above two kinds of architecture, where reputation is evaluated in a 
distributed way, but with the support of a centralized trusted server.

Recently, a number of reputation systems have been proposed in the context of 
digital contents and social networking. For example, Thomas Adler and Alfaro 
proposed a content-driven reputation system for Wikipedia authors solely on the 
basis of content evolution; but not on user-to-user comments or ratings (Adler and 
Alfaro 2007). The concept of data centric trust in volatile environments, such as ad 
hoc networks, was introduced in (Raya et al. 2008) to evaluate the node trust through 
the data reported by it. Gupta et al. proposed a partially distributed reputation sys-
tem for P2P systems by introducing a reputation computation agent (RCA) (Gupta 
et al. 2003). But this system does not consider the challenges caused by privacy 
enhancement and context-awareness. In addition, the RCA is applied only for 
calculating peer’s reputation based on its contribution to the system. This is not suit-
able for our research scenario. In our research, we plan to apply the trusted server to 
update the node user reputation on the basis of historical social behaviors.

9.2.3  Problems of Trust and Reputation Management

In most reputation systems in the ad hoc networks, the reputation of a node is shared 
globally in the network. The purpose is to make the reputation of a node known to 
all other nodes and decrease the detection time. Thus, maintaining and disseminat-
ing indirect reputation information incur overhead at both the individual node and 
the network. OCEAN (Bansal and Baker 2003) discounts second-hand reputation 
exchange, and only utilizes local reputation based on direct observations in order to 
achieve a reasonable performance. We consider both local-aware and global-aware 
reputations by aggregating local experiences and global experiences together. By 
deploying a trusted server, the overhead of reputation maintenance and dissemina-
tion is eliminated among MSN nodes.

Inconsistent reputation problem (i.e., different nodes may have different reputa-
tion values for the same node) often occurs in the ad hoc networks due to subjective 
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reasons and/or different local experiences. This makes it hard to distinguish correct 
reputation ratings from reputation voting messages. LARS (locally aware reputa-
tion system) (Hu and Burmester 2006) was proposed to deal with selfish behaviors 
and malicious behaviors (e.g., packet dropping and unfair rating). In LARS, the 
reputation of a node is derived from direct observation, and exchange of second-
hand reputation information is disallowed. We plan to apply a trusted server to unify 
node reputation based on local experiences reported by nodes. This reputation infor-
mation is issued to the node by the server. Serving as the initial value of reputation, 
it is further evolved based on experiences newly collected at the individual node. 
In addition, the above process is iterated. Thereby, we avoid the inconsistent reputa-
tion problem and eliminate user reputation inaccuracy caused by multi-hop reputa-
tion dissemination. Reputation generation is based on first-hand experiences and 
direct votes, whether at the TS or the node.

Nowadays, reputation systems may face the problem of unfair ratings by artifi-
cially inflating or deflating reputations (Resnick and Zeckhauser 2002; Resnick 
et al. 2000; Corritore et al. 2003; Yang et al. 2002). They are vulnerable to a number 
of potential attacks, such as Sybil attack, on–off attack, independent/collaborative 
bad-mouthing attack, and conflict behavior attack, ballot-stuffing attack, newcomer 
attack (Douceur 2002; Liu et al. 2008a). The usage of pseudonyms introduces new 
challenges, since it makes hard to trace malicious behaviors. It also influences the 
accuracy of reputation. Sun et al. proposed a number of schemes to overcome some 
of the above attacks, but they did not consider the additional challenges caused by 
privacy preservation (Sun et al. 2006a, b) and context-awareness. We aim to over-
come the above traditional attacks and challenges in our designed trust management 
system for MSN.

9.2.4  Projects of Mobile Social Networking

There are a number of projects related to our work. Herein, we give a brief review.
A number of research projects have social networking functions, such as Micro- 

blog (MicroBlog 2012) and AdSocial (Stuedi et al. 2008). However, trust and repu-
tation in social networking are not considered in these projects.

Micro-blog by Duke University supports query, chatting, and recommendation in 
ad hoc networks. Posts about different contents float on the map of the application 
user interface. Whenever a user travels, posts about the location are floated to the 
user. If there is not enough information, users can query in ad hoc networks, and 
replies could be added to the current location. It can be applied in many application 
areas such as tourism, advertisement, emergent alerts, and so on.

AdSocial is a social network based on ad hoc networks. Important functions 
include presence detector, buddy search and chatting, VoIP calls, video calls, and ad 
hoc games. It supports real-time communication with friends. Example use cases 
are chatting in the bar or on the train. Besides that, AdSocial supports multiple mes-
sage exchange methods, e.g., via Wi-Fi and Bluetooth.
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9.2.5  Recommendation Services

Advogato (http://www.advogato.org/) is an online service to provide a platform for 
free software developers to advocate software and promote research. One significant 
impact of Advogato is the trust metrics behind the service, which is the basis of 
many research projects (http://www.advogato.org/trust-metric.html). The Advogato 
trust metric stimulates users to contribute quality-assured software, and protects 
against attacks. However, Advogato only applies a centralized architecture for repu-
tation generation, while AwareTrust adopts a hybrid reputation system architecture.

Netflix prize (http://www.netflixprize.com/) is a competition to encourage the 
design of best movie recommendation algorithms. However, privacy has been a 
concern for Netflix algorithms since 2007 (http://en.wikipedia.org/wiki/Netflix_
Prize). AwareTrust enhances privacy through frequent change of pseudonyms in 
mobile social networking, but at the same time keeps tracking users’ reputation 
information by applying a centralized trusted server that can map the user’s pseud-
onyms to his/her real identity.

MovieLens (http://www.movielens.org/login) is a movie sharing and recommen-
dation website developed by GroupLens Research (http://www.grouplens.org/) at 
the University of Minnesota. While MovieLens focuses on movie (content) reputa-
tion, AwareTrust can provide node user reputation and content reputation based on 
social behaviors in the context of MSN content recommendation.

9.2.6  User Interface Trust

A lot of work has been conducted with regard to user interface design in order to 
improve user’s trust, mainly for web sites and in the context of e-commerce. Still, 
previous activity has left room for further studies on the effects of trust information 
on social networking and, in particular, on how to provide trust information for 
mobile users. We plan to use a reputation indicator to indicate each user’s local 
reputation during mobile social networking, and provide detailed information about 
local reputation generation and global reputation. These are interface design ele-
ments that provide the cue of trust information in MSN. In particular, a user’s local 
reputation could affect the credibility of a user’s voting on other users. But few 
previous researches have investigated the visualization of the effect of reputation on 
mobile users in the context of social networking.

9.2.7  Unwanted Content Control Based on Trust Management

A number of anti-spam solutions have been proposed based on trust/reputation 
management. Examples are MailTrust (Zhang 2010) and IRGroupRep (Zhang et al. 
2009a) based on user feedback, SpimRank (Bi et al. 2008) for instant messaging 
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according to user history tracks. Tang et al. proposed a solution based on spam 
sender behavior analysis (Tang et al. 2008). A few studies have focused on web 
spam control, such as TrustRank, Topical TrustRank, PageRank, etc. (Wu et al. 2006; 
Zhang et al. 2009b; Becchetti et al. 2006). Kolan and Dantu proposed a spam filter 
based on presence (location, mood, and time), trust, reputation, voice-specific trust 
and reputation analysis (Kolan and Dantu 2007). This is a specific unwanted traffic 
control mechanism used to filter voice spam via VoIP. Based on our knowledge, few 
existing studies have tried to solve the issue of unwanted content control in social 
networking, particularly in mobile social networking, which, however, is a crucial 
issue for the success of MSN services.

9.2.8  Recommendation for Privacy Preservation

Recommender systems generally apply an information filtering technique that 
attempts to recommend information items (e.g., films, books, web pages, music, 
etc.) that are likely to be of interest to users (Resnick and Varian 1997). Typically, a 
recommender system compares a user profile to some reference characteristics, and 
seeks to predict the ‘rating’ that a user would give to an item they had not yet expe-
rienced (Hancock et al. 2007). These characteristics may be from an information 
item (a content-based approach) or the user’s social environment (a collaborative 
filtering approach) (Su and Khoshgoftaar 2009). In O’Donovan and Smyth (2006), 
the authors introduced the use of trust as both weighting and filtering in recommen-
dations. The recommendation partners should have similar tastes or preferences and 
they should be trustworthy, with a history of making reliable recommendations. 
This trust information can be incorporated into the recommendation process. But to 
our knowledge, most characteristics used for recommendations are not based on 
users’ private data-sharing behavior which, however, is an important clue to users’ 
preferences on privacy. In AwareTrust, we consider both recommender’s trust and 
service provider’s trust in the generation of recommendations. Little existing work 
provides recommendations on user data privacy preservation, especially in mobile 
social services with context-awareness (Resnick and Varian 1997; Luo et al. 2009; 
Yu et al. 2006; Yap 2007; Wang 2010; Zhang and Yu 2007; Chuong et al. 2009; Liiv 
et al. 2009; Liu et al. 2008b; Xiao 2010; Seetharam and Ramakrishnan 2008; 
Berkovsky 2010). Although some recommender systems concern privacy preserva-
tion, they seldom support mobile social services (Polat and Du 2005; Luo et al. 
2009; Li et al. 2009; Bilge and Polat 2010; Ahn and Amatriain 2010; Tada et al. 
2010; Kikuchi 2009; Katzenbeisser and Petkovic 2008).

Privacy preservation has been considered in a number of existing recommender 
systems (Polat and Du 2005; Luo et al. 2009; Li et al. 2009; Bilge and Polat 
2010; Ahn and Amatriain 2010; Tada et al. 2010; Kikuchi 2009). Current research 
focuses on preserving user data provided for generating recommendations without 
leaking the private information of users to service providers, not on recommenda-
tions for the purpose of user data privacy, which is the focus of AwareTrust. 
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Meanwhile, AwareTrust adopts a trusted server (TS) to support the frequent change 
of node pseudonyms, in order to avoid potential privacy tracking.

We can find a number of solutions for context-aware or personalized recommen-
dations (Yu et al. 2006; Yap 2007; Wang 2010; Zhang and Yu 2007; Chuong et al. 
2009; Liiv et al. 2009; Liu et al. 2008b; Xiao 2010; Seetharam and Ramakrishnan 
2008; Berkovsky 2010). However, none of them provide recommendations on user 
data privacy preservation. Most of them, e.g., CoMeR (Yu et al. 2006) and 
SCAMREF (Zhang and Yu 2007), apply client–server architecture, while AwareTrust 
supports both centralized and distributed recommendation generation at the trusted 
server and in MSN nodes. AwareTrust uses a context ID to identify a context that is 
described with context parameters and their values. It supports context-awareness 
by recommending a private data-sharing strategy on different types of data in differ-
ent contexts.

In the literature, distributed trust and reputation evaluations have been studied in 
MANET (Sun et al. 2006a; Theodorakopoulos and Baras 2006; Raya et al. 2008). 
Few solutions support node privacy. The existing recommendation-based trust/
reputation mechanisms aim to support secure node collaboration for the purpose of 
routing and networking. Infrequently, they consider recommendation issues in 
applications and services using MANET as a social networking and computing 
platform (Zouridaki et al. 2006).

9.2.9  Trust and Privacy in Mobile Social Networking

In current literature, the most widely investigated privacy concern is user personal 
data and location (Krishna et al. 2010; Chen and Rahman 2008). Common solutions 
include data encryption and key distribution (Chen and Rahman 2008), introducing 
a server to issue anonymous identities (Beach et al. 2009). In order to validate the 
effectiveness of their solutions, researchers also evaluate the robustness against 
several attacks, such as eavesdropping, spoofing, replay, and wormhole attacks 
(Beach et al. 2009). Several MSN applications have addressed the privacy concern 
by allowing users to decide privacy policy and configure privacy settings. Sadeh 
et al. (2009) discussed related issues in the case of PeopleFinder, an application that 
lets users share their location with others, with which users can refine privacy poli-
cies over time. Miluzzo et al. (2008) investigated data privacy issues in CenceMe, a 
mobile social networking application using sensors. The solution to the privacy 
problem is to allow users to manually configure which sensors to use on their mobile 
phones. This means users have to disable certain sensors in order to achieve privacy 
goals. AwareTrust advances the art by integrating and adopting the advantages of 
various mechanisms, including trust evaluation, reputation generation, privacy 
recommendation, unwanted content control, encryption, MSN communication data 
access control, and identity issuing from the trusted server, as well as end-user 
setting, etc. Furthermore, our model is more sophisticated by integrating privacy 
into the trust mechanism in MSN.

Z. Yan et al.



205

9.3  Need Assessment

We conducted a need assessment survey in order to explore the potential usefulness 
and significance of developing a trust management system for MSN, and user pref-
erence with regard to reputation visualization. We applied a five-point Likert scale 
in the survey.

9.3.1  Design

The survey contains two parts. The first part evaluates the potential significance of 
developing trust/reputation management for MSN based on three MSN scenarios:

Scenario 1:  sharing the cost of ‘buy three pay for two’ goods in a shopping mall: 
Right now you are at a shopping center, and a product you want is on 
sale with a condition ‘buy three pay for two’. However, you only need 
one. You want to ask people nearby, whom you don’t know, via your 
mobile phone whether they would like to share the discount with you.

Scenario 2:  sharing the price of a packet of five movie tickets in front of a movie 
theater. After shopping, you want to watch ‘Avatar’ in a movie theater. 
The ticket price is 13.8 €. However, if you buy a packet of five tickets, 
it will be 8.6 € for each. You want to share the ticket packet with people 
nearby whom you don’t know. You discuss whether they would like to 
share the discount with you via your mobile phone.

Scenario 3:  sharing a taxi ride after movie: After the movie, a lot of people are leav-
ing the theatre. You want to watch a figure skating competition quite far 
away. You would like to take a taxi and think about sharing a ride. You 
discuss with people nearby via your mobile phone whether they would 
like to share the ride with you.

The participants were asked to express their opinions on the usefulness of a repu-
tation system in the above MANET chatting scenarios.

The second part attempts to study user preference on reputation visualization. 
We proposed four visualization methods, as illustrated in Table 9.1: UI1 – reputa-
tion is indicated based on the font size of an input chatting message; UI2 – reputa-
tion is indicated by the number of stars; UI3 – reputation is indicated through a 
growing process of a cartoon character; UI4 – reputation is indicated through a role 
in a community, which can be customized by a user. We asked the participants to 
mark their preferences. Note that UI2 is a traditional reputation visualization method 
applied by Amazon and eBay.
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9.3.2  Participants and Results

The survey was distributed through a mailing list. We conducted it in Finland and 
China, and collected the survey response via email. A small gift was awarded to 
each participant. We got a total of 107 valid responses; among them, 83 were uni-
versity students, 68 male (63.6 %) and 39 female (36.4 %). Most participants were 
between 21 and 28 years old. All of them had Internet chatting experiences, 84.1 % 
had mobile Internet chatting experiences, and 18.7 % of them had experience on 
MANET-based mobile social chatting.

The survey result and its implication are summarized as below:

 1. The average rating scales regarding the potential usefulness of a reputation sys-
tem in three mobile social chatting scenarios were 3.74 (SD = 1.08), 3.90 
(SD = 0.98) and 4.00 (SD = 1.00) respectively. All of them are over 3.5. This 
implies that a reputation system for MSN (e.g., pervasive social chatting) is 
thought to be useful in some scenarios. Therefore, this is a significant contribu-
tion to the design and development of such a system.

 2. Most participants preferred the traditional reputation visualization style UI2 
(with an average value 4.07), but they were also interested in the new styles UI3 
and UI4 proposed by us (UI3-3.32 and UI4-3.21). However, the font size based 

Reputation visualization methods

UI1) Based on the font size of the input text of a chatter: the bigger size of the font, the more 
reputable.

UI2) Based on the number of stars, the more the higher reputation, e.g., .

UI3) Through a growing process of a cartoon character, the more mature the higher reputation, 
e.g. .

UI4) Through a role in a community, a user can personally select or define the roles and their 
represented reputation levels, e.g., some characters from the Simpsons 
(http://www.thesimpsons.com/).

represents few reputable histories with trouble records;

represents some reputable histories with trouble records;

represents some reputable histories without trouble records;

represents high reputation with some trouble records;

represents high reputation without trouble records.

Table 9.1 Reputation visualization methods
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reputation indication was not preferred (UI1-2.50). Some participants commented 
that UI4 design is very interesting, and expect an implementation for optional 
selection. In addition, other schemes of UI2 design (e.g., number of crowns or 
diamonds) were also preferred by the participants. Thus, personalized reputation 
visualization is suggested in practice.

9.4  AwareTrust: A Trust Management Framework for MSN

We designed AwareTrust, a trust management framework for mobile social 
networking. This framework can provide context-aware trust management for 
different MSN scenarios, and support key management for secure data access 
control, unwanted content control, and user privacy preservation, etc.

9.4.1  System Design Requirements

A number of constraints and requirements are raised in the practical deployment of 
such a framework. We summarize them as basic requirements of AwareTrust design.

First, the framework is expected to support user privacy. Node real identity should 
be hidden in MSN. Node pseudonyms could be frequently changed in order to 
enhance privacy and avoid potential tracking; while the node real identity can be 
registered at a trusted party.

Second, the nodes can connect to the trusted server periodically (e.g., once per day), 
although real-time connection is not always available.

Third, a small amount of transferring data is preferred among MSN node-to-node 
communications in order to achieve effective power consumption (Ahtiainen 
et al. 2009). However, there is no such strict constraint with regard to message 
length for the node and TS communications (Ahtiainen et al. 2009).

Fourth, AwareTrust aims at overcoming potential system attacks. In particular, 
AwareTrust can fight against attacks on AwareTrust, such as bad-mouthing 
attack, collaborative bad-mouthing attack, on–off attack, conflict behavior attack, 
etc.

Fifth, the system provides a mechanism to allow each node to control/filter traffic 
sourced from a distrusted node. It has the capability of identifying a malicious 
node and filtering messages from it (based on reputation evaluation).

Sixth, the information or message communicated between the TS and AwareTrust 
nodes should be protected to avoid eavesdropping; the MANET communications 
should be protected at a certain level in order to achieve expected efficiency.

Finally, AwareTrust should support various mobile social services, and provide trust 
and reputation information according to the context of social behaviors. That is, 
AwareTrust supports scalability, flexibility, and context-awareness.
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9.4.2  Reasons to Introduce a Centralized Trusted Server

Introducing such a hybrid trust management system structure has a number of merits. 
First, this design can support privacy preservation by frequently changing the 
pseudonyms of nodes and avoid the inconsistent reputation problem. It can support 
accurate node reputation/trust evaluation based on the registered unique node ID, 
even though the node pseudonyms could be changed. Second, this design provides 
an economic approach to the collection of useful data from mobile social network-
ing, which can further support other promising services, e.g., location-based content 
recommendation services. Thereby, the design can potentially support new business 
models. Finally and more importantly, this design is flexible in order to provide the 
reputation information whether the TS is available or not. AwareTrust can generate 
reputation in either a distributed or centralized manner or both.

In AwareTrust, we assume that TS is trustworthy enough to preserve the private 
data of nodes. The potential weakness is that each party should trust TS, thus the TS 
could be the target of attackers. Notably, AwareTrust can also work in a distributed 
way based on the node pseudonyms when TS is not available.

9.5  AwareTrust System Structure

We can find both distributed and centralized reputation architecture in the literature. 
Both have advantages and disadvantages (Jøsang et al. 2007). We attempt to utilize 
their advantages in AwareTrust. Figure 9.1 illustrates AwareTrust’s structure. It is a 
hybrid reputation management infrastructure. At each node device, a user behavior 
observer records node communications (e.g., chatting) to generate real user behavior 
based trust cue (Yan et al. 2012a). An MSN UI (i.e., a set of MSN applications, e.g., 
TWIN, Ghost Talk, Facebook/LinkedIn friends) provides a user interface for 
the node user to do social networking. Communication reporter and voter report the 
communication records and local reputation information to the TS. Meanwhile, the 
user can also vote other entities through it to the TS. A reputation evaluator evalu-
ates the entity’s reputation, and provides the results to the user via a reputation 
visualization UI. A reputation extractor receives the reputation tokens (containing 
the node reputation value) issued by the TS. Trust DataSet stores all data related to 
the above functional blocks in the node in a secure manner. In addition, a node 
profile manager is used to maintain node user’s personal information. It can com-
municate with the TS to register the node into the AwareTrust system and update the 
node pseudonym and reputation token.

At the trusted server, a reputation generator/predictor calculates the node repu-
tation values; meanwhile it identifies malicious nodes. A reputation distributor 
distributes the reputation tokens (containing the node’s reputation value) to each 
node periodically or by request. A node ID manager handles node registration and 
issues new node pseudonyms (by request or periodically). An information receiver 
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collects the records reported by the nodes and saves them into reputation 
DataSet, which also saves the reputation token of each node and its real ID 
and pseudonyms.

9.5.1  AwareTrust Model

The way to calculate trust is often called the trust model (Yang et al. 2002). Based 
on the above system design, we propose a hybrid trust model – AwareTrust model 
to generate node user reputation, as shown in Fig. 9.2. This information is evolved 
at both node sides based on ephemeral local experience and TS side according to 
collected historical MSN information.

In AwareTrust, TS generates/predicts node reputation according to the context 
model and issue a reputation token to the node. The reputation token contains node 
reputation values, context IDs, pseudonym, and token expired time. Based on the 
reputation token attached to each node and mobile social networking experience, a 
node generates the reputation of other nodes instructed by the current context model. 
Furthermore, the node updates other nodes’ reputation values based on their social 
networking behaviors and performance (according to the context model). 
Particularly, the node reports mobile social networking experiences and opinions to 
TS (e.g., report past chatting records, or vote other users who chatted with him/her). 
After collecting additional mobile social networking records, the TS updates node 
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reputation according to his/her performance in different contexts. The evaluation of 
node reputation is iterative at both the node and TS, based on newly accumulated 
experiences and information.

In order to preserve privacy, AwareTrust applies the TS to issue and manage the 
pseudonyms of nodes. The TS can identify the real identities of nodes. It could 
frequently or periodically issue a new pseudonym to the node. Thus, the local expe-
riences are accumulated only based on valid pseudonyms. For example, node A 
would assume node B as a different node once node B uses a new pseudonym, even 
though they had interaction with each other before. Historical evaluation on the 
node reputation can only be conducted at the TS by considering all social network-
ing behaviors in different contexts related to a concrete node that possibly has mul-
tiple pseudonyms. Notably, a new reputation token is always issued when the node 
pseudonym is changed. However, the node may request the TS to update the reputa-
tion value by issuing a new reputation token without changing its pseudonym.

The pseudonym can be the node ID expressed by its MAC address and/or net-
work layer address. This ID could be frequently changed in order to enhance the 
node privacy. The system supporting the node pseudonym is selected from a pre- 
prepared list stored at both the trusted server and each node. Thus, the server knows 
‘who is who’ after getting the reports from the nodes, even though the node could 
change the pseudonym without contacting the server.

TS generates/predicts node
reputation

TS issues node reputation token

Node reputation value is further evolved
based on MSN behaviors and

performance

Node reports MSN experiences
and opinions to TS

Context
models

Local reputation evaluation

Fig. 9.2 AwareTrust model
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Particularly, the TS also collects direct votes on node users and the statistical 
data of node interaction, for the purpose of evaluating the reputation of the node. 
The node reputation token is issued by the TS with non-repudiation. Due to the 
usage of pseudonyms, only the TS can evaluate the node reputation in an accurate 
way based on historical mobile social networking behaviors. Thus, introducing the 
TS can greatly improve the precision of reputation evaluation (Yan and Chen 2010). 
Optionally, the TS is also responsible for issuing the blacklist of malicious nodes 
and the favorite list of honest nodes to the AwareTrust nodes, if needed in practice. 
For example, the blacklist can be used to filter or control messages from disreputa-
ble nodes.

The context model is the way to describe the situations that need AwareTrust’s 
assistance and specify the way to adopt a suitable reputation evaluation algorithm. 
Applying the context models, AwareTrust can support various applications that 
need AwareTrust’s assistance, thus providing sound system flexibility and 
scalability.

The example of the context model for mobile social chatting is:

<?xml version="1.0" encoding="UTF-8"?>
<contextIdentity='AwareTrust_chatting'>
  <contextDescription>
      <name> chatting service in MSN </name>
  </contextDescription >
  <operationRequest>
      <operation>
           <name> On-Chat reputation evaluation at node </name>
           <host> node side </host>
           <algorithm> AwareTrust_algo1 </algorithm>
      </operation>
      <operation>
           <name> Reputation generation at TS </name>
           <host> TS side </host>
           <algorithm> AwareTrust_algo2 </algorithm>
      </operation>
      <operation>
           <name> Personal reputation prediction </name>
           <host> TS side </host>
           <algorithm> AwareTrust_algo3 </algorithm>
      </operation>
    </operationRequest>

Based on the context model, the AwareTrust system knows which algorithm 
should be applied in which context based on the context ID and operation name. We 
have prototyped two demo systems supported by AwareTrust; one is an ad hoc con-
tent recommendation service (“AdContRep”) (Yan and Chen 2010) and the other is 
an ad hoc chatting service (“AdChatRep”) (Yan and Chen 2011). Additional 
MANET social services can be supported by AwareTrust by adding new context 
models into the system.
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It is important to note that the node reputation values generated in different 
contexts can be further combined to get a single value that represents the general 
node reputation. In addition, the reputation generated in other contexts can play as 
an important reference for decision-making in a new context if the reputation value 
linked to the underlying context is not available. AwareTrust supports multiple con-
texts. It can evaluate node reputation for multiple instances or events in different 
contexts. The algorithms used in different contexts could be different in reputation 
evaluator. The reputation evaluator has the capability of evaluating and maintaining 
the reputation values in various contexts with the help of Trust DataSet.

9.6  Properties for Trust

AwareTrust supports a number of key system properties for achieving trust in mobile 
social networking. This section introduces a number of key properties for trust, such 
as trust/reputation generation, trustworthy content recommendations, secure data 
communications, unwanted traffic control, user privacy recommendation and pres-
ervation, and other trust and privacy enhancement technologies.

9.6.1  Trust/Reputation Generation for Mobile Social Chatting

To generate the local reputation of a node R(i → j) (i.e., node j’s local reputation 
evaluated by node i), we consider to aggregate three trust impact aspects (Yan and 
Chen 2011). The first part is the sum of previous local reputations (or personalized 
reputations if any) and the general reputation, which serves as the initial reputation 
of current chatting. The second part is the reputation generated on the basis of cur-
rent chatting experience. Since there could be multiple on-chat votes during 
chatting, we integrate them together by averaging the product of on-chat votes and 
the depth of chatting at the vote, which impacts the preciseness of the opinion of a 
user. Furthermore, this part is weighted by is(i,j) (which is the interest similarity 
between node i and j) and cl(i) (which is the crucial level of chatting topic from the 
view of node i), which are other two on-chat factors influencing trust, as we explored 
in a user survey (Yan and Chen 2011). The third part is generated based on the on-
chat votes on node j provided by other nodes than i, which is certified by an opinion 
deviation factor od as described in Formula (9.2). The opinion deviation factor indi-
cates the opinion deviation of two nodes on a target node. Applying this factor 
makes it easy to figure out the nodes that hold different opinions from the reputation 
evaluating node. Thus, applying it in reputation generation can avoid the negative 
influence of a bad-mouthing attack. We apply Formula (9.1) by considering the 
first four on-chat factors explored in the survey that are available at each node 
(Yan and Chen 2011).
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where R(i → j) is the reputation of node j locally evaluated by node i. R ' (i → j) 
denotes the personalized reputation predicted and issued by TS, or the reputation 
previously evaluated by node i on j. R(j) is the general reputation of node j issued by 
TS. cv(i → j)l is the lth on-chat voting by node i on the message of node j. is(i, j) is 
the number of common communities shared by node i and j, which indicates their 
common interests. cl(i) is the crucial level of chatting topic. dc(i, j)l is the depth of 
chatting between nodes i and j at the time of the lth voting of node j. It is the mini-
mum number of messages input by node i and j at the time of the voting. For exam-
ple, if node j has input four messages and node i has input six messages at the time

of the lth voting of node j on i during their chatting, dc(i,j)l = 4. f x
e x( ) =

+ −

1

1
 is the

 Sigmoid function used to normalize an arbitrary value into (0, 1). L denotes the 
total number of on-chat votes by node i on j. L ' denotes the total number of on-chat 
votes by node k on j. α, β, γ are parameters to indicate the weights of different con-
tributions. Note that α + β + γ = 1. od(i ↔ k, j) is the opinion deviation factor that indi-
cates the difference of opinions between nodes k and j on the chatting messages 
input by node i in the same chat. Note that Formula (9.1) is suitable to be applied if 
AwareTrust users would like to use their own opinions to measure the trustworthi-
ness of other people in the mobile social chatting. As shown in our simulation evalu-
ation, Formula (9.1) is effective to overcome a collaborative bad-mouthing attack.

Based on afterwards voting and local reputation, we generate two types of node 
reputation at TS: personalized reputation and general reputation. We apply weighted 
aggregation using local reputation R(i → j) as credibility to overcome an unfair rat-
ing attack. Meanwhile, we also consider time influence on the afterwards voting in 
order to overcome on–off and conflict behavior attacks (Sun et al. 2008).

Formula (9.3) is applied to generate the personalized reputation R i j→( )  of 
node j evaluated by node i by considering the fifth factor – afterwards voting and 
time decaying. The afterwards voting is the vote on a party after chatting based on 
interaction experiences.
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t ; Vi
j tm( )  is the afterwards voting of node i on node

j at time tm; t is the calculation time of node reputation; parameter τ is used to control 
time decaying. R i j

tm→( )  is the local reputation of node j reported by node i at 
time tm, with afterwards voting Vi

j tm( )  attached. If Vi
j tm( )  is not provided by the 

node, we set Vi
j tm( )  = 0.5. Note that Vi

j tm( ) ∈[ ]0 1,  and R i j
tm→( ) ∈[ ]0 1, .

To get the general reputation of node j, denoted as R(j), we aggregate the evaluation 

of all nodes R i j→( )  based on Formula (9.4). The aggregation is weighted by the 

general reputation R(i) as credibility. Meanwhile, we also consider the influence of 
the number of reputation contributors on the general reputation generation, since the 
more contributors, the more convincing the generation result is.
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where, K is the total number of nodes who have direct experiences with node j.
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 is the Rayleigh cumulative distribution function to

 model the impact of K on node reputation, ε = − K/K ', is a factor to indicate the 
sociability of node j. Parameter K ' is the total number of users registered in the 
system.

9.6.2  Trustworthy Content Recommendations

Figure 9.3 illustrates the process for generating trustworthy recommendations in 
MSN (Yan and Chen 2010). As shown in Fig. 9.3, the query node processes query 
response about content recommendations. The trust evaluator calculates the content 
reputation based on the votes provided by recommender nodes, the number of 
collected recommendations (i.e., content popularity) and the recommender node 
trust values certified by the TS. The node trust issued by TS is further evolved based 
on recommendation performance at the query node. The evaluated content reputa-
tion will be displayed to help the node user make a selection decision. The query 
node will report its mobile social activities to the TS. Thus the TS can generate 
content reputation by aggregating all content recommendations, and precisely eval-
uate node trust based on node real IDs. The TS can issue the trust token that contains 
the node trust and update the content reputation periodically or by request. Herein, 
the trust value of a recommender node partially serves as the credibility of its 
recommendation. This trust value contains two parts: one is provided by the TS by 
assessing historical node recommendation behaviors. The other is the query node 
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evaluation on the recommender node based on locally accumulated experiences. 
The local evaluation is evolved on the basis of the trust value issued by the TS. 
Notably, credibility provides a reason to trust. Recommendation credibility is essen-
tial for generating a reliable reputation value.

In order to preserve privacy, AwareTrust applies the TS to issue and manage the 
pseudonyms of nodes. The TS can identify the real identities of nodes. It could 
frequently or periodically issue a new pseudonym to the node. Thus, the local expe-
riences are accumulated only based on valid pseudonyms. For example, node A 
would assume node B as a different node once node B uses a new pseudonym, even 
though they had had interaction with each other before. Historical evaluation on the 
node recommendation trust can only be conducted at the TS by considering all 
recommendation behaviors related to a concrete node which has possibly applied 
multiple pseudonyms. Notably, a new trust token is always issued when the pseud-
onym is changed. However, the node may only request an update to the trust value 
by issuing a new trust token without changing its pseudonym.

Node x Trusted Server

Generate content
reputation

Receive Query
response

Node 
recommendation

 trust
evaluation Report mobile social 

activities

Generate content
reputation and 

node trust 

Issue trust tokens and
content reputation

Update content
reputation and

node trust

Fig. 9.3 Process for generating trustworthy recommendations in MSN
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Particularly, the TS also collects direct votes on different contents, and the statis-
tical data concerning node interaction for the purpose of evaluating the node trust 
and content reputation. The node trust token (containing the node trust value) is 
issued by the TS with non-repudiation. Due to the usage of pseudonyms, only the 
TS can evaluate the node trust in an accurate way based on historical recommenda-
tion behaviors. Thus, introducing the TS can greatly improve the precision of trust/
reputation evaluation.

Meanwhile, the TS can generate the reputation of various contents based on the 
feedback and recommendation records reported by the query nodes. A content rec-
ommendation service based on content reputation can be provided. The evaluation 
of node trust and content reputation is iterative at both the node and TS, based on 
newly accumulated experiences and information. The algorithms used for trust/
reputation evaluation and recommendation generation at a query node and TS are 
described in Yan and Chen (2010).

9.6.3  Secure Data Communications

AwareTrust uses either a local trust (LT) evaluated at nodes or a general trust (GT) 
generated at TS or both to control access of data in the MSN communications. Any 
MSN node can select other nodes with at least a minimum level of local and/or 
general trust for secure communications. The nodes with a lower trust level cannot 
access the data sent from the source node.

In the case that TS is available and the node would like to control its data access 
only based on the general trust level, the general trust level controlled access keys 
(i.e., encryption public keys and personalized decryption keys) are generated and 
issued by the trusted server.

In the case that the server is not available, each user generates the encryption key 
and corresponding personalized secret keys based on the local trust level for decryp-
tion. The user issues the secret keys to those users that satisfy the decryption condi-
tions. Then, it broadcasts the encrypted messages to nearby nodes. In case that the 
local trust levels of some users have a big change, the node will re-generate suitable 
keys for encrypting and decrypting later communication data sent from him/her and 
then re-send new secret keys to eligible users.

In the case that the trusted server is available and the user would like to control 
communication data access with both trust levels (the general trust level and the 
local trust level), based on periodically issued keys from the server, the user further 
controls the access to their data by generating new public/secret keys based on the 
server-issued keys and local trust level.

We have proposed a concrete solution to achieve above secure data communica-
tions based on trust with attribute-based encryption schemes (Muller et al. 2008).
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9.6.3.1  Secure MSN Communication Procedures

We illustrate the procedures of flexible secure mobile social networking based on 
two-dimensional trust levels in three cases.

In the case that the data access is only controlled by the general trust level, the 
general trust level controlled access keys (i.e., encryption public keys and personal-
ized decryption keys) are generated and issued by the trusted server (e.g., periodi-
cally). The procedure is shown in Fig. 9.4.

Issue keys: TS evaluates the general trust level of nodes; it generates encryption 
public keys and personalized decryption secret keys of attributes, and then issues 
the proper keys (both public encryption keys and personalized decryption keys) to 
eligible nodes.

Secure MSN communications: the node encrypts its message based on personal 
access policies using corresponding public keys and broadcast to nearby nodes; 
other nodes check the encryption policy, and use their personalized decryption keys 
to decrypt the messages if eligible to access.

Quit from MSN: a node may quit the MSN at any time by sending a request to TS; 
the TS confirms this by not sending any new keys to this node after its current keys 
are expired.

Re-issue keys: TS checks the clock frequently; if the current keys’ valid period has 
expired, it will re-evaluate the general trust level, then re-generate encryption public 
keys and personalized decryption secret keys, set their valid period, and re- issue the 
new keys to the eligible nodes.

Node 1 Node 2 Node n
Trusted
Server

Evaluate general trust
level; Generate related
encryption keys
and decryption keys

Issue proper keys to eligible users

Issue proper keys to eligible users

Issue proper keys to eligible users

Check clock

Issue new proper keys to eligible users

Issue new proper keys to eligible users

MSN  secure communications controlled by 
the general trust level

Quit from MSN

Evaluate general trust
level; Generate related
encryption keys
and decryption keys

Encrypt MSN data
based on personal 
policy and broadcast
to nearby users

Decrypt message
using issued keys if 
eligible 

Fig. 9.4 Secure MSN communications controlled by general trust

9 Towards Trustworthy Mobile Social Networking



218

The MSN nodes continue secure communications with the new keys when their 
valid period starts.

In the case that the server is not available, each node generates the encryption key 
and corresponding personalized secret keys based on the local trust level for decryp-
tion. It issues the secret keys to those nodes that satisfy the decryption conditions. 
Then, it broadcasts the encrypted messages to nearby nodes. In the case that the 
local trust levels of some node change, the node will re-generate suitable keys for 
encrypting and decrypting later communication data and then re-send new secret 
keys to eligible nodes. The procedure is shown in Fig. 9.5.

Protect MSN data: a node u sets an access policy, generates related encryption keys, 
and encrypts its data in MSN based on the personal policy and broadcast to nearby 
users. After detecting the broadcast message from this node, other nodes check the 
local trust value of the node and decide whether to communicate with it. If the deci-
sion is positive, the other node sends a key request to the node u with identity. The 
node u evaluates the local trust level of requesting nodes; it generates personalized 
decryption secret keys of local trust, and then issues the proper keys (personalized 
decryption keys) to eligible nodes.

Secure MSN communications: the eligible node u’ decrypts the message of the node 
u based on personal access policies using corresponding secret keys.

Re-generate keys: The node u checks the clock frequently. If it is time to re- evaluate 
the local trust, the node re-evaluates the local trust of other users. If the results have 
a big difference, the node u will re-generate encryption keys based on a new access 
policy. It will adopt the new keys to protect later MSN communication data.

Node 1 Node 2 …… Node n

Evaluate local trust
level; generate
personalized decryption
keys

Broadcast MSN data to nearby users

Issue proper keys to eligible users

Issue proper keys to eligible users

MSN  secure communications controlled by 
the local trust level

Set an access policy, 
Generate related
encryption  keys, 
Encrypt MSN data
based on personal 
policy and broadcast
to nearby users

Decrypt message using 
issued keys if eligible 

Broadcast MSN data to nearby users

Broadcast MSN data to nearby users

Request decryption key with PK_u1, u1

Request decryption key with PK_u2, u2

Re-evaluate local trust
level; regenerate
encryption keys and encrypt
data using the new key,
…… repeat previous
procedures

Check clock

Fig. 9.5 Secure MSN communications controlled by local trust
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In the case that the trusted server is available and the node would like to control 
communication data access based on both trust levels (the general trust level and the 
local trust level), based on periodically issued keys from the server, the node further 
controls the access of its data by generating new public/secret keys based on the 
server-issued keys and its own issued keys. The procedure is illustrated in Fig. 9.6.

Issue keys: TS evaluates the general trust of nodes; it generates encryption public 
keys and personalized decryption secret keys of attributes, and then issues the 
proper keys (both public encryption keys and personalized decryption keys) to eli-
gible nodes.

Protect MSN data: a node u sets an access policy, generates related encryption keys, 
encrypts its data in MSN based on the personal policy policies using corresponding 
public keys (issued by both TS and itself), and broadcast to nearby nodes. After 
detecting the broadcast message from the node, other nodes check the local trust 
value of the node and decide whether to communicate with it. If the decision is posi-
tive, the other node sends a key request to the node u with identity. The node u 
evaluates the local trust level of requesting nodes; it generates personalized decryp-
tion secret keys of local trust, and then issues the proper keys (personalized decryp-
tion keys) to eligible nodes.

Secure MSN communications: the eligible node u’ decrypts the message of node u 
based on personal access policies, using corresponding secret keys issued by both 
TS and the node u.

Node 1 Node 2
Trusted
Server

Evaluate general trust
level; Generate related
encryption keys
and decryption keys

Issue proper keys to eligible users

Issue proper keys to eligible users

Check clock
Issue new proper keys to eligible users

Issue new proper keys to eligible users
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controlled by general 
trust and local trust

Evaluate general trust
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and decryption keys
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issued keys if eligible 

Set an access policy, 
generate  related
local encryption  keys, 
encrypt MSN data
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Check access policy and
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control is appliedRequest decryption key
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Fig. 9.6 Secure MSN communications controlled by both general trust and local trust
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Quit from MSN: a node may quit the MSN at any time by sending a request to TS. 
The TS confirms it by not sending any new keys to this node after its current keys 
are expired.

Re-issue keys: TS checks the clock frequently; if the current keys’ valid period has 
expired, it will re-evaluate the general trust, then re-generate encryption public keys 
and personalized decryption secret keys for eligible nodes, set their valid period and 
re-issue the new keys to the eligible nodes.

Re-generate keys by nodes: The node u checks the clock frequently. If it is time to 
re-evaluate the local trust, the node re-evaluates the local trust of other nodes. If the 
results have a big difference from previous local trust, the node u will re- generate 
encryption keys based on a new access policy. It will use the new keys to protect 
later MSN communication data.

The MSN nodes continue secure communications with the new keys when their 
valid period starts. The communication data are protected based on both the general 
trust and the local trust.

9.6.4  Unwanted Content Control

The unwanted content control at the node in mobile social networking is based on 
content monitoring, the behavior of unwanted content handling, and the collection 
of broadcast complaint on unwanted contents. The control procedure contains two 
parts in parallel: local detection and unwanted content control.

As shown in Fig. 9.7, local detection is conducted automatically in a MSN node. 
It monitors the node inbound and outbound traffic in order to detect if the local node 
is infected (when outbound traffic is sharply increased for the purpose of intruding 
other nodes) or intruded (if inbound traffic is unaffordable by the node considering 
its remaining power and processing capability). Meanwhile, the node also monitors 
node behavior on content maintenance, which is an important clue to indicate 
unwanted content by a content consumer that can be referred by other nodes.

The procedure of unwanted traffic control in a MSN node is depicted in Fig. 9.8. 
The process is triggered by the events that the node receives a complaint or the local 
detection is negative. Firstly, the node evaluates the trust values of other nodes based 
on local detection and the received complaint. If the trust value of a MSN node is 
below a threshold, the node controls the content from that node in MSN, especially 
for the contents that were complained about by other nodes. Detailed algorithms 
and evaluation results of the above solution are reported in Yan et al. (2012b).
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9.6.5  User Privacy Recommendation and Preservation

Based on the AwareTrust structure, we have designed a number of algorithms for 
generating context-aware user privacy recommendation as described below:

•	 When TS is accessible, the recommendation vector is calculated at the TS and 
provided to a requesting node.

•	 The recommendation vector is fine-tuned/calculated at the node with/without the 
input from TS.

We apply a trusted server that knows the node’s real identity to calculate a rec-
ommendation vector based on long-term historical experience. The vector can be 
also generated at each MSN node according to recent experiences accumulated 
based on node pseudonyms, while this vector could be fine-tuned when the recom-
mendation server is accessible. We further designed a couple of algorithms to gen-
erate context-aware recommendations for MSN nodes. Concretely, the 
recommendation vector is calculated based on a comprehensive number of factors 
such as data- sharing behaviors and behavior correlation, service popularity and 
context, personal data type, community information of nodes, and trust value of 
each involved party. It represents recommendation values on different data-sharing 
settings in a given context.

The privacy recommendation helps the node to make a decision as to whether it 
is safe and proper to provide a specific piece of personal information to a third party 
in a MSN service. The recommendation provided is personalized based on the 
correlation of past data-sharing behaviors of nodes in various situations. It repre-
sents recommendation values on different nodes data sharing in a specific context. 
Thus, AwareTrust contributes context-aware personalized recommendations on 
user data privacy in MSN services. For detailed algorithms and solutions, refer to 
Yan and Chen (2010); Yan and Zhang (2011).

9.6.6  Other Trust and Privacy Protection Technologies

In this section we list other technologies that can be used for privacy and trust 
purposes in MSN.

 1. Privacy-Triggered Networking

Sometimes mobile social communications and networking do not require instant 
delivery. The main idea of this technology is to “hide in the crowd” in the following 
sense: a user is able to dynamically monitor her environment and her derived 
privacy level (using an appropriate metrics), and she gets involved in communica-
tions only if the privacy level is sufficiently high. The protection has been designed 
for an adversary model where an eavesdropper can relate the source of a radio mes-
sage to a certain location but only with a limited accuracy. Details about the technol-
ogy, implementations, and experiments can be found in Jadliwala et al. (2011).
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 2. Pseudonyms

One strategy to protect identities is to use pseudonyms that are changed often 
enough. In the Nokia Instant Community trial, which is explained later in the chapter, 
a pseudonym change scheme was used that takes into account information about 
user’s environment and utilizes a “mix zone” concept. This ensures that pseudonym 
changes are done in a coordinated manner, in order to increase the confusion created 
for a potential eavesdropper. In the trial, the eavesdropper was implemented using a 
network of tens of WLAN access points located on the EPFL campus. One main 
finding of Bindschaedler et al. (2012) was that such a powerful attacker is able to 
track users with a reasonably high success rate (while they stay under the coverage 
of the attacker network) unless pseudonyms are changed very often and in such a 
manner that the device stays silent for a relatively long period (e.g., 30 s) while 
making each change. On the other hand, a much more straightforward pseudonym 
change strategy is sufficient in cases where the user moves out of the coverage of the 
attacker network (and returns later).

 3. Usage Control

Once sensitive information about user context has been given to a service pro-
vider, it is seldom transparent to the user how the service provider actually uses this 
information. One way to increase trust between the service provider and the service 
user is to apply usage control mechanisms on the collected data. An important 
ingredient of usage control is precise definitions of policies about data usage. The 
formal policies are typically converted from informal ones, written in natural 
language. Metric First-order temporal logic (MFOTL) has been successfully applied 
for this purpose (Basin et al. 2008). Another part of usage control are the mecha-
nisms which monitor that the formal policies are also followed. Preferably, there 
should also be ways to enforce compliancy with the policies. All these mechanisms 
have been tried out with data from the trials mentioned in Sect. 9.6.4. The usage 
control service is often provided in a distributed manner, and in this case the usage 
monitoring should also be done in distributed manner as far as possible (Biswas 
et al. 2011).

 4. Context-Aware Policy Management

Sometimes sensitive context information can be used to enhance user privacy. 
In Gupta et al. (2011), a mechanism is presented that utilizes sensor information 
from a mobile device, and helps the user by making automatic policy decisions 
about access control to the device. For instance, when the device infers from the 
context information that the user is probably in a potentially unsafe place (e.g., a bus 
stop), then the device is locked quickly and a PIN is required to open it. On the other 
hand, in a familiar context (e.g., in the office), the time-out is longer and the screen-
saver may be removed by a single tap. Similar mechanisms can be used also for 
other policy management tasks.
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9.7  Simulations, Prototypes, and Trials

9.7.1  A Prototype of MSN Chatting and User Study

 1. Prototype of MSN Chatting

The system is implemented by extending the functions of the Twin application 
developed by Tampere University of Technology (Chen et al. 2011). The Twin 
application is an ad hoc chatting application based on the Nokia Instant Community 
platform – an energy-efficient and fully distributed pervasive social networking 
platform developed by the Nokia Research Center, Helsinki (Ahtiainen et al. 2009). 
We developed MSN nodes using Nokia N900 with Python and GTK binding. The 
MSN communications are based on wireless LAN. The TS is implemented with 
Apache and PHP in Linux platform (Ubuntu 9.04). The connection between the TS 
and nodes is also based on wireless LAN, which could also be extended to cellular 
networks (Chen 2010).

The implemented prototype system has three modules: mobile social chatting, 
reputation management and privacy/identity management. The system supports 
both node-to-node chatting and community chatting. Any user can create a com-
munity by indicating the community name and its importance (i.e., the crucial level 
of chatting topic) through the UI, as shown in Fig. 9.9. After creating a community, 
other people in the vicinity can find the community in their device and join the com-
munity chatting. AwareTrust allows on-chat voting and reputation visualization dur-
ing chatting. Figure 9.10 shows a community chatting UI with personalized 
reputation visualization, and on-chat voting with comments (e.g., “You DOWN 
node 3: Too expensive” and “You UP node 3: Good”.). Particularly, an AwareTrust 

Fig. 9.9 Create a chatting community (Yan and Chen 2011)
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user can select a preferred visualization scheme and activate or deactivate it. 
In Fig. 9.10, a reputation visualization scheme is shown with battery volume (which 
can be personalized by the user). AwareTrust also provides detailed information of 
personalized and general reputations by touching the ‘eyes’ icon and the user photos 
in Fig. 9.10.

We performed a between-subject study to investigate the impacts of this proto-
type on mobile users. We selected two groups of participants from two student vil-
lages (each had seven persons). All participants were university students aged 
between 23 and 28 years old. Among seven participants in each group, three of them 
were female and four were male. They didn’t know with each other. All of them had 
Internet chatting experiences, but none of them had experience of MSN chatting. 
Group 1 used this system during chatting, while group 2 did not (i.e., turned off 
reputation visualization).

 2. User Experiment

We designed the experiment in a board game style in order to organize the study 
and make the results of two tests comparable. We asked the participants to simulate 
three chatting scenarios as described in Sect. 9.3. Before the experiment, each par-
ticipant got a card that indicated his/her roles and tasks in chat. The participants 
tried to make a decision with regard to their chatting purpose. For each scenario, 
they chatted in a community. During the tests, the chatting information, such as 
chatting time, contents, length, on-chat voting, and afterwards voting were auto-
matically logged for future analysis.

Additionally, we conducted an interview after the experiment to evaluate the 
perceived usefulness, perceived ease of use, interface, playfulness, and user attitude 
in terms of MSN chatting. Our interview was designed based on the technology 
acceptance model (TAM) and its extension, which indicates that usefulness, ease of 

Fig. 9.10 Community chatting UI and on-chat voting (Yan and Chen 2011)
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use, and playfulness lead to user acceptance (Davis 1989; Venkatesh and Bala 
2008). This theory also indicates that good interface leads to better perceived use-
fulness and ease of use; playfulness causes better acceptance (attitude). Finally, we 
randomly talked to some participants in order to get additional comments. After the 
test, each participant was awarded a movie ticket.

Investigating the chatting time and length, we observe that displaying reputation 
information could encourage participants to chat more and become more social 
(refer to chatting record length), and help them chat in a more efficient way (i.e., 
chatting time was shorter) than the situation without reputation visualization. We 
also note that participants became more serious and took a longer time to make a 
decision in a more crucial chatting scenario (e.g., Scenario 3 – car riding), when the 
reputation value was visualized (refer to chatting time).

The prototype system had satisfactory evaluation scores with regard to perceived 
ease of use, perceived usefulness, interface, playfulness, and user attitude. In terms 
of perceived ease of use, we note that visualizing reputation in MSN chatting made 
it easier for participants to select a person they like from many candidates during 
chatting than without reputation visualization. The result showed that the proto-
typed system is a very useful and interesting (playful) application that can aid user 
decisions in MSN chatting. Its UI (especially reputation visualization) got good 
feedback and comments from the participants. They liked using it. Based on the 
TAM, we conclude that this system was well accepted by the participants.

9.7.2  A Prototype of MSN Content Recommendation

We have implemented a prototype system using Nokia N810 tablets as the MSN 
nodes and an Apache server acting as the TS for MSN content recommendations. 
We developed the mobile node part on Nokia N810 using Python with GTK bind-
ing, and the server part on Linux (Ubuntu 9.04) together with Apache, MySql and 
PHP. MSN communication is based on Wireless LAN. There is no guarantee for 
MSN nodes to connect to TS. The implementation satisfies all requirements as spec-
ified in Sect. 9.1. We attempt to achieve efficient power consumption by controlling 
the message length of node communication within 100 bytes and applying an 
Awareness ad hoc networking platform developed by the Nokia Research Center 
(Ahtiainen et al. 2009). This is because the message length of node communications 
will greatly influence power consumption. The longer the length, the more power 
will be consumed (Ahtiainen et al. 2009). The prototype system provides essential 
security protection on node–server communications with Open SSL and node–node 
communications by utilizing a community symmetric key. The user interfaces of 
query and query response are shown in Figs. 9.11 and 9.12.
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9.7.3  Simulations

We also conducted a series of simulations to evaluate the accuracy, efficiency, and 
robustness of the designed algorithms for MSN trust/reputation generation, trust-
worthy content recommendations, unwanted traffic control, and user privacy recom-
mendations. Detailed simulation results are presented in (Yan and Chen 2010, 2011; 
Yan et al. 2012b; Yan and Zhang 2011).

Fig. 9.11 User interface of node query for content recommendations (Yan and Chen 2010)

Fig. 9.12 User interface for query response for content recommendations (Yan and Chen 2010)
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9.7.4  Trials

Nokia Research Center has carried out two major trials with regard to MSN where 
emphasis was put on privacy aspects.

In the first trial, approximately 200 volunteers from the Lake Geneva region car-
ried a mobile device with a tailor-made data collection client application. The cam-
paign lasted for more than 1 year (starting in September 2009), and participants 
used the device as their primary mobile phone. Many types of sensory data were 
collected, including data from GPS, microphone, and wireless interfaces. 
Information about communications (calls, short messages) was also collected, but 
not the actual contents of communications. The main purpose was to learn about 
participants’ socio-geographical behavior and provide a rich data set for researchers 
(Kiukkonen et al. 2010). Lots of collected data were privacy-sensitive, and several 
protection mechanisms were needed (Aad and Niemi 2010).

A carefully selected and post-processed data set was extracted from the whole 
data set. The data set was made available widely to researchers around the world, 
and a global mobile data challenge was held based on the data set. The best research 
results were presented in a specific workshop attached to the Pervasive 2012 confer-
ence; see Mobile Data Challenge Nokia (2012).

Another trial was based on Nokia Instant Community technology. This is a plat-
form built by Nokia Research Center which can be used for various services based 
on local communications. The implementation of the platform used in the trial was 
based on WLAN ad hoc mode, but it is possible to realize the concept on top of 
other local radio technologies as well. In the spring of 2011, around 100 EPFL stu-
dents and researchers were using a device including the Nokia Instant Community 
platform and several applications on top of it. The trial lasted for 3 months, during 
which data about several privacy features were collected.

One of the main results was related to the use of pseudonyms in ad hoc networks. 
The trial included an observing network, i.e., an infrastructure of a few dozen 
installed fixed WLAN access points. The role of this network in the trial was to act 
as an adversary that tried to track the users, who continuously changed their pseud-
onyms using state-of-the-art techniques. It was found out that an adversary of that 
scale would be able to track the users quite well based on their movement patterns, 
regardless of the ever-changing pseudonyms; see Bindschaedler et al. (2012).

Another interesting finding was that it was possible to deduce social relation-
ships between the participants, based on the data about their movements only; see 
Bilogrevic et al. (2012).

9.8  Further Discussions

Social networking nowadays is changing the style of people’s social life. With the 
rapid growth and usage of mobile devices, mobile social networking will play an 
important role of social activities in the future. Trust, security, and privacy have 
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become extremely important and relevant in mobile social networks. This section 
further discusses additional issues related to MSN trust, security, and privacy.

9.8.1  Additional Issues

We try to answer the following questions based on our research experiences. Our 
opinions shown below only represent the personal points of view of the authors.

 1. How can we infer trust based on social relationships?
Mobile social networking has the characteristic of being pervasive. People 

who are mostly strangers would like to communicate in a pervasive and private 
way in order to pursue instant reciprocal benefits. In this case, it is hard to infer 
trust based on existing social relationships. On the other hand, mobile social 
networking can operate as an important complement for Internet social networks 
by extending our daily feelings and relationships with strangers that we may 
regularly observe but do not interact with in public places. In addition, strangers 
could become acquaintances later on with the support of mobile social network-
ing. In this case, AwareTrust could be applied to share MSN experiences by 
reporting MSN activities to TS, and then it could be possible to plug in new 
social relationships into Internet social networking if users would like to.

 2. Can privacy be accomplished based on social groups so that only those people 
who you were with within the mobile social network can access that content?

It is hard to ensure user data privacy based on social groups. It is obvious that 
any malicious social group members could disclose confidential contents shared 
within a social group. Thus, additional control should be provided. Cryptographic 
solutions will play an important role in solving this issue. AwareTrust offers flex-
ible MSN data access based on two-dimensional trust levels using attribute- 
based encryption. Thus, it can protect user data privacy in a flexible manner.

 3. Are the issues in MSN different than in regular online social networks, or are 
they extensions?

The issues of trust, security, and privacy in MSN are different from those in 
regular online Internet social networks. The reason is obvious, since MSN is 
based on self-organized mobile networks, not Internet or mobile Internet. The 
issues related to trust, security, and privacy should be mostly solved in a distrib-
uted manner, not a centralized way. The framework for trust, security, and pri-
vacy should follow the system structure of MSN, supporting the mobility of each 
MSN node. AwareTrust adopts a hybrid trust management framework that can 
support MSN trust in a distributed way with the support of a centralized trusted 
server. It is also compatible and easy to merge into Internet social networking.

 4. Do we need new models for this?
New models are needed to support the new system structure of MSN, which 

is obviously different from the traditional Internet-based online social networks. 
This could open a new research area of trust, security, and privacy for mobile 
social networking.
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9.8.2  Future Research Trends

This chapter has only discussed some issues of trust, security, and privacy, and 
provided a limited number of solutions based on our past work. To move further 
towards real trustworthy mobile social networking, more issues and challenges 
should be considered and overcome. Herein, we simply list a number of challenges 
for the readers who are interested in the research in this area:

•	 Efficient private data preservation in a distributed manner in MSN
•	 The merging of MSN with online social networks with privacy preservation
•	 Sound user experience support for trustworthy MSN
•	 The extension of MSN for trustworthy physical social networking based on 

MSN experiences

9.9  Conclusions

This chapter has discussed the issues involved in moving towards trustworthy 
mobile social networking. Based on the literature review, we proposed AwareTrust, 
a trust management framework that supports context-aware trust/reputation genera-
tion, trustworthy content recommendations, secure communications, unwanted 
traffic control, user privacy recommendation and preservation, and other trust and 
privacy technologies. Simulations, prototype implementation, and trial experiments 
further prove the effectiveness of our proposed solutions. Obviously, mobile social 
networking is a new application area that acts as a significant complement for 
Internet social networking. In MSN, trust, security, and privacy are the most crucial 
issues that will influence the success of MSN. Nowadays, academia and industry 
have initiated a number of research and development activities in this area. We 
believe more work will be conducted in order to achieve trustworthy mobile social 
networking and lead to its real success.
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    Abstract     Mobile social networking is the next chapter in social networking. 
It bridges and fuses offl ine and online together to create one homogeneous social 
network. This  chapter summarizes the objectives of MSNs, provides our vision 
about future MSNs, and identifi es the new challenges and opportunities ahead.  

     Mobile social networking is the next evolution of social networking. It bridges the 
offl ine and online and fuses them together, which is accessible via mobile devices. 
Mobile social networking goes beyond online social networking and mobile ad hoc 
networking, thus bringing new challenges and opportunities. This book has been 
written with the following objectives:

    1.    Identify the problems that exist in mobile social networking and propose possi-
ble solutions 
 Each chapter in the book addresses a different topic or perspective of mobile 
social networking, and with it, a different set of problems. For capturing offl ine 
social networks, Chap.   2     addresses the main research challenges pertaining to the 
capture, processing, and identifi cation of the sensing data from smart phones, and 
proposes a social aware computing framework, while Chap.   3     examines the 
 problem of opportunistic social networking, that is, how to capture the missed 
opportunities of social interaction, where the authors propose the concept of an 
ephemeral social network. Chapter   4     addresses the problem of characterizing 
user behavior, and the authors present two real-life applications using 
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face-to- face contacts to demonstrate how to characterize roles, links, and 
 communities as user behavior. In Chap.   5    , the authors address the design of 
mobile social services, and propose a design framework for creating mobile 
social services using two examples, a large-scale exhibition and a local group 
buying application. Chapter   6     addresses the classifi cation of context, and how 
context is used to defi ne mobile social networking. The authors present personal 
and community context, and create taxonomies from these two contexts to explore 
how they could be used in the different phases of the mobile social networking 
lifecycle. In Chap.   7    , the authors identify the problem of the gap between the 
 current Web and smart phone application-based social networking services and 
the next generation of pervasive computing services. The authors use the 
SOCIETIES project to help bridge this gap by explaining the concepts and archi-
tecture of their system. Chapter   8     addresses human mobile behavior in popular 
location-based social networks by using machine learning and data analytic tech-
niques to describe its distinct properties, and presents two illustrative examples to 
show the application of data mining to real-world location-based social networks. 
Finally, in Chap.   9    , the authors address how to build up trust in mobile social 
networking by proposing a trust management framework that supports context- 
aware trust/reputation generation, trustworthy content recommendations, secure 
communications, unwanted traffi c control, user privacy recommendation and 
preservation, and other trust and privacy enhancement technologies.   

   2.    Provide examples of real-life applications that illustrate different aspects of 
mobile social networking 
 Each chapter in our book has examples of real-life applications that the authors 
have designed and implemented. For example in Chap.   2    , a campus application 
was developed to help students to fi nd a suitable place to study and locate his/her 
friends based on Wi-Fi positioning technology. In Chaps.   3     and    4    , a conference 
application for fi nding and connecting attendees through proximity encounters 
was developed, while in Chap.   5     a group buying application for products on 
mobile phones was created. Finally, in Chap.   9     a trust management application 
for mobile social networks was presented.   

   3.    Demonstrate real-life data extracted from deploying the applications in the fi eld 
 For many of the chapters that the authors created their applications, they also 
recorded the real-life data and conducted experiments and measurements to 
 analyze this data and interpret it. In Chap.   3    , data that was collected from the 
conference application included the sessions that the conference attendees went 
to (from their positioning), which people that they encountered or were nearby 
with, other attendees that they added as contacts with, papers that they viewed 
and shared with others, and messages that they communicated with others. 
Social network analysis was done to understand the attendees’ behavior and to 
determine the effect that offl ine had on online and how ephemeral social net-
works were created. In Chap.    4    , real-life data was obtained from the attendees’ 
behavior in conferences in order to characterize the communities and roles of the 
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attendees such as Ph.D. students, session chairs, paper authors, and conference 
committee members. In Chap.   5    , data was collected from two user studies, a 
large-scale exhibition and a group purchasing application through surveys and 
application usage. In Chap.   8    , data was obtained from existing location-based 
social networking applications, and analysis was done on the user’s social–his-
torical ties in check-in behavior for location prediction, and to address the “cold- 
start” check-in problem. In Chap.   9    , data was extracted from sensors in an 
application including volunteers’ communications, and from another application 
that recorded volunteers’ privacy features.   

   4.    Challenge the widely accepted notion of what mobile social networking is within 
the industry and academic fi elds 
 Many people view mobile social networking as just accessing and connecting to 
an online social network by using their mobile phones, such as reading and posting 
to Facebook directly from their phones. However, in this book, we challenge that 
notion, and have presented chapters where mobile social networking involves 
recording the offl ine activity through sensors (Chaps.    2    ,   6    , and   7    ) and extending 
social networking to other areas besides the well-known areas of business meet-
ings but into conference environments (Chaps.   3     and   4    ), campus environments 
(Chap   2    ), public and private places (Chaps.   5     and   9    ), and ad hoc environments 
where activities have not been organized in advance (Chaps.   3    ,   7    , and   9    ).    

  Even though we have presented a foundation for mobile social networking, there 
is still much yet to be done. What are the next steps in mobile social networking? 
What is the research agenda? What challenges have still not been addressed? What 
are some of the opportunities in this area? How can researchers from academia and 
industry work together to achieve the common goal of mobile social networking? 
We elaborate on some of these issues below. 

10.1     Next Generation of Mobile Social Networking 

 Social networks (SNs) have revolutionized the way people communicate and 
interact in the last decade. The impact and popularity of SNs has demonstrated 
the power of instantaneous multimedia communication among people indepen-
dent of the distances among them, as well as the importance of enabling one-to-
one, one-to-group, and broadcast communication using multimedia within the 
same framework. Leveraging the enormous reach of mobile phones equipped 
with various sensors, the pervasiveness of wireless communication infrastructure 
and sensor networks, the next generation of social networks is expected not only 
to  facilitate communication and interaction among people  in a more intelligent 
and effective manner, but to have the potential of  matchmaking the supply and 
demand among people  in terms of  information, services , and  physical goods  (Jain 
and Sonnen  2011 ). 
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 In order to achieve the vision of the next generation of mobile social networks 
(MSNs), the existing mobile social networks should be enhanced from the follow-
ing perspectives:

    1.    Extending the sensing capability of MSN by linking the MSN to the Internet of 
Things (IoT) 
 By leveraging the sensors embedded in the mobile phones, the devices, and sen-
sor network installed in our surroundings, the users’ home pages, and digital 
footprints left in the virtual space (Zhang et al.  2011 ), huge amounts of context 
information about the MSN users and interaction space can be acquired to 
enhance the social awareness, ambient awareness, situation awareness, etc. of 
the MSN. By enabling context-awareness in MSN, more intelligent interaction, 
information sharing, resource matchmaking among mobile users can be sup-
ported in next-generation MSNs.   

   2.    Extending the communication capability of MSN by seamlessly bridging the 
mobile ad hoc network to the infrastructure-based network 
 Nowadays, millions of people worldwide use social network services to share 
information, build relationships, engage with others, buy and sell products, and 
support interactions mainly in virtual space; however, those social network ser-
vices lack effective support for people’s face-to-face interaction, especially when 
there is no infrastructure support available. This calls for research into offl ine 
social network creation, management, and migration to the online social net-
works, as well as seamless transition between offl ine and online social networks. 
In other words, future mobile social networks should be infrastructure- indepen-
dent, supporting spontaneous social interaction as well as long-term relation-
ships. In addition, future MSNs should be transparent to communication 
networks, protocols, and media.   

   3.    Extending the computing capability of MSN by connecting to the cloud. 
 As mobile devices have limited computing power and storage, users might 
request storage and processing for the huge amount of data generated by the 
MSN. In this regard, the MSN itself might not possess the capability to handle 
everything locally; therefore, a viable way is to tap into the capability of the 
cloud for storage and computation.   

   4.    Extending the service platform of MSN by adding the capability of context- 
aware service discovery, generalized service matchmaking between service pro-
ducers and consumers, and open development tools for MSN services 
 Generally speaking, the MSN is a service platform to facilitate user interactions, 
information sharing, service discovery and usage, and matchmaking of user’s 
personal desires. In order to make MSN a convenient and effective service plat-
form for mobile users, it is highly desirable to enhance each key feature of the 
platform. For example, when users are looking for services, events, activities, 
objects, or information, context-aware discovery is a nice feature. In addition to 
context-aware discovery, matchmaking of different kinds of producing and con-
suming entities in terms of voice, text, video is crucial for the economy, because 
people can use MSN as a trading platform among users directly. Last but not 
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least, the MSN should provide an open platform that lets developers freely create 
new applications to address specifi c needs of different users. 

 Based on the above requirements, we need to work in the following directions:

•    Support mobile access in a heterogeneous network  
•   Infer context and detect situations from heterogeneous data sources  
•   Enable large scale, heterogeneous, and multi-modal data fast indexing and 

query using event, activity, time, and place  
•   Support multi-modality interaction according to user capability and context  
•   Provide an open platform for application development  
•   Facilitate matchmaking between user supply and request of information, 

 services, and goods  
•   Provide mechanisms and incentives to motivate users to contribute resources, 

services, and information to social networks    
•  In the future, we wish to bring MSN to people’s daily lives for more effective 

communication and interaction; link MSN to the Internet of Things to extend 
the entities from people to objects; use MSN as a platform to bridge the physical 
and virtual worlds, in both distant and face-to-face communication; and use 
MSN to facilitate the supply and demand of not only information and services, 
but also goods.      

10.2     Research Challenges Ahead 

 In this book, we have addressed several research issues; however, there are still 
many other research challenges yet to be addressed. First, there are challenges 
related to privacy. There is a need to balance between the benefi t derived from data 
sharing and the risk which results from this. Robust models and mechanisms are 
needed to safeguard user privacy during the sharing and usage of sensing data. 
Second, there are also challenges regarding how to apply the technologies already 
developed for one domain to another domain. In Chap.   2    , mobile social networking 
applications for education were discussed, but what was not discussed was how this 
framework could be applied to other applications, such as public health, urban 
transportation management, and environment monitoring. Third, there are chal-
lenges regarding detecting and inferring user behavior. From the sensing technolo-
gies, Chaps.   3     and   4     addressed how we can detect proximity or ephemeral social 
networks using RFID and Wi-Fi, but how can we do it accurately? How can we create 
a user model for representing online to offl ine and vice versa? How can we use pure 
peer-to-peer technologies for implementing proximity and ephemeral social networks 
without the need for server infrastructure? 

 Fourth, mobile social service design also poses a research challenge; since this is 
new, there is no agreed upon standard for this user-centered design. Chapter   5     
addressed some of the design challenges in terms of scenario, activity, deployment 
environment, and trial use and support when designing a mobile social service. 
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Fifth, there are challenges in enabling future context-aware mobile social networks, 
as discussed in Chap.    6    . These include challenges in data itself such as data quality 
which differs according to the source it is obtained from (device or infrastructure), 
data collection and context identifi cation, the uncertainty of data, heterogeneous 
data management that comes from different sources, data fusion from independent 
sensing sources, and data visualization. Sixth, there are also challenges involved in 
security, privacy, and user control. Seventh, in terms of community challenges, 
these include community management, extracting community preferences, mining 
the underlying structure of MSNs, identifying and storing historical and live con-
texts in ad hoc or long-term communities, as well as social concerns, both positive 
such as friendships and negative such as social selfi shness. Eighth, once a frame-
work has been developed, a challenge is how to deploy and commercialize the 
framework into a product that can be exploited by businesses and the public, and 
also form an open source community around its development. These are the chal-
lenges that Chap.   7     has identifi ed. 

 Ninth, with regards to location-based social networks (LBSNs) in Chap.   8    , there 
are certain challenges dealing with how to better utilize social network information on 
LBSNs, how to handle the check-in sparseness of LBSNs, and how to effi ciently 
make use of user-generated content on LBSNs. Tenth, with regards to security and 
trust, there still exist many challenges, as posed in Chap   9    . How to ensure effi cient 
private data preservation in a distributed manner in MSN? How to merge MSN with 
online social networks with privacy preservation? How to have sound user experience 
support for trustworthy MSN? Finally, how can MSN be extended for trustworthy 
physical social networking based on MSN experiences? 

 We have still not addressed all the issues in mobile social networking. Some 
particular issues that have not been explained in this book include energy effi cient 
solutions, new ways of HCI, future networking standards, etc. Therefore, the area of 
mobile social networking provides many opportunities to tackle these challenges, 
especially in application domains that have not been well explored, such as health-
care, elderly care, transportation, security, food, water, and goods trading. These 
challenges can be addressed through event reporting, crowd-sourcing, citizen com-
puting, and information sharing and aggregation.  

10.3     How Researchers from Industry and Academia Can 
Work Together to Achieve the MSN Vision 

 This book intends to be the catalyst for mobile social networking research, and we 
hope that the readers prescribe to our vision of mobile social networking. There are 
many research issues and challenges that can be solved from industry and academia, 
and some issues can be tackled better than others from industry or from academia. 
However, we must remember that the solutions that we create are for the betterment 
of society, and not for personal gain. Therefore, researchers from industry and 
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academia must create solutions that are extensible, non-proprietary, and open so 
that others can re-use existing frameworks without re-inventing the wheel. We 
should have open collaboration and dialogue through projects that allow for creative 
research and innovation, and the research environment should help support that. 
This means that we need to have constant dialogue through industry and university 
partnerships, workshops, and conferences. We also must not be afraid to fail or take 
risks, because failure is the secret to success. In industry, companies are usually 
risk-averse, so it is diffi cult for them to undergo more risks. However, corporate 
research labs need to do that in order to advance research. There should also be 
more pilots and demonstrations of MSN technology to the public to help spread the 
MSN vision and make MSN a full reality. For industry labs, there should be a 
research focus on MSN, with full support from the research leadership team and 
executive members. For university, there should be courses on MSN, and we encour-
age professors to use our book to teach the basic and advanced technologies about 
MSN, and design projects to help students expose the exciting research in MSN. 

 We, the editors, have attempted in this book to provide the foundational tools for 
helping individuals to get into MSN research, and for laying out the MSN vision. 
Now, it is time for industry researchers and academics to work together to address 
these issues, and to make the MSN vision a reality. To start along the path of dia-
logue, we have created a Facebook page at   http://www.facebook.com/
MobileSocialNetworkingBook    , as well as a Twitter page at   http://twitter.com/msn_
book(@msn_book    ), so we encourage everyone to use this social media to pose and 
discuss the research issues.     
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