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Preface

Purpose of this Document

The Software Suite Guide provides the procedures and information necessary to use Version 6.9
of the Access Control System with the TRES-100-DEFENDER. These procedures will guide
you to use the following groups of functions:

e Badging

e Hardware configuration

e Database configuration

e Monitoring

e Reporting

e Administration

Audience

This document is written for two kinds of users. Part 1 is designed for the actual installation of
the Access Control System’s program, such as security personnel who will be setting up the
system. Part 2 is designed for the administrator who will be configuring and maintaining the
system.

TRES-100-DEFENDER Specifications

e Network Communication: TCP/IP

e Communication mode: 10Mbps/100Mbps adaptive

e Controller: supports up to four readers for gate/door control

e Controls up to two gates/doors (2 output relays) per controller: controls each gate/door by
card in/card out or card in/exit out using exit device

e Controller supports User Memory: up to 20,000 users

e Controller supports Event Buffer: up to 100,000 events

e Controller supports Reader input protocol: wiegand standard 26-bit

e Controller supports up to four wiegand devices (2 in, 2 out)

e Controller supports up to two request to exit inputs: push-button, motion sensor, etc

e Controller supports two output relays for door strike and/or magnetic lock (or gate
operator) control: 2 each 10A, SPDT relays, N/O-Com-N/C

e Controller supports gate/door position input: 2 each SPST relay, N/O, input (10A)

e Power consumption: less than 100mA

e Power consumption of circuit board: TCP communication 225mA (without load)

e Power supply required: 12VDC @ 3A, if using a magnetic lock

Controller to controller 328” maximum distance: dependent upon the network coverage

Maximum number of networks: no limit

Operating Temperature: -32° F to 149° F (-35° to 65° C)

Operating Humidity: 10~90% RH Non-Condensing

Size: 6.3” x 4.2” (160 x 106 mm)

Transponder and Reader Engineered Systems, Inc
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Part 1 - Setup and Remove applications
Setup Applications

= | D=\V6.0_ACCESS

File Hame Share View e
<« w A » ThisPC » DataDrive (D:) » V6.9_ACCESS ~ B | Search V6.9_/ =]
# Quick access : 5 é. y z . W

s WINT0 PRO x64 (C:) g
X DotMetFx20 MDACZ28 SOUND Style V6.9 EN Windowsin zh-CHS zh-CHT aboutlogo.
= DataDrive (0) 5p2 staller3_1 IPG
Downloads * T T T T T 7 T P
= Documents | | ™4 | ™% | |4 | |4
== files (\\Netcloud) (M) + ADCDB.dIl backlmage.  C1.CTExcel C1.C1Print Cl.Commo  Cl.Win.C1 C1.Win.C1l C1.Win.C1L C1.Win.C1
. PG DLL Document, n.DLL Command, nput.DLL ist.OLL PrintPrevie
= Public (\WDMYCLOUD) (W:) DLL DLL w.DOLL
& OneDrive - hk sar baomin inc | j E?L | } m—:‘ l!a | } | } . }
& OneDrive - Personal L < e = e L l = |
C1Win.C1 Controller DsSdk.dll Generic Generic HCMNetSDK. HICS.DLL iCCard.md iCCard_Def
[ This PC TrueDBGrid Wire TCP TCP dil b ault.sgl
= DLL Guide,pdf Datasheet. Datasheet.
e Network daic pdf

A NN

iCCardCust iCCard-M;j iCCard-WG  Interopjma  InteropJRC  Interop.Me  Interop.MS Interop.5C  invalidCard

.config Vi.exe Comm.DLL iLDLL DLL diaPlayer.D DASC.DLL LDMO.DLL WAV
LL
% ,_ % E il
jmail.dll loginlmage MVe.msi msjra.dil Operation playmd.dlil Readme.do | Server_Setti setup.exe
JPG Manual = ng.exe
v0l.docx

— 1 — 1 ‘]

= = ==l

DB S P d

setupWin?,  setupiP.ex  SOLDMO.d  sqlServerC  stdoledll  Usersinfoud
EXE e ] onfig.exe s

First download the ‘Controller.zip’ file from our website. Unzip the files and remember where
you put them because you need them later to install the operating software.

Software Setup

Find in the directory Called ‘V6.9_ACCESS,’ the i‘.'_# Contactless Cards Management System[Access Control 8 Att...
program called setupWin]exe (on computer Welcome to the Contactless Cards Management el

. W d 7 ) d th' System[Access Control & Attendance] V6.9 Setu. .. Pret ]
running Windows / or newer) and run this _ .
program. You will get the windows screen right of | Jenisziampimaini murinmia ok tossorasenen
this text. You can also run the ‘setup.exe’ program,

it may ask you to run in compatibility mode.

Press the ‘Next >’ button and you will see the
fOIIOWIHg screen Wthh Wlll allow you tO inStall the WERNING: This computer program is protected by copyright law and international treaties.

.. Unat_.llhurized dupli:al\un o distribution of this program, of any partion Df_il, may result in severe civil
Software Where you Want 1t 1nstalled. or criminal penalties, and will be prosecuted ta the maximum extent pazsible under the: law.

You will then get a ‘Confirm Installation’ screen _
that will let you know everything is ready to install. Cance park
Just select ‘Next >’ to install the software.

Transponder and Reader Engineered Systems, Inc
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g Contactless Cards Management System[Access Control 8t Att... i-:g Contactless Cards Management System[Access Control 8t Att...

Select Installation Folder A Confirm Installation |
A, ) Bl )

The installer will install Contactless Cards Management System[Access Control & Attendance] V6.9 The irstaller is ready to install Contactless Cards Management Spstemlccess Control & Attendance]
ta the fallowing folder. WEB.9 an your computer.
Toinstall in this folder, click "Next". Toinstall to a different folder, enter it below o click "Browss". Click "Mext" ta start the installation,

Folder:

|CACTardh Browse...

Disk Cost...

Install Contactless Cards Management System[Access Control & Attendance] V6.5 for yourself, or
for aryone who uses this computer:

(®) Everyone
(O dust me:

Cancel < Back Caricel < Back

Next you will see the following screen below to the left to let you know that you are now
installing the software and once competed you will see the screen below to the right.

i Contactless Cards Management System[Access Control 8 Att...

jie Contactless Cards Management System{Access Control & Aft...

Installing Contactless Cards Management A Installation Complete B
System[Access Control & Attendance] V... el ]
Contactless Cards Management SystemAccess Contral & Attendance] VB.9 iz being installed. | Contactless Cards Management System[ficcess Cantrol & Attendance] VB9 has been successfully

| installed

Please wait. Click. "Close" to exit.

Please use Windows Update to check for any critical updates to the MET Framework.

Management

You will also see the following icon displayed on your computer screen cr=v: which will be a
shortcut for starting the program. If you want to delete the program from your computer, then
you would need to go into your control panel and remove the program. We now have loaded a
copy of the operating software on our computer, let’s get started.

Register Software
If you feel you need to register your software, do the following, go to the ‘Help’ menu and select
‘About’, as seen below

* Contactless Cards Management System V6.9

Tools

Basic Configure Cine Card MultiFunc
B Basic Configure - = About }1 !

Controllers 9 K El : Il l - i A1
Check AdjustTime Upload Remcte Opern  Moenitor Doorstep bp  Cles

Access Control Basic Operate

Lost Card Register [Select many doors by CTRL + Left Click] Manual
Access Control . 1

..... T8 Access Privilege ? System Characteristic
- Basic Operate g
(1 2]

iz Console

Once you select About, you will see the following

Transponder and Reader Engineered Systems, Inc
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Contactless Cards Management System V6.9

Rev. D

Version: 6.9.21.18353

Database Version: 33 Company Name: |

Building Company: ]

Register Code” |

|
| Register OK Exit

In order to fill out this correctly, enter the following:

e Company Name: does not matter what is entered here
e Building Company: does not mater what is entered here
e Register Code: you must enter ‘2004’

Then press the OK button, and your done.

Part 2 — Login and Setup Software

Management

Now that the software is installed properly, let’s click the =2 icon to run the Access Control

& Attendance V6.9 software.

The first screen you will see is the login screen. It will open as
pictured to the right of this text and let you Login to the Access
Control Software.

By default, the username is ‘abc‘, the password is ‘123°. It is
normally recommended that you change this once you have
configured the system.

Once you first login, the screen will display a basic guide. If you do not have
the experience, or this is your first time setting up the system, just ‘Close

tser Nama:

Password: |
oK Exit

abc

Guide’ for now it is more useful once the system has been fully installed. This
guide will give you the main functions needed to quickly operate the system

once configured.

After closing the ‘basic guide’, the operation windows menu is as follows.

Cortaciirn Oty Msnagemaent 3yitem: VB

| BascConfgun  Amenforted  Bmelpmale  OneCedifolfons  Tosh  Help
D B Cortpan
& Conmoien
L

B Corass
D Ao Fraiegs
Bass Oiperraie
=i ey
(Cheh
o Trrw
Vgl
[T
T Dirmidisl
BN Chmy i Heooemn
Cre Card MuBFure
A

M E Qs Fincords

_:i'.-'.\'.:-."._,-.-r At Lanfml
L B

= Conoralip ™
B0 1 Comrolior

5 3 Tent Contriies el
0 lackosxdCm: F
42 i UptaPrrakege

- e

B & ans

T3 7 Downlcad

r Do Deaglity
Vet Tt Shant

# Chons Dooe

Transponder and Reader Engineered Systems, Inc
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Part 3 Adding and Editing Basic Information

Add Departmental Information
o

First you must select the ‘Departments’
from the ‘Basic Configure’ Menu
option. It should look as follows with a
‘New Department’ window being
displayed. You may also create a
specific Department name of your
choosing.

Once you have entered all the
Departments, you can make Sections in
each department if you wish by
highlighting the department and clicking

Upload
Manitor
Download

1 Query Card Records
= One Card MultiFunc
Bl Attendance

Basic Configure  Access Control Basic Operate  One Card MultiFunc  Teols Help
B Basc Configure 1 P
8 Controllers . -
D New Department  Mew Section Edit Delete Refresh
i Personnel [ e Engineering
- Lost Cand Register Operations
B Access Control [
i -5 Access Privilege Department. OK
|4 | Bscoomae Lo |
- 2 Console Cancel
B Check Q
1 Adiust Time

= o
Basic Configure  AccessControl  Basic Operate  OneCard MultiFunc  Tools  Help
B Basic Configure o 21 oK1 mt
Controllers i
Departments New Department Mew Section Edit Delete Refresh
-~ Persornel Engineering
Lost Card Register Operations
Bl Access Control Sales

i T Access Privilege Section; oK
. . R . iy Bk e T
on the ‘New Section’ option. You may e G
. . -f-1 Adiust Time
also create a specific Section name of & Lok "
ﬁl Download

&8 Query Card Records
One Cand MuttiFunc
Attendance

your choosing. il

This will look as:

Basic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools  Help
El  Basic Corfigure 451 i £1 K Bl
Controllers i
D Mew Department New Section Edit Delete Refresh

~# Personnel

Lost Card Register
B Access Cortrol
{ L= Access Priviege
= Basic Operate
- Console
- M8 Check
-1 Adiust Time
% Upload
{8 Maritor
T Download
71 Query Card Records
= One Card MuttiFunc
Attendance

Shipping

Add and Edit a Card Holders

First you must select the ‘Personnel’ from the ‘Basic Configure’ Menu option. It should look as
follows with a ‘New Department’ window being displayed.

% Contactless Cards Management System V6.9

Basic Configure  Access Control Basic Operate  OneCard MultiFunc  Teols  Help
B asic Configure el L0 K = =

Controllers - ot . - 4

s Details New Edit Delels Add By Fesdsr Print ExportTo Excel Batch Update Find
N " By it N N

Lowt Card Begitar N, Viorker No. | Name [Card 1D [Department Btiendance | Access
= cess Control T HEE - d
i L7 Access Priviege ¥ vl
= Basic Operate

Console

B~ | One Card MuttiFunc
Attendance

In order to add new Personnel, you must click on the ‘New’ icon. You can continue adding cards
by once filled out, select the ‘Add’ button, this will increment to the next card holder. You may
also choose to add card holders by selecting ‘Add By Reader’ button to enroll by using any
connected reader and ‘reading’ the credential into the system.

Transponder and Reader Engineered Systems, Inc
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Note: It is important to change the default ‘Deactivate’ date beyond the year 2020 or you will
receive a Time Zone error when trying credentials and the credential(s) will not be allowed
access until corrected. To correct it — under ‘BASIC OPERATE’ click on the ‘Check’: icon to
verify proper setup. Once here, click on ‘Select All” and then click on ‘Check’. If incorrect a
‘Time-Zone’ error will occur. To correct this, go to ‘Basic Configure’ then go to ‘Personnel’ and
click on ‘Batch Upload’, check off ‘Valid Date’ and apply new year (example, 2030) and hit
‘OK’. Next go to ‘BASIC OPERATE’ and click on ‘Upload’, then click on ‘Select All’ and hit
‘OK’. Re-check credentials to confirm access now.

8 Contactless Cards Manager
Basic Configure  Access Control  Basic Operate  OneCard MultFunc  Tools  Help
= Basic Configure Bl dh L K ) = &
@ Cortrollers e ! - :
4 Departiorts Details New Edit Delete AddByReader Print ExportToExcel Baich Update Find
& Persomnel Fersannel
e komLett Hegster Ne. Viorker No. | Name CardID Depariment Attendance | Access Control | Deactive
B Access Control i VECIRETING, T | RN b B it bk L
7@ Access Priviege | [
2 Basic Operate [ T card0l 300101 [Engineering 7 2 T2/3172020 12 00:00 AM
55 Conscle 5 : o S i . e £12/31/2020 12.00:00 AM
‘A e 3 . 273172020 120000 A
ke 1 273172020 12 0000 AM
Upload 1 wain | Others :
8] Menitor 5 )| Mo [ttt | 1213172020 12.00:00 AM
T Dowrload g 273172020 12.00:00 AM
&4 Query Card Records T . & 0 15 AN
4 OneCard MutiFune I User Mo, [8 CardID: || il ki
-  Atendance * Name: Department: T
~ Required Worker No::
¥ Attendance ¥ Access Control  Deactivate: [2020-12-21 -

Cancel J

Note: The Card ID consists of the Facility Code + the Card ID, example 01300101 for facility
code 13 and ID number 00101

If you want to add a photo, you can just select the ‘Photo’ button, just right of the ‘Card ID’. You
can also add other information about the card holder by selecting the ‘Others’ tab, just right of
the ‘Main’ tab. The information screen will look as:

=

Basic Configure  Access Control Basic Operate  One Card Multifunc  Tools Help
B Basic Configure T T = = =
Controlers Lodt ol gt E & dh
-448 Departments
Persannel
Lost Card Register| iy e —— P—
B Access Control Main D“‘m'| [ Atendance | Access
=@ Access Priviege v 2
E+ Basic Operate Sex :]' Corp. [ vl v
g Consale Natianality: Title: i v
Check 3 = "
[1 Adust Time: Religion: [ TechGrade [ E ot
- pload = 2 i
-[& Monitor Hometown: Cert. Type: i ]
-] Download . 1 1
@ Query Card Recory 0 tetlD
=) One Card MuttiFunc Marriage. Secail Insurance ,7
B~ Attendance Ne
Poical: [ JoinDate [
Culture: Leave Date: 17
‘niork Phone: Email:
Mobile: Addr.
Home Phone PostCode: [
EnMNeme: [ Nete: [
oK Cancel

www.tresrfsolutions.com
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Import Card Holders Information from Excel

In order to Import from an Excel file, you must push the following keys on your keypad to open
the menu: ‘Ctrl + Shift + Q’, you will now, have the ability to Import from Excel.

*# Contactless

Cards Management System V6.9

Basic Configure:  AccessControl  Basic Operate  One Card MultiFunc  Tools  Help

=5 Basic Confi ] 4

s G g = A
L Departmerts Details New Edit Delele AddBy Reader Print ExportToExcel ImportFrom Excel Baich Update Find Card Check

ﬁ Personnel Personnel
»  Lost Card Register o, Waorker MNo. Mame Card ID Department Attendance | Access Control | Deactive

Eb . Access Cortrol

t L3 Access Privilege

=2 Basic Operate 1 cardd 1300101 Engineering v ) 12/31/2020 12:00:00 AM

Consale cardl2 13031 c; Erglreenrg v v u /3172020 12:00:00 AM

1 Mt e »
& Upload card(d 13¢D1 04 Er-.gmeenr‘.g vl W 123 O 12 00:00 AM
I Monitar 5 card05 1300105 En,me=nng vl td 12/31/2020 12:00:00 AM
~E]] Download 5 cld card | 1500005 |Engineering Wl I~ 1273172020 12:00.00 AM
&1 Query Card Records 7 old card? 1301005 Engineering v v 12/31/2020 12:00:00 AM

(=2 One Card MultiFunc
[~ Attendance

If you want to use an Excel template for importing customer’s information, just edit the
document called ‘userinfo.xls’ located on your computer directory where the program was
installed. Example: ‘C:\iCCard’. A sample of the information needed for loading card users in
Excel are:

Worker No. Name Card ID Department
carQ1 trestest01 1301005 | Engineering
car(2 trestest02 1500005 | Engineering

Once you have completed editing all card holders, you can also Export then to an Excel file for
later editing.

Access Control Configuration

Your organization can prevent material or information robbery, by limiting / supervising the
access to all or part of your facility (lab, computer room, or storage areas) to authorized persons,
during specific time periods.

Smart multi-technology controllers, linked to advance identification systems, are programmed to
control "who is going where and when". Each person is equipped with a personalized card or

another ID that controls access.

When a badge holder needs permission to access a particular area, the information is relayed
from the reader to the controller. The controller either grants or refuses access according to the
parameters defined (access levels, time zones, etc.) The operations are then sent to the

PC and listed in the backlog and the journal.

Access control parameters are mainly defined in the ‘Parameter’ section of the application.
Hardware Configuration

The first thing you should do is to turn off your firewall for a few minutes.

Then you must select the ‘Controllers’ from the ‘Basic Configure’ Menu option. It should look
as pictured on the next page below this text.

Transponder and Reader Engineered Systems, Inc
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Click on the Search.Net icon, this will search for your
controller. Once you get the popup window as seen
below, click on the Search icon on the bottom of the

window. You should then see your controller

information as pictured to the right.

You can view this information on the controller by highlighting the
controller and clicking on the IP Edit icon, as shown to the right.
You can now edit the information or just close the window by

clicking on the Exit icon.

In order to add new Controller, you must click on the ‘New’ icon.
You will see the popup to the below right (Add Controller).

The product S/N, (each controller has a serial number) just check on

Rev. D
g My ay &y
Bipm (o Ualote Uphond Prict Sasch liet
s oremn G ordroilery
Coralir 8 5 Cwmcrimes ke | Chorrwd g | Hcss

NET Dpwn
Pyo@ect S Mal
ey LW 0

[y

Cowyolies S

WAL piwany  [WRSTATORORON

the PCB’s label S/N:***** of the controller . This number will go into the box labeled ‘*SN’

Note: If you insert the incorrect

B C
serial number, it will cause the DE

software not to communicate with
the controller. Also, to setup the =
controller as a ‘Small Network’, i
see example below.

asic Configure

Basic Configure
Cortrollers

st Departments

£ Personnel
Lost Card Register

Access Control

Access Prvilege
Basic Operate
Console
Check

-[-1 Adjust Time

= pload

& Menitor

Tl Dewnload

B Guery Card Records

One Card MuttiFune
Attendance

Access Control

Basic Operate  OneCard Multifunc  Tools  Help
1 HL K1 o™ L i
New Edit Delste Upload Print Search.Net
Contrallers

VigCroin&t')Herix | SM ‘Descr\[mon | Active 1Channa|type | Mote:

~General Information —

Connecting TRES Defender as Small Network

If you want to configure your s

controller for a Medium to Large
Network. Skip the below setup for
a small network and proceed to
the next Heading of Connecting
TRES Defender as Medium to
Large Network Appliance below.

Basic Configure  Access Contrel

=8

Under “Description” you may
choose to Create a specific name
to identify the controller.

Basic Corfigure
Controllers
s#% Departments
] Personnel
Lost Card Register
Access Cartral
) Access Privilege
Basic Operate
Console
Check
-1 Adjust Time
- Upload

1 Query Cand Records
One Card MuttiFunc
Attendance

Comtallect T (% Serial Port  [COM1 -
P | " Small Netwaork(In the same network)
Description:  Medium or large network, o internet
Active ¥ * Required, must be unigue
Nect>> I Cancel
m
¥ - (]
Basic Operate  One Card MultiFunc  Tools  Help
1o K ™ 3 &
New Edit Delete Upload Print Search.Nat
B Controllers
X | Description | Active | Channel type | Note

| [Controlier #
T 52177

| M [SMALL iER

main

General Infarmation

“Controller#: |1 € Serial Port [Com1 -1
B 52177 & Small Network({In the same network)
Description fmain " Medium or large network, or internet
Aciive [ * Required, must be unique

Plexts» I

Cancel J

Transponder and Reader Engineered Systems, Inc

www.tresrfsolutions.com
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Access Control Management Software Suite Guide

Now you can click the Next icon
and you will see the following
window.

Once you hit the OK icon you
are ready to configure the
controller with IDs’.

Here you may also choose to
modify the names of the “Reader
Configuration” by adding
descriptive text under the
‘Position’ rows, such as ‘In —
Main Door’ or ‘Exit — Main

)

sic Configure  Access Control  Basic Operate  One Card MultiFunc

Tools Help

Rev. D

Ba:
2 Basic Configure E TR ] - : 'Y

Controllers =
% D New Edit Delete Upload Print Search Net

Lost Card Register
Access Control
=@ Access Priviege

Controller # | SN Description

m

Configuration

Controllers

Active | Channel type | Note

Door No. | Description
5 Download U]

E:! Query Card Records

5 One Card Mulifunc 2o 12

& Attendance

Control State
Door Controlled 3
Door Controlled 3

Door Configuration

Open Delay(Sec) | Active

<

Description | Position
» RIA in
R1-B Exit
R2-A In
R2-B Exit

Reader Configuration
Attendance

Cancel

LURYRES

| Operation [ Doorstep | < ﬂi
Door” etc. Super Manager:abc  |Ver: 6.9.21 0. 2019-04-09 16:55:13 “
Note: Remember to turn ON your Firewall when done.
Transponder and Reader Engineered Systems, Inc
www.tresrfsolutions.com 888.574.tres (8737) Page 11
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Connecting TRES Defender as Medium to Large Network Appliance

First thing you should is go into your network settings as shown below and make sure to verify
and set the IP address, so you will know what you should set the controller address to.

@ Ethemet Propertie:

Networking  Sharing General

Connect using: You can get IP settings assigned automatically if your network supports
5P Realtek PCle GbE Family Controller this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
This connection uses the following tems:
(@ Use the following IP address:
E3 Client for Microsoft Networks ~
il and Printer Sharing for Microsoft Networks IP address: 192.168. 0 .99
51005 Packet Scheduer Subnet mask: 255255 .25 0
.4 Intemet Protocol Version 4 (TCP/1Pv4)
[ s Microsoft Network Adapter Mutiplexor Protocol Defauit gateway: 192.168. 0 . 1
.. Microsoft LLDP Protocol Driver
4. Intemet Protocol Version 6 (TCP/IPv6) v Obtain DNS server address automatically
< > (@ Use the following DNS server addresses:
Install.. Uninstall Propetties Preferred DNS server: e - 1
Deson N B
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks. [Jvalidate settings upon exit Advanced s,
oK Cancel x Concel

Above is an ‘example’ so remember your settings when you go to setting up the controller’s
address. Once you have this setup, you can close out the windows showing the information.
Moving forward, you may have to shut down the firewall temporarily in order to add the network
appliance. Note: You may also have to shut off your Wi-Fi on your computer.

Now go into you controller software and search for networks i
‘Search Net’ ICON. The following may be displayed:

Frgenast 44 s B Lacresa

=
HiT e [ EER R T g R ]

Select the ‘Edit” ICON and enter you IP information for =«

the controller, remember do not use the same IP address [
as your system. The ‘example’ is to set your IP address
to 192.168.0.99 and then the controller could be set to

192.168.0.89. Now save your settings by selecting the C
‘Ok’ ICON. P

P amen
G 1 D IR

EHEE TR

S Mk [EETR TG

After you close the window, you can now add a new Dok oty (TGRS
controller by selecting the ‘New’ ICON. As you can see x| e | g
below, you select the Medium or Large Network, or Por| s

Internet option.

Enter all your information for this controller

1 1 Bacie Conligors  AcemQenbee - Bote Qs O Ol BlotiForse  Tool  Halp
and not your IP address again and serial gy T Pk
number on the controller. ¥ Gooerers N e ke Ut St
Lane ol Pt Comsrcitern 50 Lenorgmen icivn | Charei g b
. E Acoma Cordml
After you have entered all your info, select S|P
the ‘Next” ICON and edit your door =
: A ke
configuration. thrir | | Gatar e —
Some | Tewaes[ el |
”{"rgﬂlﬁ. R 1 Sl bt B W s
" —l Daseriphen [Tmiy [T Sy e p——
Note: Remember to turn ON your Firewall Mbn B CRssemiesms | (¢ [WWEE ront fiwis
and Wi-Fi when done. — S ]

H

Transponder and Reader Engineered Systems, Inc
www.tresrfsolutions.com 888.574.tres (8737) Page 12
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Access Privileges

Rev. D

First you must select the ‘Access Privilege’ from the ‘Access Control” Menu option. It should
look as pictured to the right of this text. This feature may also be used to add, delete or restrict a
user and access points either allowed or disallowed for one or more users.

% Contactless Cards Management System V6.9

asic Configure

L

 Basic Configure

. Controllers

{44 Departments

i i Personnel

Lost Card Register

B Access Cortrol

R i ] ccess Prvieee ]

 Basic Operate
Console

"B Check

[ Adiust Time

1 Query Card Records
One Card MultiFunc
- Attendance

You will now select by clicking R e e e
on the Change Privileges icon, - = —

you will see the window to the
right of this text. For the Optional
Users screen you may select one
or more users using the Right

Access Conitrol

Basic Operate

COne Card MultiFunc

Tools  Help

@ 0 S ‘
8y Doors By Users Changs Privileges Uplosd Prir Export To EXCFL Guery

-

#h

| [Door [User

Hoer=x Prowlensa iy Pote]

|Card ID

L]
Gy
Scomus Prrolages (By Boon|

Cowtl ar F3 ie Pand

Sincind sy

single arrow button, and to select L —
all users, use the Right double H B
arrow button. B

gl Cipora St Dy iﬁ:.mhi ‘n,.,.“ﬁ:_‘.:.m
You may use a reverse process to — ) | o | g EBEES
remove Users or Doors during this =] eranr (| P rrre

| Brough asbried 4o 1-“&“;:.1-!5:‘-:--
process. = ° o T
[Ty - s

You will now select card holders R e =

and doors by either selecting

Access Privileges Assignment

individual Users for each door, or
just copy all Uses for all doors as
pictured below. For the Optional
Doors screen you may select one or
more doors using the Right single
arrow button, and to select all doors,
use the Right double arrow button.

spartment.  [(ALL) =l -
G Optionsl Users;  Cer#F ox 3 to Find Selectsd Users |
= 1 1300101 - F
= 2 card02 -1300102
3 card03  -1300103
D ez 100104
5 card05  -1300105
=<
-
Optional Doors: Selected Doors Permit selected users Permit selected users
through selected doors through selected doors:
) update ® Update & upload
Prohibit selected users Prohibit selected users
through selected doors through selected doors:
update update & upload
-] =)
Copy Privileges Eat
Operation T DoorSEsT T

Transponder and Reader Engineered Systems, Inc

www.tresrfsolutions.com

888.574.tres (8737)
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Once you have the Users and Doors selected you will need to do the following:

Permit selected users

through =elected doors:
V] R After you click this button, then the selected users will be assigned to the
selected doors. This information will be saved into the software’s database.

Fermit =selected users
through =elected doors:
Update & upload . . . .

V] After you click this button, then the selected users will be assigned to the

selected doors. This information will be uploaded to the controller’s firmware’s database.

Prohibit selected users

through =zelected doors:
(=] S After you click this button, then the selected users will be deleted from the

selected doors. This information will be saved into the software’s database.

Prohibit selected users
through selected doors:

@ E R After you click this button, then the selected users will be deleted from the
selected doors. This information will be uploaded to the controller’s firmware’s database.

Copw Friwvileges
Ifuser A and the user B have the same privileges, we can copy user A’s
privileges to user B. This can be seen below.

. o
Basic Cd Privilege Copy
B Bal
?ﬁ Department: [(ALL) ~|
B
~#1"| Optional Users The privilege of
- As | M card02 1300102 1 card01 1300101 -
-3 cardD3 -1300103- l:l
Bal | |4 cardD4 1300104 -
1 is copied to the privileges of the followed users
& il
= 5 card(5 -1300105-
a

e)
I
i

Confirm Exit

i Operation [~}

Once these steps have been completed, you will see the following popup window.

** Contactless Cards Management System V6.9

Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help

= Basic Configure i 7 - =
Cortrollers @ i it = 4
Z Departments By Doors By Users  Change Privileges Upload Print Export To EXCEL Query
' Eoers?nrzlﬂ Access Privileges [By Users]
st Card Register f [ v— T T T Tr
& Access Control | Department User |Card ID Door
i Access Priviege | | |
= Basic Operate p :Engineering cardD1 1300101 11
| Lonecle i card02 (1300102 |11
H s o S
H card03 1300103 |11
5 Adjust Tir - + i |
%, U i card0 [13o0i0d |1
Monitor 3 card0b [1300105 |11

Download
Query Card Records
E~  One Card MultiFunc

- Atendance

Transponder and Reader Engineered Systems, Inc
www.tresrfsolutions.com 888.574.tres (8737) Page 14
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Rename Door
You can rename the doors by selecting ‘Console’ from the ‘Basic Operate’ Menu option. It
should look as pictured to the below of this text. Once in the window, right click your mouse on
the door and select from the popup window ‘Rename’ and the following will be observed.

=2

Basic Configure

=]

Basic Configure
Controllers
¢$% Departments
. Personnel
Lost Card Register
Access Control
Access Privilege
Basic Operate
Console
Check
[71 Adjust Time
# Upload
Monitor

Attendance

Set Open Delay

If you again right click you mouse on the door, you will be able to change your door delay as

shown below

=2

0 o

m

=]

£l

sic Configure
Basic Configure
Controllers
{68 Departments
. Personnel
Lost Card Register
Access Control
@ Access Privilege
Basic Operate
Console
Check
[71 Adjust Time
™ Upload
Monitor
| Download
E:? Query Card Records
One Card MuttiFunc

Attendance

Basic Operation
You are still in the ‘Console’ from the ‘Basic Operate’ window.

Check Controller’s Info
Select the door you want to check first, click on that door then click the Check icon

Access Control

Rev.D

Basic Operate  One Card Multifunc  Tools  Help

-

2 o o X g

Check Adjust Time Upload Monitor Download Realtime download Stop Clean Select All

[Select many doors by CTRL + Left Click]

11 1-2 Please Input New Name:

Cancel

Access Control

Basic Operate  One Card Multifunc  Tools  Help

L2 H = B B o xr @

Check AdjustTime Upload Monitor Download Realtime download Stop Clean SelectAll

[Select many doors by CTRL + Left Click]

KK

11 Gate2

Open Door Delay(Sec): 3 53

Cancel |

o]

b1
Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help
T 5 Lot 2 H - & e X1 g
2% Departments Check Adjust Time Upload Monitor Download Realtime download Stop Clean Select All
i Personnel
Lost Card Register [Select many doors by CTRL + Left Click]
=) Access Control
=@ Access Privilege ¥
Basic Operate 1
Console
Check 11 Gate2
[-1 Adjust Time
= Upload
Monitor
2l Download
€:! Query Card Records
=] One Card MuttiFunc
2] Attendance
Detail Run Time Info
I!)gor State: Open Time Description Information
Control State: Door
Controlled 17:26:556  |[1-1]Need Upload! [39480]Clock should be 2019-04-09 17:26
Open Deleveck: 2 400 17:2657 |11 Open-Door Controlled-Delay(sec)3-2019-0
Comm Port SMALL
-Rec: 0
~Piv.. 0
-2019-04-10 07:29:04[Wed]
Firmware Version: V30

www.tresrfsolutions.com

Transponder and Reader Engineered Systems, Inc
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The door/gate status will be displayed as pictured at the bottom of the previous page. It will show
the control’s basic information such as the number of records and privileges, door/gate state,
control state, open delay (sec), etc.

Upload Setting

After you set the access controller’s information, you must upload the database’ configuration to
access controllers. Select the door you want to Upload first, click on that door then click the
Upload icon and the following will be observed. However, you may also choose “select all” to
upload to all door/gates at the same time.

=2

Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help
T L 2 2 2 I o 1t o
23 Departments Check Adjust Time Upload Remote Open Monitor Download Realtime download Stop Clean Select All
i Personnel

Lost Card Register [Select many doors by CTRL + Left Click]
Access Control
=9 Access Privilege 5
Basic Operate ¢

11 1-2

Console

Check
71 Adjust Time
* Upload
Monitor
52l Download
€1 Query Card Records
=] One Card MuttiFunc

] Attendance
Detail Run Time Info
Time Description Information
10:01:49 | 1-1[39480] Begin Upload...
10:01:50 Upload Configuration Successfully.
10:01:50 Upload Access Privilege Successfully.

Monitor

Again, select the door/gate(s) you want to Monitor, click on that door then click the Monitor
icon. You can see, as the user presents a card ID, if valid they will be displayed in green and if an
invalid card ID, they will show up in orange. If a photo was assigned to the ID, the photo will

also be displayed.

=2

Basic Configure  Access Control Basic Operate  One Card Multifunc  Tools  Help

8 i ; 7 =
faric Conigirs 2 2 o ! B e X1 U
S Departments Check Adjust Time Upload Remote Open Monitor Download Realtime download Stop Clean SelectAll
. Personnel

Lost Card Register [Select many doors by CTRL + Left Click]

=] Access Control
=@ Access Priviege ?
Basic Operate
Console
Check 11 12
71 Adjust Time
# Upload
Monitor
52 Download
&% Query Card Records
=) One Card MuttiFunc
) Attendance

Detail Run Time Info
ﬁa“"? 1500005 Time Description Information

lame:
Dept:
TAldme' f{]11/2019 12:07:36 AM 10:01:49  |1-1[39480] Begin Upload...

dr: 1-1(In) z i .

State: Dacied Access.io 10:01:50 Upload Conﬁgura!fof\ Successfully
PRIVILEGE 10:01:50 Upload Access Privilege Successfully.

[39480]Clock should be 2019-04-10 10:05:
Open-Door Controlled-Delay(sec)3-2019-0

1-1[In] 1308639-card02-Engineering-Allowable Ac
10:05:29  1-1(In] 1500005- -  -Denied Access-No PRIV

Transponder and Reader Engineered Systems, Inc

www.tresrfsolutions.com 888.574.tres (8737) Page 16
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Download Database

There are tWO Ways tO % Contactless Cards Management System V6.9
Basic Configure  Access Control Basic Operate  Cne Card MultiFunc Tools Help
dOWHload the database E  Basic Corfigure B &1 B = & A %
C Il #. = K
from the COntI‘OHGI‘ and fg:‘%&fgms Check Adjust Time Upload Monitor Download Resltime downlead Stop Clean Select All
. s i [Select many doors by CTRL + Left Click]

save it onto the PC. B oo s S
O h d . L3 Access Privilege

ne method 1s to A b -
select under Basic jﬁi i T

=Trinew Detsil
Operate then the Vwr Run Time Info
. £ Guery Card Recards Time |Description |Information

Console Selectlon, O”Eﬁijnd d':';"ég”"“ i65E | MBI [Begin Geting Records

: : 1216:58 | AVI[E2177] |Begin Getting Records...
hlghllght the door / 1%:16‘:58‘ | 3.Dw‘l':|oad gfmr::t:\:fﬁetotal is 5

doors you want to take
the info from, then click on the Download option. Or from the menu bar select under Basic
Operate select the Download option.

After you highlight the doors and pressed the appropriate icons, you will see the following
window. Later in this document you will be shown where these files are located and what you
can do with them.

Locate
While in the Basic Operate, =# Contactless Cards Management System V6.9
C 1 d d . Basic Configure  AccessControl  Basic Operate  CneCard MultiFunc  Tools  Help
=i asic Corfigurs i - 2 - o
OnSO ¢ mode an runnlng . : B;:m:;l”ge:& E';f;k .-‘A.c‘quTirre Upload P41§or Dac-a:l F\Eilumeld:.unlsad Sgp Cl:;n S'E|;éjl Al
Realtime Download, if you right § :
. Lost Cand Register [Select many d Bl Locate
click on the door, a popup e 1 F
window will appear with the = ...E*‘éoi';i{:‘e Department [ -
. . -8 Check. User:|card01-1300101 ~|
option to Locate Personnel. This -He] gl B | |
1 1 onitor Query Close
will give you the last door that S Dowinad .
:E%U:S ﬁzﬁszﬂ"ﬂs Engineering cardD] CardNo 1300101 WerkNo
person was at and for how long. fi b R Sk

et Dont Go OFF

pn
Stay: THours) 17Minuteis) bV
or Controlled-Delz

[Ti22227 [AVIB2177Total Records ]

Transponder and Reader Engineered Systems, Inc
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Persons Inside

While still in the Realtime ~
download, Select the door
first and then Right Click,

g - =EB B

& *

&

Check AdjustTime Upload Monitor Downlosd Realtimedownload Stop Clean Select All

w doors by CTRL + Left Click]

ersons Inside the Door

and another option for the B, @ &

pop-up menu would be the
Person Inside, select this
Persons Inside option, it
will show in another
window, the Persons
Inside what door. As you
can see from the image, it
shows what card holder is

in a department.

Query Records
This option will display the database you downloaded earlier from the controller. Under the
Basic Operate menu, click on the Query Card Records from the menu bar. The following

window is an example of the database items recorded earlier.

Query in the 1 Eﬁ Day(=)

Persons Inside: ljl
Outside: 1

Detall— [~ Auto Refresh. Cycle: |10 E: Sec

1 Enter [n Detail ‘ Outside ‘

=

Query Print Export To Excel Save Layout Restore Default Layout Close

S

Rev. D

) ) Enter In Detail ) |
| B R IR i it | oot B e | Door
) [Engineering 3 card03 ] 1142018 12:17.02 PM
i 4 cand04 A 1/14/2019 12:16:50 PM

1 |card01 a1 1/14/2019 11:08:24 AM

5 card05 & [1r142019 110750 AM
« | 2]

% Contactless Cards Management System V6.9

Basic Configure  Access Control Basic Operate  OneCard MultiFunc  Tools  Help
Bk Basic Configure )
Commllgers = e %Q % @
.84 Departments Query Print Export ToExcel Save Layout Restore Default Layout
-t Personnel -
Lost Card Register +1 [Zo75012 - 20000 AM — Addr: [
. et g FROM:|Last 100 || [2m15019 =] [1200 « :(AAGI[I?'\I
| @ Access Privilege To:|Last Event ] [2msoi1a =] [115559pM = ] AVIEit
= Basic Operate 7
g Console Department: (ALL) Ea User:[(ALL) |
/B Check
~[1 Adiust Time Card Records
{% #ﬂf‘;:r | ICard 1D f\_ﬁforker Ne. i iUsers | Department | DateTime i iﬂddress =
Tl Download =t =
&9 Query Cand Records y [ 1300103 card03 Engineering 42018 12 1702 F | &[]
=+ | One Card MutiFunc |+ 1300103 card(3 Engineering 1142019 1Z17.00F  |AVI[in]
Bl Attendance 1 1301005 [ I e (1122019 121656 F | AVI[in]
|40 | 1500005 [T4Z018 121654 P | Avi[in]
|38 1300104 card04 Engineering 1/14/2019 121650F | AVi[in]
IS | 1500005 [ [TAAZ0T9 TI:0828 5 | AVITin]
7 [1300101 |card0l ‘Enginesring [122015 T1:08:24 & |Avi[in]
|36 1300105 card05 Enginesring 142019 110750 A |AVi[in]
|3 1300101 |carall Engineering [TAZZ0T8 110746 & | AVIlin]
(3¢ 1300105 |cardls Engineering [TT&2019 110674 A | AVilin
|33 AVI[In]
jiEH |carddl Engineering [ AVifin]
JES] |cardll Engineering [T42079 77T |28 (in] i
|30 1300225 171472019 AVI[In]
BEE] |1300105 |card05 ‘Enginesring |T77a72019 [ BVTTin]
BES | 1300105 | cardls Enginesring [171472019 34408 AM | AV[in]
NER | 1200105 |card0s Enginesring [1M0/2019 92234 AM [ AMI[in]
|26 | 1200704 |card4 Engineering [1/10/2018 §:22:30 AM | AVI]In]
2 | 1300103 |card03 ‘Engineering 17102019 92226 AM | AVi[in]
i 1300102 |card0z” Engineering [1102019 92222 2M | &I}
173 1300101 card01 Engineering 1/10/20199:22:16 AM | AV1]In]
2z | 1500005 [ |110/2019 32274 AM | AVIin]
liF] [1301005 (1770201992208 2M | AW1in]
You can select individual doors, individual departments, or even individual users.
Transponder and Reader Engineered Systems, Inc
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Lost Card Register

When someone has lost his ™ woeies o vemene e

Basic Configure  Access Control Basic Operate.  OneCard Multifunc  Tools  Help

or her card, you can delete = saccomone
Controllers
the old card, and then 188 Dosnars
. . Lost Card Register
reissue a new card by using = Aesco
cess Priviege Sl e
this option. The steps are b, g e
as follows: 7 Eﬂjls'{jrm Depariment [0 5|
ploa .
. (&8 Maniter Optional Users:
Select from the Basic B T
L b 2 card02  -1300102-
Configure menu, select the 7 & " iwer :  =im o
. b card05  -1300105-
Lost Card Register as seen
below Lost Card's ID: [1300101
New Card’s ID ’—
Find {CTRL+F)
OKAnd Next_ | ok |
T l OK aind Upload | Close |
00IS

Operator Management

As you can see from the top menu, there is an option called Tools, click on that and select the
Operator Management option. As you can see from this option, you can add operators, edit
operators, delete, operators and set their passwords.

Change Password
To change operator’s password. This function = e o

Basic Operate  One Card MultiFunc ~ Tools  Help

will change your passwords. As you can see @t |
from the top menu, there is an option called
Tools, click on that and select the Change
Password. Kind of self-explanatory, just enter
the old password, then enter your new
password and confirm. Remember your

passwords.
==

Ravc Cpmaie Oy Card plitlan Ecln Hplp

s W ae deprsrard

Al =3 o #*

Lowl Cani Fegaher | L1 ] i
Bomm Lot

e

E- ¥ Basic Configure
Controllers
L.k Departments
bt Personnel

Lost Card Register
B+, Agosss Cortrol
78 Access Privilege
£~ Basic Operate
i Console

Check
+.[7] Adjust Time

One Card MultiFunc
Attendance

Old Password: |
New Password:
Confirm New Passwiord:

oK Cancel

Transponder and Reader Engineered Systems, Inc
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DB Compact/Repair

If you have issues with the user database, this function will repair it. Select the option under
Tools, DB Compact/Repair.

Interface Locked
If the operator is afraid that R St
. Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help
someone will operate the F | gy
software after she or he has left, o simary
X ik Accé:?ci?:tdmﬁag\ste( Basic Func |

they can lock the interface, the i e

76 e peee fccess Contro atro " Shi onst Meal
application will run as normal, (T g ey W ecess ot [Rael T omersi T Corslied

B Adust Time =
then they can unlOCk When @ Dffice " House W English I EfF I i
return. B omcmmarae || | ptotosn

Attendance I~ Auto Login [~ Auto Login and Monitor
Select the Optlon under Tools’ I Minimized [ Auto Login and Realtime Data Collection.
Interface Locked. After he or she ™ Monitoring New Record and Beeper ™ backupaccess database before quit
. Directory For Backup: Browse
comes back, he or she inputs the T e |
password and continue working.
oK Cancel

Software Extended Features

This portion of the document is being drafted in order to Lool=!|ielp
describe some of the widely used special extended functions Ea s
in the TRES-100-DEFENDER controller. Look for the o EonpactiRenis
‘Tools’ option on the top of the software window, when you [ Extended Functions

click on it, the ‘Extended Functions’ will be available to Option
Select Periodically upload users’ priwilege

Operator Management

Interface Locked

[tools] << [Extended Functions]

When you select this option from the menu, you will then need to enter the password in order to
unlock the features. The password is ‘5678’.

¥ please Input Password: i -_ o ] 1|

*DISCLAIMER*

Note: Care must be taken with the following Functions and Features of this section as they are
not supported by TRES for any technical assistance. These functions are being offered to you as
a ‘use at your own risk’ option as they are complicated Access Control features and should only
be used by highly experienced installer/integrators.

The extended function option tabs are:

1. Events 4. Advanced
2. Interface 5. Others
3. Normal

Transponder and Reader Engineered Systems, Inc
www.tresrfsolutions.com 888.574.tres (8737) Page 20
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[ o
Event | nterface | Norma dvanced | Others Event Interface
Extended Functions List Extended Functions List
Active | Description Active Description
> Save Button Operation History » Multi-level operator privileges
Record alarm & failure Display Patrol
Log Query Don't Display Access Control

Door Status With Door Sensor Don't Display Attendance
Display Other Shift Schedule
Monitoring Map

Camera Monitoring

Active Const Meal

Active Meeting Sign

OK Cancel OK Cancel

o s
Event terface  Normal | Advanced | Others Event | Interface | Normal Advanced
Extended Functions List Extended Functions List
Active Description Active Description
Activate Time Profile » Timing auto-operation management

Remote Control Openning Door Anti Pass Back

Set Door State(NO/NC/ONLINE) InterLock
Activate multi-card access

Access Keypad
Supervisor PIN
Peripheral Control

First Card Open
Active Check Access Inside

OK Cancel OK Cancel

Event Advanced Others

Extended Functions List
Active | Description

> Timing Download
Don't backup database before quit
Multi-card exit when multi-card entry
Periodically Upload Privilege
Open By Inputing ~Card"PINZ"

Force password valid after swiping registered card

OK Cancel
*DISCLAIMER*

Note: Most of the following features and functions on the following pages are normally used for
complex access control systems that will not be used by the everyday site and/or user. Although
this manual will help work with some of the more commonly used functions, this portion of the
product is not supported by TRES for any technical issues. The stated purpose of this product
and this software was to offer a simple door/gate control product that is low cost.

Transponder and Reader Engineered Systems, Inc
www.tresrfsolutions.com 888.574.tres (8737) Page 21



Access Control Management Software Suite Guide Rev. D

Remote control, Open Gate/Door via TCP/IP

If you want to open the gate or unlock a door manually using the control software, then you
would need to set this function. This is useful when someone needs to enter and does not have a
card or tag and you want to allow them inside.

[Extended Functions] << [Normal] << [Remote Control Opening Door]

When you select this feature as seen in the picture to the right, and click on the OK button, you
will be asked to restart the program. Once you re-log into the program, you will now have the
option to open any door by way of a mouse click.

Extended Functions List

Active | Description

Activate Time Profile

emote Control Openning Door

" Set Door State(NO/NC/ONLINE)
Access Keypad

Supervisor PIN

Yes No Peripheral Control

Update Successfully. Please exit and restart the software.
Do you want to restart now?

OK Cancel

<@

Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help

=) Basic Configure =g ; 7 : =
Controllers 2 =l jl L - Lt &
2 Departments Check AdjustTime Upload Remote Open Monitor Download Realtime download Stop Clean Select All
. Personnel
Lost Card Register [Select many doors by CTRL + Left Click]
=) Access Control
5@ Access Priviege
B Basic Operate
Console 11
Check
[1 Adjust Time
; Upload
[ Monitor
ﬁ Download
£:! Query Card Records
=) One Card MultiFunc

= Atendance
Detail Run Time Info
Time Description Information
Operation | Doorstep ‘
Super Manager:abc Ver: 6.9.21 0 2019-02-21 18:19:22

As you see in the Basic Operate + Console menu, you now have the option to ‘Remote Open’.

[Extended Functions] << [Normal] << [Peripheral control]

Transponder and Reader Engineered Systems, Inc
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~ia

Ewvent | Interface Advanead | Others |

Extended Functions List

Active [Deseription
[Activate Time Frofile

f-Remote Control Dpen‘n ng Door
|Set Door State (N0, HC/ONLINE)
|hecess Keypad

[

|Supervisor PIN
|Peripheral Control |

=

0K

Cancel. |

Select Basic Configure << Access Control << Peripheral control

Basic Configure Access Control
El Bazic Configure

- Controllers

# Dlepar tments

f§ Perzomnel

Las ard Register

Rev.D

| Hardvare Configuraticn I

Change Threat Code

Triggering reasons of events
Controller | Forced| Open too Threat Invalid Card
sH | .. Hote
# + long Code Sw1p1ng|
1 34082 [] | [m] O \Development: HE:
2 19985 W | [Font door;
3 28723 + |storage; mssting;

Change Allowable Open time(Sec)

830988

Default threat code - 559938
Default allowable open time — 25 seconds.

25

0K |

Cancel

Controller #: !2

SN (18995 [~ Dutput for arm

‘0K

Cancel |

Triggering Source

~Terminal block 1

Triggering Event Types

Output Time Remains (Sec)

Terminal block 2 —

v Threat Code
[ ] Open too long

[1Fire Alarm

vl

~Terminal block 3 —|

Brons oo

[V Output remains hefore the door iz closed when Forced Open happens

Output remains and lasts in seconds (Output Time Remainsz) before the
door iz closed when the door is open too long.

i

I Options |

[V fuiput remains before Lhe door is closed when the docr is spen oo Long

i

~Terminal bleck 4 —

Options |

www.tresrfsolutions.com
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Password Management

[Extended Functions] << [Normal] << [Access Keypad]
EEE

Event | Interface  Hormal | Advanced | Others |

Extended Functions List [

Active |D_'es'cri_pt,ion. |

hetivate Time Frofile

Sat Door State (HD/HC/UHLINE)
[hecess Keypad | i
" Gupervisor PIN |
|Feripheral Control

ERICI O O

=
|CERE

Select Basic Configure<<Access Control<<Password Management
e P e =loix|

= Basic Configure
@ Controllers

PIN Code ‘ Controller’ = Password | Manual Input Fassword |
{68 Departments
] Personnel T
Lozt Card Register eader
hecess Control I—i
hecess Frivilege

Fassword Management

SH Description [Position hetivate Keypad

550379 e e ] [
: o |

‘meating room

|development [in]
& 15041 RI-B |dewelopment [ont]
3117228 (R1-A door[in]

ront door[in]

(Front door[out]

RI-E

storage[omt]
ok :

in]

Activate keypad |PIN Code i Controller’s Password

Ferzonnel
[, [Horker ¥o. | Wama [Card I | Department i
: | | | |
118016185 |Gales Password |

|DevelopmentiDevelopm

[Customer Services
20755857 |Operation

[Unchanged |
|

Change PIN [Jackl

Hew Fazsword: 1******

Confirm Fassword: ’m:«*kﬂ

OE | Cancel

[The dafault PTF is 12345R:

| Change FIH i'h‘hen FINSO0, the user will access by card without PIN input needed.
0K [lose 1

i

[Extended Functions] << [Normal] << [Supervisor PIN]

BOT1T R JIAESCEITIT I ON

[l

L#

||
__E_Sup ervisor PIH

Transponder and Reader Engineered Systems, Inc
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L =130x|

ﬂglpasswnrd Management

hctivate keypad | PIN Code |Controller's Password”

[Naw_Passwnra' |7325537 ] % Required, 0 and €999999
.
Adapt tal o Add
=
Hote: Maximum Front daor[Tn] =
Front door [Exit]
Devel apment [In]
Development [Exit]
sales[In. T
Password List |sales[Exit]
-
Fazsword | Adap snager [In] —
567543 |Front door[In] |
: Delete |
9BES4T Front door [Exit]

O | Close /b

[Extended Functions] << [Others] << [Supervisor PIN]
Elfll:ién' Ev Inputing “#Car AFIHE"

Il

Activate keypad | FIN Code | Controller’ = Password

Reader #3H Daseription |Position et

[ [4#=1ta] O
[ Imeeting room[in] O
1 ‘meeting reom[out] [y
- If i @
LB o
|| . =

Front deor[eut] =)
[ ‘storagelin] O
Tl |storage[out] T

0K | Close

Anti-Pass-back

[Extended Functions] << [Advanced] << [Anti-pass back]

L:HExtended Functions -0 x Baszic Configure Access Control

Bazic Configure

Event | Interface | Hormal | Others ‘ Lk Controllers
.44 Departments
Extendsd Functions List o Fersonmel
hetive [Deseription o LostiGerd Regicter
(] nto-operation management H Naiits Te ag
L Anti-passhack

Rev.D
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™ anti-passback i =] 4|

e |

Controller [SHo | Anti-passhack [Hote |

p |1 15002 O Front door;

|z 340587 O Development A; zales A;

e 50000 (] managerh;

| ¢ Anti-passhack[15002] msection;

[0):4 Cancel
v Ho.1
[ Single Door
Y
Exit |
4

Camera Monitoring (IP Only)

[Extended Functions] << [Interface] << [Camera Monitoring]

Event Hormal | Advanced | Dthers |

Extended Functions List

Active [Deseription
Multi-level operator privileges

Display Fatrol

Don' t Display Access Control
Don' + Display Atiendance
Display Other Shift Schedule

onitoring Map

TF OO O O O] O

anera Monitoring

Select [Tools] << [Camera Management]

Ml Canera Nanagement

Tools | Help

Change Password
Operator Management
DE Compact/Repair
Extended Functions

Option

; Camera Management |

Interface Locked

Cameras -
Camera Name IF Address
Hew Edit Telete

Readers - Web Camera -

Reader Hame Camera Hame

~ |Sales[Exit]

Edit

Set ¥ideo IP

1 Talete Bup=¥idao J

Rev. D
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To add an IP camera, click ‘New’, as shown:

¥eb Camera Configure

Camera Hame: 1531&5

IF: ]192. 166. 168, 123

Hote. : ‘

oK ‘ Fematil

Set the Readers corresponding to the IP camera

Readerz — Web Camera

Feader Name Camera Name

» iSaleS[In] ! [53195 Select WebCamera
|Sales[Exit]

Cancel

Camera Name: 0K

m

Display Photo Compare Window. Select the Console] << [Camera]

Bazic Configure Access Control FBasic Operate One Card MultiFune Tools Help

= Basie Configure - - - -
G Contrellers 2 @ x & =
: % Departments Check Adjust Time Upload Memitor Download Realtime downlead Dtop Clean Select ALl | Camera
s
1] Persommel

Lost Card Register [Select many doors by CTEL t+ Left Cliclk]
=~ hAecess Control + 2
@ Access FPrivilege

- _Basic Operate

If you want to delete snap pictures and video files
[Tools] << [Camera Management] << [Delete Bmp-Video]
If you want to set up video server's [P address, do the following
[Tools] << [Camera Management] << [Set Video IP]

Transponder and Reader Engineered Systems, Inc
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0ld IF Address: [192. 185, 188. 123

MAC address

Hew IF Address
Confirmed Hew IF
Subnet Mask

Default Gataway

[e55. 255, 2550

o | Cancel |
Z |
Next, input ‘New IP Address’ and re-input ‘Confirmed New IP’.
Information
\y gﬂdaﬁe IP Successfulg' - 2
If you set the Video IP, Successfully, the above will be displayed.
Information rgl
': Connect Failed!
)
If the Set Video IP Failed, you will see the above.
Query Camera View
[Query Card Records] << [Camera View]
TBamiE Configma  Aéesan Cenirel Basic Qparate  One Cerd Baitifenc Jecl: Maly =
T @it o E & & (]
Bapurtaaniy Geery Frisi Erpesi To Excal Sews Lapsul  Esstors Befandi Laysul | Cemsrs Vosw
|i Farasanal =i
Nl B T =] [ e [
=3 heeane Frawilage Te: |Lu.t Eranit :J | j | —_— Salwe[Ezit]
Banie Oparaisn s
Comaele Papartasst; L1 -l Yave [BLLD -1
Chazk
hdyunt Tiss Cord Negards
- :‘if:fr {1 [Ewrd TD Vorkar B Uvirs Department Bate/Tina Lk Ml
|'E‘Ef::‘1fl:'.?i$:."g (S L Sharen JEdde TANE10- 16 S0 adeslinl =
Onen T Wl {3 T IES ET Y Sulea 0081173 18 W3  Sadealin]

Aieandencs

ddr i

ard Ne:
LT
o
Danr
(Tike

Eaulwi{In]

1B0LAIES Bon R foat]

1 M 16 4Gy

Allowable Arawss
oO0R=1 =3 164506
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Attendance Module

The Access Control System activated the Attendance by default. If you want to cancel this
function, then do the following

[Extended Functions] << [Interface] << [Don’t Display Attendance]
S

Event | Interface | Hormal | Advanced | Others |

Extended Functions List
Active |Description [
] Walti-level operator privileges
_D -]jl.splay.i’a.troi
] [Tor’ + Tisplay Aecess Comtral T
] ST e p—
=T {Disolay Other Shift Schedule jiod |

Normal shift configuration

Attendance Normal Shift Configuration -

. Fermit arriwe late by no more than I 5 3: mins.
LeavefBu.siness Trip . Arrive late over | 120 =4 ning will be taken az sbsent of |[Half Day Vl
Manual Sign In

Attendance Report
4 Pernit leave early by no mere than | 5 = nizs.

. Leave early over | 120 =5 nins will be taken as sbsent of |Half Dlay vl

= One Card MultiFunc
= Attendance i
Hormal Shift Configuration|
Holiday

ra

w

s

5. The last swipe time that iz | 50 =4 nins later than off-duty

will be talen as owertime.

% Two times sach day " Four times each day 0K |

Two times
On Duty: | &:30:00 =
OFf Duty: [17:30:00 ==

.
Holiday

Hormal Shift Configuration

Holiday
Leave/Buziness Trip Holidays List
Maual Sign In Dezeription  |Begin End Note
Attendance Report
p |Labor Day 2003-05-01 A M. 2005-05-03 F. M.
Hational Day 2003-10-01 A M. 2005-10-03 F. M.

Hew Year 2009-01-01 A M. 2009-01-01 F.M. Tlel Holiday

List of Days Heed to Work

Description EBegin End Hote
144 Work Day
Del Work Day
(¢ Sat. Rest ( 3at. P.M Rest ( Sat Work  Sun. Rest ( Sun. P.M. Rest ( Sun Work

0K Cancel
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Basic Configure Access Control FBasic Operate One Card MultiFune Tools Help

=] Basic Configure - ?
Controllers /@ K =) ) X @
%4 Departments Check | Adjust Time Upload Monitor Download Realtime download Clean Select All
i
] Perzonnel
Lost Card Register [Select many doors by CTREL + Left Click]

=] Access Control

S8 Aecess Privilege [T B B
5. _Basic Operate
1-1 1-2

ﬂ Conzole

A Lheck

[71 Adjust Time

™ Upload

Mond tor

ﬁ Download

Bl Query Card Records

= One Card MultiFune
+ Attendance
Run Time Info
(5 N e e R
Control State: Door 1T:53:56 [1-1 Open-Door Controlled-Delay (sec)3-2005-009-27
Controlled 17:53:57 |1-2 Open-Toor Controlled-Delay (sec)3-2008-09-27
Open Delay (sec): 3
Controller SH: 34087
Comm Port : SMALL
“-Rec : 1118
—~Priv. : i
--2003-09-27 17-53:55[3at]
Firmware Version: vaz
I okl ok

Questions and Answers

How do you ‘reset’ a board to factory default?

To restore factory settings: When the software and controller communication are normal,
select the controller that needs to be restored to the factory settings in the main console,
press: Shift+F6 button, enter the extended password: ‘5678’, click to confirm the factory

settings

Is It Better to set static IP address to Large Network or Small Network?
A small LAN does not need to set an IP address, but the setting is also possible. For a
large LAN (cross-network segment), an IP address must be set.

How many Facility Codes can be held and use at same time?
Theoretically, the number of controllers that can be used in the same software is
unlimited.

Is the identification made by the printed Serial Number or by MAC address?
The controller of the same system (a small/medium network) is identified by the serial
number (SN code)!

Transponder and Reader Engineered Systems, Inc
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LAN, local area network

Network Switch

schematic detail drawing.

Control Center

Defender TCP/IP Network Controllers

Using LAN network connection it is similar to adding another computer
(or workstation) to your existing internal LAN. Simply plug Defender into network
and you may use virtually any local computer (with Defender software loaded) to

unified local area network Defender system management and control.

WAN, wide area
networking schematic

InterNet

detail drawing

ASDL

- EEIFFFETER--2| Router

Network Switch

Defender TCP/IP Network Controllers

* For Technical Support call (888) 574—8737 or techsupport@tresrfsolutions.com *
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