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ABSTRACT
We propose a novel methodology that allows automatic construction of benchmarks for Static Analysis Security Testing (SAST) tools
based on real-world software projects by differencing vulnerable
and fixed versions in FOSS repositories. The methodology allows
us to evaluate “actual” performance of SAST tools (without unrelated alarms). To test our approach, we benchmarked 7 SAST tools
(although we report only results for the two best tools), against 70
revisions of four major versions of Apache Tomcat with 62 distinct
CVEs as the source of ground truth vulnerabilities.
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RESEARCH PROBLEM & MOTIVATION

Various static analysis security testing (SAST) tools have been proposed to facilitate automatic detection of bugs. Whilst SAST tools
are typically sound, they are well known to generate misleading
(or irrelevant) alerts [3, 4, 26].
Given this limitation, the selection of an appropriate tool based
on empirical grounds becomes extremely important from an industrial perspective. Yet, we only find few comparative empirical studies
[2, 11, 14]. A typical comparison reports how a single tool performs
when applied to different software projects [7]. Such comparisons
usually consider only the ability of a tool to produce correct findings,
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while tools are known to generate false alarms [24] (Background
Noise), which significantly decreases usability of SAST tools.
In this paper we propose a novel methodology to automatically
construct a SAST tool benchmark using real-world software. Our
methodology filters Background Noise, and therefore, allows us to
evaluate “actual” performance of SAST tools.

2

BACKGROUND & RELATED WORK

There are several papers providing surveys on academic [14] and
industrial [10] tools, but they do not discuss the issue of benchmark
construction. On the latter topic in 2008 NIST initiated the Software Assurance Metrics And Tool Evaluation (SAMATE) project
dedicated to improving software assurance by measuring the effectiveness of tools and techniques, and identifying gaps in the existing
tools and methods. The first large-scale public event named Static
Analysis Tool Exposition (SATE), aiming to accumulate test data,
was also conducted in 2008. From 2008 to 2016 there were five different stages of the event [5, 19–22]. The main outcome of this project
is the creation of the Software Assurance Reference Dataset (SARD)
– a collection of synthetic test suites for SAST tool comparison.
There exist several other synthetic bug corpora [1, 12, 15, 28].
However, synthetic test suites may contain bugs, which do not
reflect real-world vulnerabilities [9], and therefore, tool evaluation
results on synthetic benchmarks may not correspond to the behavior of SAST tools on a real-world software, i.e., the large number of
false alarms that are reported in the literature [3, 4, 26].
According to the user guide on the Juliet test suite [1], using realworld software for benchmarking purposes is challenging. DolanGavitt et al. [9] proposed a technique for the artificial injection
of vulnerabilities into the source code of real applications (LAVA).
However, LAVA does not provide a way to perform automatic false
positive evaluation of SAST tool findings. Also, there exist several
vulnerability types, which cannot be injected using LAVA.
Cadar and Donaldson [6] proposed to apply program transformations (such as mutation and metamorphic testing) to increase
the code coverage of SAST tools, i.e., to identify more data and
control flows. Although such techniques increase the applicability
of SAST tools for real-world software, they do not help to locate
flaws in the source code of an application.
The biggest problem is that the source code of software may
contain several different flaws, and therefore, the “false” alarms for
the analyzed vulnerability may be “true” alarms for other vulnerabilities, which also present in the code. Hence, only running a SAST
tool against real-world software does not allow us to perform the
evaluation of tool’s findings in terms of false positives.
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Table 1: The SAST tools used in this paper
SAST

License

Version

Free

3.01

Supports any JVM language and can detect
113 different vulnerability types with over
689 unique API signatures.

Commercial

4.42

Supports 23 programming languages and
detects over 700 vulnerabilities.

Jlint

Free

3.1.2

Works only with Java language. It helps to
find more than 50 semantic and syntactic
bugs.

OWASP
LAPSE+

Free

2.8.1

Works only with Java language. The tool is
able to identify 12 vulnerability types.

PMD

Free

5.5.1

Supports 20 programming languages and
facilitates finding more than 25 bug types.

SonarQube

Free

5.6

Supports more than 20 programming languages and covers OWASP Top 10 and the
CWE/SANS Top 25 vulnerability types.

OWASP
YASCA

Free

2.2

Supports 14 programming languages and
aggregates results from 11 static analysis
tools.

FindBugs

Fortify
SCA
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Table 2: Relative Rankings due to benchmark choices
The last column illustrates the relative performance of two tools first by running them on
a vulnerable Tomcat version (Direct) vs the relative performance captured by Differential
benchmark (Differential).
Vuln type
Total vulns Benchmark Tool A Tool B Ranking
Direct
12
10
A≥B
Bypass
12
Differential
12
1
A≫B
Cross-Site
Direct
11
6
A>B
11
Scripting
Differential
10
2
A≫B
Denial of
Direct
15
11
A>B
15
Service
Differential
13
8
A>B
Directory
Direct
3
2
A≥B
3
Traversal
Differential
3
0
A≫B
Direct
2
2
A=B
Exec code
2
Differential
2
0
A>B
Information
Direct
22
23
A≤B
23
Disclosure
Differential
22
13
A≫B
Session
Direct
1
1
A=B
1
Fixation
Differential
1
0
A≥B
Text
Direct
3
3
A=B
1
Injection
Differential
2
0
A≥B

Description

APPROACH & UNIQUENESS

We intend to use large open source software projects – these
projects are well documented, their source code is publicly available,
and their software repositories contain many historical vulnerabilities [8, 25]. They can be used for identifying the ground truth – the
expected correct output of a tool.
In particular, the information about security fixes in such projects
points to the code locations that are likely to be responsible for vulnerabilities. Following the work by Nguyen et al. [17], we identify
ground truth code fragments1 as a set of code lines changed between a revision, which contains a fix for a vulnerability (i.e., fixed),
and a revision, which precedes the fixed revision (i.e., vulnerable).
A Direct approach, which researchers typically use for tool evaluation, contains the following steps: (i) run a tool on a vulnerable
revision, (ii) extract tool findings, and (iii) identify whether the tool
was correct or missed the vulnerable code fragment. The classification of tool findings can be rather simple for synthetic test suites,
since a typical synthetic test case contains only one vulnerable flow.
Hence, it is only necessary to identify if a tool produced a finding
in a test case or missed it. However, for real-world software the
classification of findings is not trivial. We say that finding is correct
if there is at least one finding that corresponds to the set of lines of
code from the ground truth for that particular vulnerability.
Although real-world software projects typically contain several
flaws simultaneously, several observations [13, 16] suggest that
developers generally fix one vulnerability at a time and do not introduce other changes besides the vulnerability fix itself. Therefore
the difference between tool findings returned on a vulnerable and
fixed revisions should be only due to the fix. Therefore, we count
all the different findings between the two revisions as related to
vulnerability, and all other findings as Background Noise.
This idea yields the following benchmark conclusion:

(1) identify the ground truth set of code lines by extracting
the changed lines of code between vulnerable and fixed
revisions of a software project;
(2) run a tool on a vulnerable revision of a software project;
(3) run a tool on a fixed revision of a software project;
(4) eliminate tool findings, which occurs in both vulnerable
and fixed revisions (Background Noise);
(5) classify the remaining tool findings.
Since we perform analysis of one vulnerability at a time, findings
not related to the analyzed vulnerability (even if they are “correct”
due to some other issues) may be distracting. Moreover, we are
interested in an automatic identification of the code lines related
to the vulnerability, and therefore, we measure tool performance
regarding a particular vulnerability, rather than assess correctness
of all the findings at once.
The approach has several advantages: Synthetic test suites typically contain only one flaw within a test case, instead, the Differential benchmark provides sufficient complexity for tool analysis
in terms of false alerts. Current SAST tool benchmarks generally
require some additional manually generated input information (i.e.
a pattern or a signature) to create a test case, while the proposed
benchmark requires only a pair of vulnerable and fixed revisions
to extract the ground truth. Such pair may be extracted for every
historical vulnerability fix in any software project, and therefore,
Differential benchmark is independent on vulnerability types and
program languages. Finally, the proposed benchmark allows automatic classification of the cleaned tool findings (without Background
Noise) to perform true positive, false negative, false positive, and true
negative evaluations.

4

1 Such

ground truth definition depends significantly on “what else” happens during
vulnerability fixes. Several studies observed that for disciplined projects such as Google
Chrome, Mozilla’s Firefox [16], and Apache project line [13] the majority of security
fixes are rather “local”. Hence, we assume that the majority of all the changes introduced
between vulnerable and fixed revisions are there due to the vulnerability fix.

RESULTS & CONTRIBUTIONS

To evaluate our proposal we chose Apache Tomcat, since it is well
documented and contains a large number of historical vulnerabilities that can be easily identified in its source code repository.
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This project is mainly written in Java, and has more than 800 thousands of lines of code, more than 15 thousands of commits, and 30
contributors2 .
In order to check whether the benchmark was able to discriminate among the tools, we applied the Differential benchmarking
procedure to evaluate 7 SAST tools (see Table 1) out of the lists
created by OWASP [23], SAMATE [18], and D.Wheeler [27].
Table 2 shows the tool findings in Tomcat by vulnerability types
for the two best tools. Although tools identified almost the same
number of vulnerabilities according to the Direct benchmark, there
is a significant difference in their performance for Bypass, Cross-Site
Scripting, Directory Traversal, and Information Disclosure vulnerability types according to the Differential benchmark. This happens,
since a SAST tool may identify an actually fixed line of code in a
fixed revision as vulnerable. Such findings would be eliminated by
the Differential Benchmark: Tool A distinguishes the majority of
vulnerability fixes, while Tool B does not really recognize those
fixes, and therefore, generates significant Background Noise.
In this paper we demonstrate the ability of the Differential benchmark to distinguish tools with similar performance on their ability
to spot various vulnerability types (true positive evaluation) according to the Direct approach. We believe, that Differential benchmarks
would report interesting tool evaluations from a practical perspective. These results may help software development companies to
select the most appropriate tools for their projects, and inspire tool
developers to improve SAST tools to produce “clean” results.
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