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~ ' Why Internet ?

B Histoty is repeating
W1990 IPX, Netbios better protocol for PC
1990 Frame Relay, ATM better protocol for WAN

BIP wins to ease interconnection
BMinterconnection costs decrease

MVirtuous circle

IP is never the best protocol for a specific
environment, but it is technically efficient and
everywhere

Dpt/Auteur Nom du cours - Notes de cours
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w 22070 Internet Architecture Model

= Very successful for almost 30 years
+ Connecting almost everything
- Flexible
—On top of many links
— Low speed, high speed, variable latencies
— Large variety of applications
— File transfer, streaming, voip,...
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= I Hourglass Model
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Interface

The Evolution of Layered Protocol Stacks Leads
to an Hourglass-Shaped Architecture

Steve Deering Saamer Akhshabi, Constantine Dovrolis
Sigcomm 2011
Bretagne
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w 22070 Internet Protocol

= Interoperability,

= But ossification.

Interface

Steve Deering
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WEIEN 1PVE

= IPv6 slowly introduced
* No direct interoperability with IPv4
* Metcalfe’s law against IPv6
+ Forwarding is not the most difficult part

= IPv6 has advantages for IoT
* Auto-configuration
© Simpler
- Layer 2 agnostic

= But difficult to make IPv6 evolve
- Already an old protocol?

Institut Mines-Télécom ﬁﬁm.

SEEE P scope: End to End
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SEEE P scope: End to End

Cheap (Moore’s law reduces costs, does not increase power)
Low Memory

Low Energy

Different Time cycles: Legacy devices, 20 year lifetime

InteréQrnect

Adapt IPv6

TELECOM
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Internet of Things @

LigBee

Control your world

» Adapt Internet to a contraint environment.
» Based on IPv6 to avoid addressing constraints
» Auto-configuration
» Independent from media and applications
» Routing protocol:
» RPL
» Versatile but lot of parameters

» REST architecture extensions to constraint
environments

» CoAP
» Bootstrapping/provisioning

TELECOM

EEAT

Zigbee Protocol Stack

URI

IPv6

MAC
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Example: Compress

01 01 00 01 64 22 fc Oa
05 01 00 00 00 00 05 dc¢
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 00 00 00 00 00

TELECOM
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eb 08 00 50 10 ea 59 IS5 “id"ﬁg

3b 1a 5e 5a 80 18 80 55 20 01 06 60 73 01 37 28
6 a0 00 00 01 01 08 Oa 02 23 df £f£ fe a9 I7 ac
03 ¢7 60 72 78 aa 80 5d
47 45 54 20 2% 5f 5£ 75
74 6d 20 67 69 66 3£ 75
74 6d4d 77 76 3d 35 2e 34
2e 34 2675 T4 64 73 3d
33 30 37 26 75 74 6d 6e
3d 32

2a 00 14 50 40 07 08 03
00 00 00 00O 00 00 10 04

40 Bytes to 35 Bytes
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Layer 7 - Interconnection

Internet of Things

_ Institut Mines-Télécom ﬁﬁm.

REST : Client/Server
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IPv4 or IPv6 ?

» IPv6 is better for loT...
» but not very popular.

» Most of cloud computing,
computers and smartphone uses
IPv4.

TELECOM

A b

Caching

generic cache ,

observe

IPv4/TCP/HTTP IPv6/UDP/CoAP
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Resource definition (ontology)

P50 <IN

L
|
e R R R R +
| Type | Path | RT | IF | Type | Unit |
R R R R e R +
| Instantaneous | /pwr/{#}/w | ipso.pwr.w | s | d | W |
| Power I | . I I I I
| Cumulative | /pwr/{#}/kwh | ipso.pwr.kwh | s | d | kwh |
| Power I I I I I I
| Load Relay | /pwr/{#}/rel | ipso.pwr.rel | a | b | |
| Load Dimmer | /pwr/{#}/dim | ipso.pwr.dim | a | 1 | 0-100 |
%
L | LI S :

draft-ipso-app-framework-04

TELECOM
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Protocol stack -
maintain security associations




Layer 7 - Interconnection

Machine 2 Machine

= i Inverting the pipes

Existing proprietary Multiple applications share common
‘stand alone’ vertical applications infrastructure, data and resources
/L

=P

Source: HP




m & Device characteristics

e Limited in functionality
* Low-powered

* Embedded
* Here to stay

_ Institut Mines-Télécom ﬁﬁm.

G ateway

Device Application
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Application < > '

specific
radio

ADSL
Internet
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G ateway

Device N etwork Application

Middleware

Register Register

TELECOM
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Hardware & Physical Layer
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" Hardware and physical layers requirements

Layer 2 protocols

“ Both hardware and Physical Layer should be designed to
minimize energy consumption
* Low-consumption processor (RISC, low frequency)
* Favor non-volatile memory (e.g. Flash) over RAM
* Radio coding / modulation not very efficient but
interference-resilient to simplify MAC protocol

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂﬁ‘l

Layer 2 protocols

“ Both hardware and Physical Layer should be designed to
minimize energy consumption
* Low-consumption processor (RISC, low frequency)
* Favor non-volatile memory (e.g. Flash) over RAM
* Radio coding / modulation not very efficient but
interference-resilient to simplify MAC protocol

Texas Instruments
MSP430 F1611 48-bit silicon

microcontroller serial ID

6-pin expansion 44,

i pin expansion 2-pin SVS
connector; connector

ST Code
Flash (1MB)

SR Radio

Digital
Isolating USB from
microcontroller

TELECOM
Bretagne
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Some Figures

“ Micro-controller (T MSP430) “ Energy:

Consumption (Tx): 19.5 mA

® 8 MHz, RISC ®  Consumption (Rx): 21.8 mA

| Memory. Consumption (1C): 1.8 mA
° RAM-- 10 kB ®  Consumption (sens): 54.5 uA
© Flash; 48 kB + 1 MB ®  Consumption (idle): 5.1 uA
° .
Flash reading: 4 mA
. ] - -
Wireless interface (Chipcon * Flash writing: 20 mA
«C 21120): 2.41GH “ Capacity:
requency: 2. z
®  Throughput: 250 kb/s ® Alkaline batteries: ~ 2 Ah
® Max. frame size: 127 B ®  Self-discharge: “10 uA

What is the most expensive (in term of energy) operation ?

TELECOM
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Some Figures

“ Micro-controller (T MSP430) “ Energy:

Consumption (Tx): 19.5 mA

® 8 MHz, RISC ®  Consumption (Rx): 21.8 mA

| Memory. Consumption (1C): 1.8 mA
° RAM-' 10 kB ®  Consumption (sens): 54.5 uA
© Flash; 48 kB + 1 MB : Consumption (idle): 5.1 pA
Flash reading: 4 mA
. ] - -
Wireless interface (Chipcon ® Flash writing: 20 mA
CC 2420): " Capacity
Frequency: 2.41GHz
® Throughput: 250 kb/s : Alkaline batteries: ~ 2 Ah
® Max. frame size: 127 B Self-discharge: "10 pA

What is the most expensive (in term of energy) operation ?
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Typical sensor network sketches
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Typical sensor network sketches
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Typical sensor network sketches

Increase radio range

TELECOM
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Typical sensor network sketches

essage from node to node
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IEEE 802.15.4 CSMA/CA

IEEE 802.15.4 CSMA/CA

retagne
Filiere 2 EEEE

TELECOM
Bret

retagne
Filiere 2 ﬁggm'



IEEE 802.15.4 CSMA/CA

L 2

TELECOM
Bretagne

Filiere 2 ﬁgml

IEEE 802.15.4 CSMA/CA

SIFS (14 symbols) if frame data size < 18 Bytes
LIFS (40 symbols) if frame data size > 18 Bytes.

L 2

Short IFS: 14 symbols

Clear Channel Assessment : Check for a signal. I
TELECOM
Filiere 2 BEIE



IEEE 802.15.4 CSMA/CA

retagne
Filiere 2 EEEE

IEEE 802.15.4 CSMA/CA
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IEEE 802.15.4 CSMA/CA

Sleep Sleep  Sleep
——
LIl [
LILELELBL LI
Ly
L
BUSY BUSY
[
L4
TELECOM

Bretagne
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IEEE 802.15.4 CSMA/CA

Sleep during CSMA-CA. Otherwise
node must be active expecting data.

TELECOM
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IEEE 802.15.4 CSMA/CA

Sleep Sleep  Sleep
——

. : Active portion : Inactive portion

2mac5uperframe0rder

L 2

slots

2macBeacon Order slots

Beacon Less : Beacon

TELECOM
Bretagne

Filiere 2 ﬁggml

Sleep Sleep  Sleep
—

. : Active portion : Inactive portion

2mac5uperframe0rder

L 2

slots

2macBeaconOrder slots

Beacon Less : Beacon

E 0 < macSuperframerOrder < macBeaconOrder < 14 I
: TELECOM
C LwewTowsn
~omn e




IEEE 802.15.4 CSMA/CA

Allow to concentrate traffic = Sleeping node
Allow other nodes to PAN to send traffic.

Sleep Sleep  Sleep
——

Active portion : Ina

2mac5uperframe0rder

slots

2macBeacon Order slots

Beacon Less : Beacon

TELECOM
Bretagne

Filiere 2 ﬁggml

IEEE 802.15.4 CSMA/CA

Sleep Sleep  Sleep
- N Active portion : Inactive portion
Contention Contention
Access Free
- Period Period : :
I | | I \
. ?
. 2mac5uperframe0rder slots
E pmacBeaconOrder slots
Beacon Less : Beacon
. TELECOM

Bretagne
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IEEE 802.15.4 General Frame Format

000: BEACON

001: DATA 00: PAN and addr not present
010: ACK 10: Addr on 16 bits

011: MAC command 11: Addr on 64 bits

3bits 1bit 1bit 1bit 1bit 3bits 3bits 2bits

4 11 6 + (4t020) + n < 127

TELECOM
Bretagne
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S0 1IPv6 Benefits

Addresses

" Larger address space from 232 to 2128
* Permanent address

“ Stateless auto-configuration of hosts
° Layer 3 "Plug & Play" Protocol

“ Simple header = Efficient routing

* No checksum
* No fragmentation by routers
* Enhanced extension system

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

2N 1Pv6 Benefits

Addresses

Larger address space from 232 to 2128
* Permanent address

“ Stateless auto-configuration of hosts
° Layer 3 "Plug & Play" Protocol

Simple header = Efficient routing

* No checksum
* No fragmentation by routers
* Enhanced extension system

end to end, but. ..

TELECOM
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_ Laurent Toutain Filiere 2 =E 4 il |



1 1Pv6 Benefits

Addresses

Larger address space from 232 to 2128
* Permanent address

“ Stateless auto-configuration of hosts
° Layer 3 "Plug & Play" Protocol

Simple header = Efficient routing

* No checksum
* No fragmentation by routers
* Enhanced extension system

® end to end, but. ..

" Quality-of servi

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 —hd iy |

2211 1Pv6 Benefits

Addresses

Larger address space from 232 to 2128
* Permanent address

“ Stateless auto-configuration of hosts
° Layer 3 "Plug & Play" Protocol

Simple header = Efficient routing

* No checksum
* No fragmentation by routers
* Enhanced extension system

" end to end, but. ..
" Qual ‘ :
" B  obili

TELECOM
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1 1Pv6 Benefits

Addresses

Larger address space from 232 to 2128
* Permanent address

“ Stateless auto-configuration of hosts
° Layer 3 "Plug & Play" Protocol

Simple header = Efficient routing

* No checksum
* No fragmentation by routers
* Enhanced extension system

® end to end, but. ..

" Quali ‘ :

" B  oobil
- IPsec

TELECOM

Bretagne
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Notation
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" IPv6 addresses

Addresses

F2C:544:9E::2:EF8D:6B7 F692:: A:1455::A:6E0 D:63:D::4:3A:55F B33:C::F2 7:5059:3D:CO::

9D: :9BAC:B8CA:893F:80 1E:DE2:4C83::4E:39:F35:C875 2:: A:FDE3:76:B4F:D9D:: D6::

369F:9:F8:DBF::2 DD4:B45:1:C42F:BE6:75:: 9D7B:7184:EF::3FB:BF1A:D80 FE9::B:3

EC:DB4:B:F:F11::E9:090 83:B9:08:B5:F:3F:AF:B84 E::35B:8572:7A3:FB2 99:F:9:8B76::BC9

D64:07:F394: :BDB:DF40:08EE:A79E AC:23:5D:78::233:84:8 FOD:F::FAEB:0F:5C7 E71:F577:ED:E:9DE8: :

B::3 1D3F:AOAA:: 70:8EA1::8:D5:81:2:F302 26::8880:7 93:: F::9:0 E:2:0:266B::

763E:C:2E:1EB:F6:F4:14:16 E6:6:F4:B6:A888:979E:D78:09 9:754:5:90:0A78:A1A3:1:7 2:8::

97B:C4::C36 A40:7:5:7E8F:0:32EC:9A:D0 8A52::575 D::4CB4:E:2BF:5485:8CE 07:5::41 6B::A9:C

94FF:7B8::D9:51:26F 2::E:AE:ED:81 8241:: b5F97:: AD5B:259C:7DB8:24:58:552A:: 94:4:9FD:4:87E5::

5A8:2FF:1::CC EA:8904:7C:: 7C::D6B7:A7:B0:8B DC:6C::34:89 6C:1::5 7B3:6780:4:B1::E586

412:2:5E1:6DE5:5E3A:553:3:: 7F0:: B39::1:B77:DB 9D3:1F1:4B:3:B4E6:7681:09:D4A8 61:520: :E0

1:28E9:0:095:DF:F2:: 1B61:4::1DE:50A 34BC:99::E9:9EFB E:EF:: BDC:672A:F4C8:A1::4:7:9CB7

C697:56AD:40:8:0::62

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

Addresses

1"l Notation ”

“ Base format (a 16-octet Global IPv6 Address):
© 2001:0db8:beef:0001:0000:0000:cafe:deca

® Compact Format:

2001:0db8:beef:0001:0000:0000:cafe:deca

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 =E 4 il |



Notation

“ Base format (a 16-octet Global IPv6 Address):
® 2001:0db8:beef:0001:0000:0000:cafe:deca

® Compact Format:

2001:0db8:beef:0001:0000:0000:cafe:deca

1. Remove 0 on the left of each word

TELECOM
Bretagne

Filiere 2 ﬁggml

Notation

“ Base format (a 16-octet Global IPv6 Address):
© 2001:0db8:beef:0001:0000:0000:cafe:deca

® Compact Format:

2001:db8:beef:1:0:0:cafe:deca

1. Remove 0 on the left of each word

TELECOM

Bretagne
DS bwemTown Fifere 2 . 7



" Notation ~

Addresses

“ Base format (a 16-octet Global IPv6 Address):
® 2001:0db8:beef:0001:0000:0000:cafe:deca

® Compact Format:

2001:db8:beef:1:0:0:cafe:deca

1. Remove 0 on the left of each word
2. To avoid ambiguity, substitute ONLY one sequence of zeros
by ::

TELECOM
Bretagne

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

2210 Notation ”

Addresses

“ Base format (a 16-octet Global IPv6 Address):
© 2001:0db8:beef:0001:0000:0000:cafe:deca

® Compact Format:

2001:db8:beef:1::cafe:deca

1. Remove 0 on the left of each word
2. To avoid ambiguity, substitute ONLY one sequence of zeros
by ::

“ an IPv4 address may also appear : ::ffff:192.0.2.1

TELECOM
Bretagne

_ Laurent Toutain Filiere 2 ﬁﬁml



W

Addresses

Notation ”

“ Base format (a 16-octet Global IPv6 Address):

® 2001:0db8:beef:0001:0000:0000:cafe:deca

® Compact Format:

2001:db8:beef:1::cafe:deca

1. Remove 0 on the left of each word

2. To avoid ambiguity, substitute ONLY one sequence of zeros
by ::

“ an IPv4 address may also appear : ::ffff:192.0.2.1

Warning:
2001:db8:3::/40 is in fact 2001:db8:0003: : /40 and not
2001:db8:0300: : /40

Addresses

Laurent Toutain

Dls it enough for the future ?

“ Address length

* About 3.4x10%® addresses

¢ 60000 trillion trillion addresses per inhabitant on earth

° Addresses for every grain of sands in the world

® IPv4: 6 addresses per US inhabitant, 1 in Europe, 0.01 in China and
0.001 in India

= Ju

stification of a fixed-length address

Warning:

TELECOM
Bretagne

Filiere 2 ﬁggﬁ“

“ An address for everything on the network and not an address
for everything
“ No addresses for the whole life:

* Depends on your position on the network
* ISP Renumbering may be possible

Laurent Toutain

TELECOM
Bretagne
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Addressing scheme

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 —hd iy |

1110 Addressing scheme ”

Addresses

" RFC 4291 defines current IPv6 addresses

* loopback (::1)

° link local (fe80::/10)

° global unicast (2000::/3)
* multicast (££00::/8)

® Use CIDR principles:

* Prefix / prefix length notation
° 2001:db8:face::/48
° 2001:db8:face:bed:cafe:deca:dead:beef/64

" Interfaces have several IPv6 addresses
° at least a link-local and a global unicast addresses

TELECOM

Bretagne



7! Address Format ~

Addresses

Global Unicast Address:

001 obal Prefix

public topology local topology link address
given by the provider assigned by network engineer auto or manual configuration

Link-Local Address:

10 54 64

fe80 0...0

link address

auto-configuration
TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂ&l

‘Interface Identifier ”

Addresses

Interface ID can be selected differently
“ Derived from a Layer 2 ID (l.e. MAC address) :

° for Link Local address
* for Global Address : plug-and-play hosts

TELECOM

_ Laurent Toutain Filiere 2 ﬁgml



' Interface Identifier

Addresses

Interface ID can be selected differently
“ Derived from a Layer 2 ID (l.e. MAC address) :

 for Link Local address
* for Global Address : plug-and-play hosts

“ Assigned manually :

° to keep same address when Ethernet card or host is changed
* to remember easily the address

1,2, 3, ..

~ last digit of the v4 address

~ the IPv4 address (for nostalgic system administrators)

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

= 200 Interface Identifier ”

Addresses

Interface ID can be selected differently

" Random value :

* Changed frequently (e.g, every day, per session, at each
reboot...) to guarantee anonymity

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁml



Interface ldentifier

Interface ID can be selected differently

" Random value :

* Changed frequently (e.g, every day, per session, at each
reboot...) to guarantee anonymity

® Hash of other values (experimental) :

* To link address to other properties
* Public key
° List of assigned prefixes

TELECOM
Bretagne

Filiere 2 ﬁgml

How to Construct an IID from MAC Address

¥ 64 bits is compatible with EUI-64 (i.e. IEEE 1394 FireWire, ...)

TELECOM

Bretagne
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"' How to Construct an IID from MAC Address

Addresses

“ 64 bits is compatible with EUI-64 (i.e. IEEE 1394 FireWire, ...)
“ IEEE propose a way to transform a MAC-48 to an EUI-64

MAC-48

EUI-64

222177 How to Construct an IID from MAC Address

Addresses

00 Vendor

pr——————

Vendor Oxfffe

TELECOM
Bretagne

Filiere 2 ﬁggﬁ“

Laurent Toutain

¥ 64 bits is compatible with EUI-64 (i.e. IEEE 1394 FireWire, ...)
“ |IEEE propose a way to transform a MAC-48 to an EUI-64

® U/L changed for numbering purpose

MAC-48

EUI-64

1D

00 Vendor | SeIROmber
______ 00 Vendor Oxfffe
______ 10 Vendor OxFFFE

TELECOM
Bretagne

Filiere 2 ﬁﬁm'
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'How to Construct an IID from MAC Address

Addresses
“ 64 bits is compatible with EUI-64 (i.e. IEEE 1394 FireWire, ...)
“ IEEE propose a way to transform a MAC-48 to an EUI-64
n

U/L changed for numbering purpose

MAC-48 ------00 Vendor —

EUI-64 | — 00 Vendor oxfffe

I I D ______ 10 Vendor OxFFFE

" There is no conflicts if IID are manually numbered: 1, 2, 3, ...

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁ“

Kind of addresses

TELECOM
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'l Other kind of addresses : ULA (

Addresses

“ Equivalent to the private addresses in IPv4

“ But try to avoid same prefixes on two different sites:
° avoid renumbering if two company merge
° avoid ambiguities when VPN are used

® These prefixes are not routable on the Internet
Unique Local IPv6 Unicast Addresses:

8 40 16 64
fd andom Value
private topology local topology link address

Not Routable in the Internet

Whttp://www.sixxs.net/tools/grh/ula/ to create your own ULA prefIX. TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁ“

! Multicast ~

Addresses

Generic Format:

8 4 4 112

A “

T (Transient) 0: well known address - 1: temporary address
P (Prefix) 1 : assigned from a network prefix (T must be set to 1)
R (Rendez Vous Point) 1: contains the RP address (P & T set to 1)

Scope :

1 - interface-local

2 - link-local

3 - reserved

4 - admin-local

5 - site-local

8 - organisation-local

e - global
£ PP TELECOM

Bretagne




Addresses

8 4 4 112

| o | o m

££f02:0:0:0:0:0:0:1 All Nodes Address (link-local scope)

££02:0:0:0:0:0:0:2 All Routers Address

££02:0:0:0:0:0:0:5 OSPFIGP

££02:0:0:0:0:0:0:6 OSPFIGP Designated Routers

££02:0:0:0:0:0:0:9 RIP Routers

££02:0:0:0:0:0:0:fb mDNSv6

££02:0:0:0:0:0:1:2 All-dhcp-agents

££02:0:0:0:0:1:ffxx:xxxx Solicited-Node Address

££f05:0:0:0:0:0:1:3 All-dhcp-servers (site-local scope)

Whttp://www.iana.org/assignments/ipv6—multicast-addresses TELECOM
_ Laurent Toutain Filiere 2

Addresses

8 4 4 112

| o | o m

££02:0:0:0:0:0:0:1 All Nodes Address (link-local scope)
££02:0:0:0:0:0:0:2 All Routers Address
££02:0:0:0:0:0:0:5 OSPFIGP

££02:0:0:0:0:0:0:6 OSPFIGP Designated Routers
££02:0:0:0:0:0:0:9 RIP Routers

££02:0:0:0:0:0:0:fb mDNSv6

££02:0:0:0:0:0:1:2 All-dhcp-agents
££02:0:0:0:0:1:ffxx:xxxx Solicited-Node Address
££f05:0:0:0:0:0:1:3 All-dhcp-servers (site-local scope)

Whttp://www.|ana.org/assngnments/npv6—multlcast-addresses e

Bretagne
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Addresses

| Anycast ”

“ In the same addressing space as unicast

“ No way to distiguish them
® Two anycast families:
° Same prefix on Internet
~ same a IPv4 anycast for DNS or 6to4
° Same address on the link
Must avoid DAD
~ Some IID values are reserved
~ Al lID bits to 1 except last byte
~ Only 0x7E Mobile Home Agent
° May more addresses with Wireless Sensor Network ?
~ Temperature, presence. ..

64 64

Prefix

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 —hd iy |

| Anycast on prefix : Example from Renater

#traceroute6 2001:500:2f::f
traceroute6 to 2001:500:2f::f (2001:500:2f::f) from 2001:660:7301:3103:223:6cff
30 hops max, 12 byte packets

1
2
3
4
5
6
7
8

2001:660:7301:3103::1 4.774 ms 1.198 ms 2.764 ms
2001:660:7301:3036::1 3.364 ms 2.215 ms 1.417 ms
v1856-gi9-9-rennes-rtr-021.noc.renater.fr 2.892 ms 6.794 ms 2.195 ms
te4-1-caen-rtr-021.noc.renater.fr 7.706 ms 5.1 ms 4.193 ms
ted-1-rouen-rtr-021.noc.renater.fr 6.527 ms 6.296 ms 6.661 ms
te0-0-0-1-parisl-rtr-001.noc.renater.fr 8.702 ms 10.26 ms 8.696 ms
F-root-server.sfinx.tm.fr 8.495 ms 8.607 ms 8.664 ms
f.root-servers.net 8.738 ms 9.171 ms 8.702 ms

TELECOM
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Addresses

#traceroute6 2001:500:2f::f
traceroute6 to 2001:500:2f::f (2001:500:2f::f) from 2001:

64 hops max, 12 byte packets

bbr01-p1-0

© 00 NO U WN -

dcrO1-gi-2

apapane-fe0-0-1 1.
rl.mdtnj.ipv6.att.
.nwrkO1.occaid.
asbnO1.occaid.
atlnO1l.occaid.
dl1ls01.occaid.
1san01.occaid.
irvnO1.occaid.
.psdnO1.occaid.
10 bbr01-f1-5.snfc02.occaid.net 138.501 ms 138.511 ms 137.483 ms

bbr01-g1-0.
bbr01-g1-0.
bbr01-p1-0.
dcr01-p1-5.
bbr01-g0-2.

net
net
net
net
net
net
net

Anycast on prefix

130.
131.
144.
166.
138.
138.
137.

121.

468
372
937
709
437
552
629

Example from Hawal

169 ms 0.970 ms 0.947 ms
net 121.159 ms

737 ms

ms
ms
ms
ms
ms
ms
ms

129.
131.
144.
196.
138.
137.
138.

121.
640
596
550
177
690
956
030

378 ms

ms
ms
ms
ms
ms
ms
ms

130.
131.
144 .
165.
138.
137.
141.

1888:0:1:2d0:b7ff:fe7d

845
421
834
983
544
649
332

ms
ms
ms
ms
ms
ms
ms

11 exit.sf-guest.sfo2.isc.org 147.941 ms 144.929 ms 145.956 ms
12 f.root-servers.net 139.063 ms 139.715 ms 142.571 ms

Addresses

Laurent Toutain

! OnLink Anycast: Example

e & & O

a::l
oifffl

a2

afffl

a::3
ol

TELECOM
Bretagne
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RFC 2526 Anycast values, all bit of [ID set to 1 except last 8 bits:
“ 0xTF: reserved
® 0x7E: Home Agent (Mobile IP)

" 0x00 to 0x7D: reserved

Whttp://www.iana .org/assignments/ipv6-anycast-addresses

Laurent Toutain
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" OnLink Anycast: Example

e & & ¢

Addresses

Q: :-f.FﬂL lo% :-f.ffl

lo% :.f.Ff 1

RFC 2526 Anycast values, all bit of [ID set to 1 except last 8 bits:
“ OxTF: reserved
® 0x7E: Home Agent (Mobile IP)

" 0x00 to 0x7D: reserved

Whttp://www.iana .org/assignments/ipv6-anycast-addresses

Laurent Toutain

TELECOM
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S OnLink Anycast: Example

Addresses

Q: :-f.l'"ﬂL 1ok :-f-ffl

e & & O

Qo :-f-Ff 1

MAC1 MAC2

MAC3

RFC 2526 Anycast values, all bit of [ID set to 1 except last 8 bits:
“ 0xTF: reserved
® 0x7E: Home Agent (Mobile IP)

" 0x00 to 0x7D: reserved

Whttp://www.iana .org/assignments/ipv6-anycast-addresses

Laurent Toutain
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" OnLink Anycast: Example
a::l a2 a::3

oz::-flffl a::-f.ffl oz::.f.Ffl L — MAC2

Addresses

RFC 2526 Anycast values, all bit of [ID set to 1 except last 8 bits:
“ OxTF: reserved
® 0x7E: Home Agent (Mobile IP)
® 0x00 to 0x7D: reserved

Whtt ://www.iana.org/assignments/ipv6-anycast-addresses
p:// g/assig /ip y TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

S OnLink Anycast: Example

Addresses
a::1l o2 a::3

a::-f.Ffl a::-f-ffZL OéZZ-f-ffl b1 s MAC2

RFC 2526 Anycast values, all bit of [ID set to 1 except last 8 bits:
“ 0xTF: reserved
® 0x7E: Home Agent (Mobile IP)
“ 0x00 to 0x7D: reserved

Whtt ://www.iana.org/assignments/ipv6-anycast-addresses
p:// g/assig /ip y TELECOM
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—ht i Anycast on prefix : Example from Hawal

Addresses

# ifconfig en3

en3: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet6 fe80::223:6cff:£e97:679c

inet 192.168.103.177 netmask Oxffffff00 broadcast 192.168.103.255
inet6 2001:660:7301:3103:223:65ff:£e97:679c prefixlen 64 autoconf
ether 00:23:6c:97:67:9c

media: autoselect status: active

supported media: autoselect

# ifconfig en3 inet6 2001:660:7301:3103:FF::FF anycast

# ifconfig en3

en3: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet6 fe80::223:6cff:£e97:679¢c

inet 192.168.103.177 netmask Oxffffff00 broadcast 192.168.103.255
inet6 2001:660:7301:3103:223:65ff:£e97:679c prefixlen 64 autoconf
inet6 2001:660:7301:3103:ff::ff prefixlen 64 anycast

ether 00:23:6c:97:67:9c

media: autoselect status: active

supported media: autoselect

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂﬁ‘l

IPv6 Packets
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|IPv6 Header

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

10 1Pv6 Packet : Simpler ”

Protocol » IPv6 Header

Definition
" IPv6 header follows the same IPv4 principle:
° fixed address size ... but 4 times larger
* alignment on 64 bit words (instead of 32)
" Features not used in IPv4 are removed
" Minimum MTU 1280 Bytes

° If L2 cannot carry 1280 Bytes, then add an adaptation layer
such as AAL5 for ATM or 6LoWPAN (RFC 4944 ) for IEEE
802.15.4.

Goal :

" Forward packet as fast as possible
" Less processing in routers

" More features at both ends
TELECOM

Bretagne



IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv4 Header
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IPv6 Header
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Extension Superiority

o O 0O |m

IPv4: A -> R1

option: -> B

O
O
. =

Bretagne

Filiere 2 EEEE

Extension Superiority

special treatment special treatment special treatment

« ST T g

IPv4: A -> R1

option: -> B

Bretagne
DS GwemTown Fifere 2 5 7



Extension Superiority

& O O O

R1

IPv4d: A -> B

O
O
|

Filiere 2 ﬁ

Extension Superiority

& O O O

R1

¢

Filiere 2 ﬁgm'



Extension Superiority

O O R1

Extension: -> B

l TELECOM
Bretagne

g

Filiere 2 EEEE

& &, R1

Extension: -> B

Bretagne
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Extension Superiority

R1 is the destination, packet is
sent to Routing Extension layer
which swaps the addresses and
forwards the packet.

O
O
. =

Bretagne

Filiere 2 EEEE

Extension Superiority

o O 0O |m

Extension: R1 ->

i TELECOM

Bretagne

DS GwemTown Fiier 2



" Extension Superiority

Protocol » IPv6 Header

o O O

B is the destination, packet is

R1

sent to Routing Extension layer

which sends it to upper layer
protocol. ULP will see a packet

Extension: R1 ->

from A to B.

2101 Extension Order is Important

TELECOM
Bretagne

Filiere 2 ﬁg§m|

Protocol » IPv6 Header

Hop by Hop Processed by every router

Destination Processed by routers listed in Routing extension

Routing Processed by routers listed in Routing extension

Fragmentation Processed by the destination

Authentication Processed by the destination

Security Processed by the destination

60 ©
>| Destination Processed by the destination

R ULP Processed by the destination

sdes v Towan

TELECOM
Bretagne
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Extension Order is Important

Processed by every router

Processed by routers listed in Routing extension

Processed by routers listed in Routing extension

Costly to reassemble in each router listed

Authentication can only be made on full packet

Processed by the destination

60 :
- >| Bestlnatlon Destination information will be protected

RN ULP Processed by the destination

TELECOM

Csies L LwemTown Fiiere 2

Extensions Generic Format

" Next Header: Save values as in IPv6 packets

“ Length: numbers 64-bit long words for variable length
extensions (0 for fixed length fragmentation extension)

“ Data: options (Hop by hop, Destination) or specific format

TELECOM

Bretagne
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Hop by Hop (NH=0)

“ Always first position
® Composed of options:
Padl [0 ]
Router AIert_
Quick 1ot (SN e F ]
(194 | 4 [ Dotagramlength |

Jumbogram

TELECOM
Bretagne

Filiere 2 ﬁggml

Hop by Hop (NH=0)

“ Always first position
® Composed of options:

Padl

Padn

Router Alert

CALIWhen value unknown: |gth

00: skip,
. 01: discard,
Quicki§taitard S3EMP L IGEH

11: Discard + ICMP (if not mul icast)

Jumbogram

TELECOM

Bretagne
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Hop by Hop (NH=0)

“ Always first position
® Composed of options:

Padl

Padn

Router Alert

CALIPSO
be changed:
Quick Start TR
Jumbogram
uu

TELECOM
Bretagne

Filiere 2 ﬁggml

Hop by Hop (NH=0)

“ Always first position
® Composed of options:

Padl - Length in Bytes

Padn

B I R
Router Alert[ TS| T2 Value ]

CALIPSO

Quic stor: [ EEEIEER SEE R 7

Jumbogram

UuU C VVVVV

TELECOM
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S22 Hop by Hop (NH=0)

Protocol » IPv6 Header

“ Always first position
® Composed of options:

Pad1 [0 ]

Router Alert
CALIPSO
Quick Start

Possible options:

Juml] - 0: Multicast Listener Discovery (RFC 2710 )

- 1: RSVP (RFC 2711 )

- 2: Active Networks (RFC 2711 )

- 4 to 35: Aggregated Reservation Nesting Level (RFC 3175 )

- 36 to 67: QoS NSLP Aggregation Levels 0-31 (draft-ietf-nsis-qos-nslp-18.txt) -

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 —hd iy |

#2110 Destination (NH=60)

Protocol » IPv6 Header

Home Address (MIP)

“ Tunnel Encapsultation Limit (RFC 2473 ): the maximum
number of nested encapsulations of a packet. When it reaches
0, the packet is discard and an ICMPv6 message is sent.

“ Home Address (RFC 3775 ): Contains the Home Address of
the sender (IPv6 header contains the Care-of Address).

TELECOM
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Routing (NH=43)

TELECOM
Bretagne

Filiere 2 ﬁgml

Fragmentation (NH=44)

O T 160 23 e 31

e e e R

® Compared to IPv4, it is equivalent to DF=1

“ A Router never fragments packets but sends an ICMPv6
message (" Packet Too Big") with the expected size

" The Sender either uses the fragmentation extension or adapts
TCP segments

TELECOM

Bretagne
Csiest L LwemTowsn Fifere 2 . 7



ICMPv6

TELECOM
Bretagne

Filiere 2 ﬁgml

" ICMPV6 is different from ICMP for IPv4 (RFC 4443 )
* IPv6 (or extension): 58
" Features are extended and better organized

" Never filter ICMPv6 messages blindly, be careful to what you
do (see RFC 4890 )

Format :

O T 16, 23 31

Precision

type code nature of the message ICMPv6

code specifies the cause of the message ICMPv6

mandatory checksum used to verify the integrity of ICMP packet eLecom

Bretagne
U siess | bwemTown Fifere 2 . 7



ICMPv6 : Two Functions

Protocol » IPv6 Header

“ Error occurs during forwarding (value < 128)

1

Destination Unreachable

2

Packet Too Big

3

Time Exceeded

4

Parameter Problem

“ Management Applications (value > 128)

128

Echo Request

129

Echo Reply

130

Group Membership Query

131

Group Membership Report

132

Group Membership Reduction

133

Router Solicitation

134

Router Advertissement

135

Neighbor Solicitation

136

Neighbor Advertissement

137

Redirect

Laurent Toutain

IPv6 Neighbor Discovery

Laurent Toutain
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Neighbor Discovery
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Neighbor Discovery (

" IPv6 nodes sharing the same physical medium (link) use
Neighbor Discovery (ND) to:

TELECOM
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Neighbor Discovery (

" |Pv6 nodes sharing the same physical medium (link) use
Neighbor Discovery (ND) to:

° determine link-layer addresses of their neighbors

~ IPv4 : ARP

TELECOM
Bretagne

Filiere 2 ﬁgml

Neighbor Discovery (

" IPv6 nodes sharing the same physical medium (link) use
Neighbor Discovery (ND) to:
° determine link-layer addresses of their neighbors
~ IPv4 : ARP
° Address auto-configuration

~ Layer 3 parameters: IPv6 address, default route, MTU and
Hop Limit

~ Only for hosts !

~ IPv4 : impossible, mandate a centralized DHCP server

TELECOM

Bretagne
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{7 Neighbor Discovery {

Associated Protocols & Mechanisms

“ IPv6 nodes sharing the same physical medium (link) use
Neighbor Discovery (ND) to:
° determine link-layer addresses of their neighbors
~ IPv4 : ARP
° Address auto-configuration

~ Layer 3 parameters: IPv6 address, default route, MTU and
Hop Limit

~ Only for hosts !

~ IPv4 : impossible, mandate a centralized DHCP server

* Duplicate Address Detection (DAD)
~ IPv4 : gratuitous ARP

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

#2111 Neighbor Discovery (

Associated Protocols & Mechanisms

“ IPv6 nodes sharing the same physical medium (link) use
Neighbor Discovery (ND) to:
° determine link-layer addresses of their neighbors
~ IPv4 : ARP
° Address auto-configuration

~ Layer 3 parameters: IPv6 address, default route, MTU and
Hop Limit

~ Only for hosts !

~ IPv4 : impossible, mandate a centralized DHCP server

* Duplicate Address Detection (DAD)
~ IPv4 : gratuitous ARP
° maintain neighbors reachability information (NUD)

TELECOM
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" Neighbor Discovery (

Associated Protocols & Mechanisms

“ IPv6 nodes sharing the same physical medium (link) use
Neighbor Discovery (ND) to:
° determine link-layer addresses of their neighbors
~ IPv4 : ARP
° Address auto-configuration

~ Layer 3 parameters: IPv6 address, default route, MTU and
Hop Limit

~ Only for hosts !

~ IPv4 : impossible, mandate a centralized DHCP server

* Duplicate Address Detection (DAD)
~ IPv4 : gratuitous ARP
* maintain neighbors reachability information (NUD)

® Mainly uses multicast addresses but also takes into account
NBMA Networks (eg., ATM)
" Protocol packets are transported/encapsulated by/in ICMPv6
messages:
° Router Solicitation: 133 ; Router Advertisement: 134 ;
Neighbor Solicitation: 135 ; Neighbor Advertisement: 136 ;
Redirect: 137
TELECOM

Bretagne
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72011 Stateless Auto-configuration: Basic Principles

Associated Protocols & Mechanisms

.

TELECOM
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Stateless Auto-configuration: Basic Principles

Time t=0: Router is configured with a link-local address and
manually configured with a global address («::/64 is given by
the network administrator)

TELECOM

. e e

Stateless Auto-configuration: Basic Principles

t=1 : Node Attachment
| 4

fe80::1ID1 fe80::11D2

Host constructs its link-local address based on the interface
MAC address

TELECOM

Bretagne
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Stateless Auto-configuration: Basic Principles

t=2

fe80::11D2

::/0 -> solicited (fe80:11D2) : NS (who has fe80::11D27)

Host does a DAD (i.e. sends a Neighbor Solicitation to query
resolution of its own address (tentative): no answers means
no other host has this value).

TELECOM

Dl bwemTown Fiiere 2

Stateless Auto-configuration: Basic Principles

t=3

fe80::1ID2 -> ff02::2 : RS

Host sends a Router Solicitation to the Link-Local
All-Routers Multicast group using the newly link-local
configured address

TELECOM
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Associated Protocols & Mechanisms

= R S

fe80:1ID1 fe80::11D2

a::11D1/64
fe80::11ID1 -> fe80::11D2
RA (a::/64, DHCPv6, MTU=1500, HL=64, bit M=1)

Router directly answers the host using Link-local addresses.
The answer may contain a/several prefix(es). Router can
also mandate hosts to use DHCPv6 to obtain prefixes
(statefull auto-configuration) and/or other parameters (DNS
servers...): Bit M = 1.

TELECOM
Bretagne

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

~ B2 Stateless Auto-configuration: Basic Principles

Associated Protocols & Mechanisms

| | t=5
2

fe80::11D1 fe80::11D2
a::11D1/64

::/0 -> solicited (a:11D2) : NS (who has «::11D27)

Host does a DAD (i.e. sends a Neighbor Solicitation to query
resolution of its own global address: no answers means no

other host as this value).

TELECOM
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Associated Protocols & Mechanisms

fe80::11D1 fe80:11D2
a::11D1/64 a::11D2/64

Host sets the global address and takes answering router as
the default router.

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

Associated Protocols & Mechanisms

“ DAD is a long process:

* Send NS
* Timeout
* May be repeated

For Link-Local and Global addresses

Mobile nodes are penalized

* Discover Network
° Authentication

* DAD, RS/RA, DAD
oDAD allows a host to use the address before DAD

If no answer to DAD then the address becomes a valid one

TELECOM
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Non-Broadcast Multiple Access (NBMA) Networks

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁ“

7 NBMA Networks

Associated Protocols & Mechanisms

“ NDP can handle efficiently NBMA networks

* Every host can be joined separately, but no broadcast
* Telephony network, ATM. ..

" Off-link bit is RA by the router to inform of a NBMA network
* 3G, Sensor Networks (broadcast expensive)

“ All packets are sent to to the router, which will forward to
destination

° No NS
* |CMP Redirect can be used.

TELECOM
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Off Link example

ff02::2 : RS

TELECOM
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RA (cv::/64, DHCPv6, OffLink, MTU=1500, HL=64, bit M=1)

TELECOM
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Off Link example

a::1ID2 -> «::1ID3 : DATA

TELECOM
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a::1ID2 -> «::1ID3 : DAT,

TELECOM
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Off Link example

a::1ID2 -> «::1ID3 : DAT,

TELECOM
Bretagne

Filiere 2

a::1ID2 -> «::1ID3 : DAT,

a::1ID2 -> «::1ID3 : DATA

TELECOM
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Examples

TELECOM
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#2100 Router Configuration Example

Associated Protocols & Mechanisms

interface Vlanb
description reseau C5
ip address 192.108.119.190 255.255.255.128

ipv6 address 2001:660:7301:1::/64 eui-64

ipv6 enable

ipv6 nd ra-interval 10

ipv6 nd prefix-advertisement 2001:660:7301:1::/64 2592000\
604800 onlink autoconfig

TELECOM
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Router Configuration Example

interface Vlanb
description reseau C5
ip address 192.108.119.190 255.255.255.128

ipv6 address 2001:660:7301:1::/64 eui-64

ipv6 enable

ipv6 nd ra-interval 10

ipv6 nd prefix-advertisement 2001:660:7301:1::/64 2592000\
604800 onlink autoconfig

TELECOM
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Router Configuration Example

interface Vlanb
description reseau C5
ip address 192.108.119.190 255.255.255.128

ipv6 address 2001:660:7301:1::/64 eui-64

ipv6 enable

ipv6 nd ra-interval 10

ipv6 nd prefix-advertisement 2001:660:7301:1::/64 2592000\
604800 onlink autoconfig
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! Router Configuration Example

Associated Protocols & Mechanisms

interface Vlanb
description reseau C5
ip address 192.108.119.190 255.255.255.128

ipv6 address 2001:660:7301:1::/64 eui-64

ipv6 enable

ipv6 nd ra-interval 10

ipv6 nd prefix-advertisement 2001:660:7301:1::/64 2592000\
604800 onlink autoconfig

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

. Stateless DHCPv6 ( ): With static

22T parameters

Associated Protocols & Mechanisms

.

fe80:11D1 fe80::11D2
a::11D1/64 a::1|D2/64

fe80::1ID2 -> ff02::1:2

Information-Request

Host needs only static parameters (DNS, NTP,...). It sends
an Information-Request message to All_DHCP_Agents
multicast group. The scope of this address is link-local.

TELECOM
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... Stateless DHCPv6 ( ): With static

I parameters
Associated Protocols & Mechanisms
2 1ID— > §3: relay-frw[Information-request]

fe80::11D1 fe80:11D2
a::11D1/64 a::11D2/64

A relay (generally the router) encapsulates the request into a
Forward message and sends it either to the
All_DHCP_Servers site-local multicast group or to a list of
pre-defined unicast addresses.

TELECOM
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. Stateless DHCPv6 ( ): With static

22T parameters

Associated Protocols & Mechanisms

€:: [ID— > ~ :: IID : relay-reply[parameters, DNS,..ii

fe80::11D1 fe80:11D2
a::11D1/64 a::11D2/64

The server responds to the relay

TELECOM
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Stateless DHCPv6 ( ): With static
parameters

fe80::11ID1 -> fe80::11D2
parameters: DNS,...

The router extracts information from the message to create
answer and sends information to the host

TELECOM

DS LwemTown Fiiere 2

Stateless DHCPv6 ( ): With static
parameters

fe80::11D2

Host is now configured to resolve domain names through the
DNS

TELECOM
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DHCPv6
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fe80::11D1 -> fe80::11D2
RA (bit M=1)

Router responds to RS with a RA message with bit M set to
1. Host should request its IPv6 address from a DHCPv6
server.

TELECOM
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DHCPv6 Full Features

Associated Protocols & Mechanisms

“ For address or prefix allocation information form only one DHCPv6
must be taken into account. Four message exchange :

¢ Solicit : send by clients to locate servers

° Advertise : send by servers to indicate services available
Request : send by client to a specific server (could be through
relays)
Reply : send by server with parameters requested
“ Addresses or Prefixes are allocated for certain period of time

° Renew : Send by the client tells the server to extend lifetime
Rebind : If no answer from renew, the client use rebind to extend
lifetime of addresses and update other configuration parameters
Reconfigure : Server informs availability of new or update
information. Clients can send renew or Information-request
Release : Send by the client tells the server the client does not need
any longer addresses or prefixes.
Decline : to inform server that allocated addresses are already in
use on the link

TELECOM

Bretagne
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" DHCPv6 Scenarii

Associated Protocols & Mechanisms
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DHCPv6 Scenarii
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Relay-Forward {Solicit} y

e

AAAAA‘

retagne
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Relay-Reply {Advertise}

Advertise
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DHCPv6 Scenarii

. & & £
e

| e

R

(0]

lay-forward{Request}

/ Request S1

TELECOM

Bretagne
Clsdem L GweTosn Fiiere 2

e & & &

M“A

||

—

Relay-Reply {Reply
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-

Reply
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DHCPv6 Scenarii

tlay-forward{Renew}

<(W51

Relay-Reply {Reply

-

/

Reply
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DHCPv6 Scenarii

Relay-forward{Renew}

<{W51

Relay-Reply {Reply

-

/

Reply

Relay-forward{Release}

<m

Relay-Reply {Reply

-

/

Reply
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Wireless Sensor Network

TELECOM
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Allow end-to-end communication.
° Not the main feature.

L2 Independant

" Reduce interconnection costs

IPv6, ... but:
* IPv6 packet are too big
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Allow end-to-end communication.
° Not the main feature.

L2 Independant
Reduce interconnection costs
IPv6, ... but:

* IPv6 packet are too big
~ Compress them

Wireless Sensor Network
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Allow end-to-end communication.
° Not the main feature.

L2 Independant

" Reduce interconnection costs

IPv6, ... but:
* IPv6 packet are too big
~ Compress them
* IPv6 is not energy aware
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2111 Wireless Sensor Network

IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

“ L2 Independant

® Reduce interconnection costs
= 1Pvo, ... but:
* IPv6 packet are too big
~ Compress them
* IPv6 is not energy aware
~ Reduce packet size and control plane traffic
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IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

® L2 Independant

“ Reduce interconnection costs
" |Pv6, ... but:
* IPv6 packet are too big
~ Compress them
* IPv6 is not energy aware

~ Reduce packet size and control plane traffic
* IPv6 link is not well defined
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Wireless Sensor Network

IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

“ L2 Independant

“ Reduce interconnection costs
= 1Pvo, ... but:
* IPv6 packet are too big
~ Compress them
* IPv6 is not energy aware
~ Reduce packet size and control plane traffic
* IPv6 link is not well defined
~ Neighbor Discovery Protocol must be improved
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IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

® L2 Independant

“ Reduce interconnection costs
" |Pv6, ... but:
* IPv6 packet are too big
~ Compress them
* IPv6 is not energy aware
~ Reduce packet size and control plane traffic
* IPv6 link is not well defined
~ Neighbor Discovery Protocol must be improved
* IPv6 routing protocols (even Manet) are too expensive
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| Wireless Sensor Network

IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

“ L2 Independant

" Reduce interconnection costs

= 1Pvo, ... but:

* IPv6 packet are too big
~ Compress them

* IPv6 is not energy aware
~ Reduce packet size and control plane traffic

* IPv6 link is not well defined
~ Neighbor Discovery Protocol must be improved

* IPv6 routing protocols (even Manet) are too expensive
~ Define a new routing protocol for LOWPAN
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/. Wireless Sensor Network

IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

® L2 Independant

" Reduce interconnection costs

" |Pv6, ... but:
* IPv6 packet are too big
~ Compress them
IPv6 is not energy aware
~ Reduce packet size and control plane traffic
IPv6 link is not well defined
~ Neighbor Discovery Protocol must be improved
IPv6 routing protocols (even Manet) are too expensive
~ Define a new routing protocol for LOWPAN
IPv6 End-to-end is insecure
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Wireless Sensor Network

IETF Working Groups

" Allow end-to-end communication.
° Not the main feature.

“ L2 Independant

" Reduce interconnection costs

= 1Pvo, ... but:
* IPv6 packet are too big
Compress them
IPv6 is not energy aware
Reduce packet size and control plane traffic
IPv6 link is not well defined
Neighbor Discovery Protocol must be improved
IPv6 routing protocols (even Manet) are too expensive
~ Define a new routing protocol for LOWPAN
IPv6 End-to-end is insecure
Define standard ALG to relay messages, based on REST

TELECOM
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" IPv6 too big

IETF Working Groups » 6LoWPAN

" and L2 frames are too small.

With IPv6 header Compression

Router Advertissement
Discd. IPHC |HC values| ICMPv6

< 67

3b 13b variable 16 No Compression

Router Advertissemenlt
Discr. IPv6 ICMPv6
< 45
1 40 16 P
Frame pequencs Addressing FCS
Control |Number Field
2 1 4 to 20 2
0 to 127
preamble [SDHLen.

4 1 1

TELECOM
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W Discriminator values

IETF Working Groups » 6LoWPAN

¥ 01 000001 Uncompressed IPv6

® 01 000010 Compressed IPv6 (obsolete)
“ 01 010000 Broadcast
* Used to suppress routing loops

“ 01 1 Compressed header (new version)
" 10 xxxxxx MESH
* Kind of tunnel to carry source and destination addresses

® 11 000xxx Fragmentation (first)?

® 11 100xxx Fragmentation (subsequent)

Discriminator cannot be used to identify Zigbee traffic.

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

1 2 models

IETF Working Groups » 6LoWPAN

" Mesh-Under

* L2 allows relaying between nodes
* From IPv6, network appears as a link
* 6LoWPAN adds two Dispatch values (Mesh and Broadcast)

" Route-Over

* Routing (L3) is running on some nodes
* Change for traditional IPv6 link model (no routers)

“ Terminology:

* 6LBR: Border Router (between LoOWPAN and Internet)
* 6LR: Node with routing protocol
* 6LN: Node without routing/forwarding capabilities

TELECOM
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6LoWPAN
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6LoWPAN

- L2 is viewed as a link (single prefi>
- Lot of Broadcasts (high y_consumption)
- How to build bridging table 7 (not IETF business)
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Example : Simple AODV (LOAD)
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Example : Simple AODV (LOAD)
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Example : Simple AODV (LOAD)
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Example : Simple AODV (LOAD)
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6LoWPAN: broadcast

M
swew e »

6LoWPAN: broadcast
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6LoWPAN: broadcast
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6LoWPAN: Route Over

Filiere 2 ﬁgml

6LoWPAN: Route Over
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6LoWPAN: Route Over
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6LoWPAN: Route Over
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6LoWPAN: Route Over
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IPv6 BL =

\ (AN
Route Over: S \\z
- ad-hoc network (addresses not prefixes)

- May avoid boradcast
- Routing protocol (IETF scope) = RPL

9
2 \\\

TELECOM
Bretagne

T R e

IETF Working Groups » 6LoWPAN

= 6LoWPAN (RFC4944) or draft:

* Compression of the IPv6 header

011 THh NH HLIM

CID SAC SAM M DAC DAM

et

® Create contexts for well-known prefixes

TELECOM
Bretagne
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IETF Working Groups » 6LoWPAN

“ TF: DiffServ Field (DSCP: 6 bits), the Explicit Congestion
Notification (ECN: 2 bits) and the flow label (20 bits)

® NH: 0 sent in in Header field, 1 L4 Dispatch after Header
(allow L4 compression)

" HLIM: well know values

® CID: Add a context to allow 16 source and destination prefixes

Laurent Toutain

TELECOM

Bretagne

Filiere 2 ﬁggm

11U SAC and SAM: Source Address Compression

IETF Working Groups » 6LoWPAN

SAC || 00 01 10 11
\SAM
D 64 first pre- | 112 first pre- | 128 are elided
fix bits are | fix bits are
elided, 1ID is | elided, last 16
fully sent IID bits are
sent
O: Address is send com- prefix is FE80: : /64 prefix is prefix is FE80::/64
pletely (Link Local FE80::0:ff:fe00: and IID is taken from
LL and Global) /112 L2 source address.
1: Unspecified address prefix is given by the prefix is given prefix is given by the
(::/0 (fully elided)) context by the  context, contect and IID is
G|Oba| 1) starts  with taken from L2 source
0000:00ff:£e00: address.
and 16 bits inline

Laurent Toutain

TELECOM
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i Compression

IETF Working Groups » 6LoWPAN

M, DAC and DAM: Dest. Address

6e 00
fe 80
02 01
ff 02
00 00
86 00
00 00
01 01
05 01
03 04
00 09
20 01
00 00

i Example:

IETF Working Groups » 6LoWPAN

00
00
64
00
00
8b
00
00
00
40
3a
06
00

Laurent Toutain

3a ff
00 00 00 00 OO

00 00 40

ff fe 2f fc Oa
00 00 00 00 OO
00 00 00 00 O1
a3 40 00 07 08
00 00 00 00 OO
01 64 2f fc Oa
00 00 00 05 dc
cO 00 27 8d 00
80 00 00 00 OO
60 73 01 37 28
00 00 00 00 OO

Laurent Toutain

Compress

m-pac || 00 01 10 11
\DAM
OO Address is send com- prefix is FE80: : /64 prefix is prefix is FE80::/64
Link pletely (Link Local FE80::0:ff:fe00: and IID is taken from
Local and Global) /112 L2 source address.
01 reserved prefix is given by the prefix is given prefix is given by the
Global context by the context, contect and IID is
11D starts with taken from L2 source
0000:00ff:fe00: address.
and 16 bits inline
].O lo- Address is send com- 48 bits are sent 32 bits are sent 8 bits are sent in-
cal Mul- pletely in-line and are spread in-line and are spread line and are spread
ticast in a multicast address in a multicast address in a multicast ad-
the following way the following way dress the following
FFXX: :00XX:XXXX: FFXX: :00XX:XXXX way FF02::00XX
XXXX
1 ]. 48 bits are sent. They reserved reserved reserved
Global are used for large
Multi- scale multicast as de-
cast fined in RFC 3956
Context value
contains the Rendez-
vous Point address
TELECOM
Bretagne

Filiere 2 ﬁggﬁ“
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Example:

Compress

version

fe
02
ff
00
86
00
01
05
03
00
20
00

00
80
01
02
00
00
00
01
01
04
09
01
00

00
00
64
00
00
8b
00
00
00
40
3a
06
00

00
00
ff
00
00
a3
00
01
00
cO
80
60
00

00
00
fe
00
00
40
00
64
00
00
00
73
00

40
00
2f
00
00
00
00
2f
00
27
00
01
00

3a
00
fc
00
00
o7
00
fc
05
8d
00
37
00

ff
00
Oa
00
01
08
00
Oa
dc
00
00
28
00

Compress

011 | TF |NH‘ HLIM |

CID‘SAC‘ SAM |M ‘DAC‘ DAM |

Header fields. . .

011 | TF |NH‘ HLIM |

CID‘SAC‘ SAM |M ‘DAC‘ DAM |

Header fields. . .

TELECOM
Bret

Filiere 2 ﬁﬁ
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Example: Compress

version Flow Label

3a ff
00 00
fc Oa
00 00
00 01 Header fields. . . I
07 08
00 00
fc Oa
05 dc
8d 00
00 00
37 28
00 00

011

CID|SAC SAM I M |DAC|

TELECOM
Bretagne

Filiere 2 ﬁ

011

00

fe 2f fc Oa
00 00 00 OO
00 00 00 O1 Header fields. . . I
40 00 07 08
00 00 00 OO
64 2f fc Oa
00 00 05 dc
00 27 8d 00
00 00 00 OO
73 01 37 28
00 00 00 00

CID|SAC SAM I M |DAC|

TELECOM
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Example: Compress

proto = ICMPv6
Length HLim
voss
00 00 011 | TF |NH‘ HLIM |

00 00
fe 2f fc Oa
00 00 00 OO
00 00 00 O1 Header fields. . .
40 00 07 08
00 00 00 OO
64 2f fc Oa
00 00 05 dc
00 27 84 00
00 00 00 OO
73 01 37 28
00 00 00 OO

version Flow Label

CID‘SAC‘ SAM |M ‘DAC‘ DAM |

TELECOM
Bretagne

Filiere 2

version Flow Label proto =ICMPv6
HLim

011 | TF | NH ‘ HLIM |
Source
Address CID‘ SAC‘ SAM | M ‘ DAC‘ DAM |

Dest.
Address Header fields. . .

86 00 8b a3 40 00 07 08
00 00 00 OO 00 00 00 OO
01 01 00 01 64 2f fc Oa
05 01 00 00O 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 0O
20 01 06 60 73 01 37 28
00 00 00 00 00 00 00 OO

TELECOM
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Example: Compress

version Flow Label proto = ICMPv6
HLim

011 | TF |NH‘ HLIM |
Source
Address CID‘SAC‘ SAM | M ‘DAC‘ DAM |

Dest.
Address Header fields. . .

86 00 8b a3 40 00 07 08
00 00 00 OO 00 00 00 0O
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 OO 00 00 00 OO

Data

TELECOM
Bretagne

Filiere 2 ﬁﬁ I

version Flow Label proto =ICMPv6
HLim

Difx | | ( | NH ‘ HLIM |
Source
Address CID‘ SAC‘ SAM | M ‘ DAC‘ DAM |

Dest.
Address Feadiir fields. ..

86 00 8b a3 40 00 07 08 Data
00 00 00 OO 00 00 00 OO
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 00O 00 00 00 0O

TELECOM
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Example: Compress

version Flow Label proto = ICMPv6
HLim

|NH‘ HLIM |
Source

Address CID‘SAC‘ SAM |M ‘DAC‘ DAM |

Dest.
Address =t} SA

86 00 8b a3 40 00 07 08
00 00 00 OO 00 00 00 0O
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 OO 00 00 00 OO

Data

TELECOM
Bretagne
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version Flow Label proto =ICMPv6
HLim

Difx | | ( | 10} ‘ HLIIVI |
Source
Address CID‘ SAC‘ SAM | M ‘ DAC‘ DAM |

Dest.
Address =t}  SA

86 00 8b a3 40 00 07 08 Data
00 00 00 OO 00 00 00 OO
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 00O 00 00 00 0O
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Example: Compress

version Flow Label proto = ICMPv6
HLim

|NH‘ HLI |
Source

Address (ID‘SAC‘ SAM |M ‘DAC‘ Y] |

Dest.
Address =t} SA

86 00 8b a3 40 00 07 08
00 00 00 OO 00 00 00 0O
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 OO 00 00 00 OO

Data

TELECOM
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version Flow Label proto =ICMPv6
HLim

Difx | | ( | 10} ‘ HLIIVI |
Source
Address ( ID‘ SAC| SAM | M ‘ DAC‘ DAM |

Dest.
Address =t}  SA

86 00 8b a3 40 00 07 08 Data
00 00 00 OO 00 00 00 OO
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 00O 00 00 00 0O
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Example: Compress

version Flow Label proto = ICMPv6
HLim

Source
Address

Dest.
Address

86 00 8b a3 40 00 07 08
00 00 00 OO 00 00 00 0O
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 OO 00 00 00 OO

Data

DIlE |
CID|SAC SAI I

=t} SA

INHl HLIV I

i |DAC| BYAY I

TELECOM
Bretagne

Filiere 2 ﬁgml

version Flow Label proto =ICMPv6
HLim

Source
Address

Address
86 00 8b a3 40 00 07 08

Data
00 00 00 0O 00 00 00 0O
01 01 00 01 64 2f fc Oa
05 01 00 00 00 00 05 dc
03 04 40 cO 00 27 8d 00
00 09 3a 80 00 00 00 00
20 01 06 60 73 01 37 28
00 00 00 00 00 00 00 0O

o1

r
(ID| SAC| SAmM I

=t}  SA

INH| HLIV I

i |DAC| CAM I

TELECOM
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Example: Compress

011 | TF |NH‘ HLIM |

CID‘SAC‘ SAM |M ‘DAC‘ DAM |

Header fields. . .

TELECOM
Bret

Filiere 2 ﬁﬁ

version Flow |Label proto = ICMPv6
HLim

Difx | TF | NH ‘ HLIM |
Source
Address CID‘ SAC‘ SAM | M ‘ DAC‘ DAM |

Dest.
Address Header fields. . .

eb 08 00 50 10 ea 59 f5
3b 1la 5e 5a 80 18 80 55
£f6 a0 00 00 01 01 08 Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 5f 75
74 6d 2e 67 69 66 3f 75
74 6d 77 76 3d 35 2e 34
2e 34 26 756 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32

TELECOM
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Example: Compress

version Flow Label proto =,ICMPv6
HLim

Source
Address CID| SAC| SAM I M |DAC|

Dest.
Address Header fields. . . I

eb 08 00 50 10 ea 59 f5
3b 1la 5e 5a 80 18 80 55
f6 a0 00 00 01 01 08 Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 5f 75
74 6d 2e 67 69 66 3f 75
74 6d 77 76 3d 35 2e 34
2e 34 26 75 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32

TELECOM
Bretagne

Filiere 2 ﬁ

version Flow |Label proto = ICMPv6
HLim

Difx I TK I NH| HLIM I
Source
Address CID| SAC| SAM I M | DAC| DAM I

Dest.
Address klezaer fields. . . I

eb 08 00 50 10 ea 59 f5
3b 1la 5e 5a 80 18 80 55
£f6 a0 00 00 01 01 08 Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 5f 75
74 6d 2e 67 69 66 3f 75
74 6d 77 76 3d 35 2e 34
2e 34 26 756 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32
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Example: Compress

version Flow Label proto =,ICMPv6
HLim

e I | ] INHl HLMI
Source
Address CID|SAC SAM I M |DAC DAM I

Dest.
Address klezazr fields. . . I

eb 08 00 50 10 ea 59 f5
3b 1la 5e 5a 80 18 80 55
f6 a0 00 00 01 01 08 Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 5f 75
74 6d 2e 67 69 66 3f 75
74 6d 77 76 3d 35 2e 34
2e 34 26 75 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32

TELECOM
Bretagne

Filiere 2 ﬁ

version Flow |Label proto = ICMPv6
HLim

e I | ] INHl HLMI
Source
Address (ID|SAC Y I M |DAC DAM I

Dest.
Address klezaer fields. . . I

eb 08 00 50 10 ea 59 f5
3b 1la 5e 5a 80 18 80 55
£f6 a0 00 00 01 01 08 Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 5f 75
74 6d 2e 67 69 66 3f 75
74 6d 77 76 3d 35 2e 34
2e 34 26 756 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32

TELECOM
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Example: Compress

proto = ICMPv6

version Flow Label

HLim

Source
Address

Dest.
Address
eb 08 00 50 10 ea 59 £f5

3b 1la 5e 5a 80 18 80 55
f6 a0 00 00 01 01 08 Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 5f 75
74 6d 2e 67 69 66 3f 75
74 6d 77 76 3d 35 2e 34
2e 34 26 75 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32

Dijt

TE INHl HLMI

klezazr fields. . .

20 01 06 60
02 23 df ff

2a 00 14 50
00 00 00 00

CIDl SACl (910} I U |D/\CI QU I

73 01 37 28
fe a9 £f7 ac

40 07 08 03
00 00 10 04

TELECOM
Bret

Filiere 2 ﬁﬁ

proto = ICMPv6

version Flow Label

HLim

Source
Address

Address

eb 08 00 50 10 ea 59 5
3b 1a 5e ba 80 18 80 55
f6 a0 00 00 01 01 08 0Oa
03 e7 60 72 78 aa 80 5d
47 45 54 20 2f 5f 6f 75
74 6d 2e 67 69 66 3f 75
74 64 77 76 3d 35 2e 34
2e 34 26 75 74 6d 73 3d
33 30 37 26 75 74 6d 6e
3d 32

o1

TE NH| 10 I

klezaer fields. . .

20 01 06 60
02 23 df ff

2a 00 14 50
00 00 00 0O

(IDl S/\Cl (910} I U |D/\CI (910) I

73 01 37 28
fe a9 £f7 ac

40 07 08 03
00 00 10 04

40 Bytes to 35 Bytes

TELECOM
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Neighbor Discovery

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

= 721 Neighbor Discovery Protocol For LoWPAN

IETF Working Groups » 6LoWPAN

Limitations:
“ radio range is limited, all the nodes cannot talk directly.
“ range change
® Bidirectional traffic cannot be always guaranteed.
“ The link definition is not clear
“ Energy consumption must be limited

“ Implementation must be kept as simple as possible

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 =E 4 il |



- Neighbor Discovery Protocol For LoOWPAN

IETF Working Groups » 6LoWPAN

Two models:

“ Mesh-Under model: L3 multicast address mapped into a L2
broadcast address. No change

“ Route-Over networks =~ NBMA: control done by a server.
* Multicast only allowed to discover neighbor routers:

~ Once the address of a router is learned, the traffic will be send

in unicast.
~ No periodic RA

* NDP do not, by construction, cross routers since original:

~ NDP for 6LoWPAN introduces the concept of Multi-Hop
prefixes

® LL addresses are based on the EUI-64
° unique: no need for DAD or NS

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂﬁl

7 NDP options

IETF Working Groups » 6LoWPAN

" 6LoWPAN uses RA, RS, NS and NA

Only RS is sent in multicast: FF02: :2

Standard and new options are used:

* SLLAO: Source Link-layer Address
* PIO: Prefix Information

* 6CO: 6LoOWPAN Context Number
* ABRO: Announcing Border Router
* ARO: Address Registration

= If IID is based on MAC (or from DHCP): no DAD

Currently there is no 6LoWPAN Compression for NDP
messages.

TELECOM
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LL address

11D, 11D,

Traditional NDP

NS FE80 :: 1D, ?

NA FE80 :: 1ID2 = 11D>

/DL — 11D, | FEgp .

2 ID; — FESQ - 11D,

TELECOM
Bretagne

Filiere 2 ﬁgml

LL address

11Dy 1D,

NDP for LoOWPAN

/IDy — 11D, | FEgy -

1Dy — FEgp .. 11D,

TELECOM

Bretagne
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NDP for Global Addresses:

6LBR 6LR Node
LLy LLy LLg
Ly — FFO02 :: 2
S(SLLAO)
Ly — gy
RA(SLLAO’P/éIﬁ{‘n 4
— "ABRO)
LLy — LLy
NS0t
Ly — gy
NS(ARO) 2

TELECOM
Bretagne

Filiere 2 ﬁ

NDP for Global Addresses: Mesh

6LBR 6LR Node
LLy LLy LLs
k|
LLy — FFO2 2 2
S(SLLAO)
Lly — 14,

AstLao, pio
Ly — Ll

S(sLLAO,ARO)

Ly
NS, LL, (w/
(4ro) _, FFO2

(SL"“O,p/o
/6co
;'48/?0)
DAR Ll
L _——— LL2 0)
‘ NS(sLLAC AT
DAc 7
41 -
/VS("V?O) LLQ

TELECOM
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NDP for Global Addresses: Mesh

6LBR 6LR Node
LLy LL, LLs
e/_z_
LL, — FFO2
>RS(51A0)
Ll — gy,
RA(SLLAO:P/Olﬁr‘n “B
— TBRO)
LLp — Lk

S(5LLAO,ARO)
Ll —
NS L, {U/
(4ro) _, FFO2

\ DAR e LLy
e LL2 ARO)
_/ S NS(SLLAO ’
DAc
TELECOM

Bretagne
DS et e M

ISA 100
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ISA 100
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Backbone router

Backbone
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| Backbone router

IETF Working Groups » 6LoWPAN

Router@

: | Backbone |

5 O BC

ARO + Trans. ID + Unique ID

TELECOM
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IETF Working Groups » 6LoWPAN

Router
DAD earo) @

mn. (.}
DdCKDOIIE

5 b B

—
e

N
7
|
1
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| Backbone router

IETF Working Groups » 6LoWPAN

No response

Router

T

Backbone

BR1

BR3

= o

O

Laurent Toutain
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IETF Working Groups » 6LoWPAN

Routen

T

Backbone

O

O

Laurent Toutain
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| Backbone router

IETF Working Groups » 6LoWPAN

Router@

: | Backbone |

= O BC

TELECOM
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IETF Working Groups » 6LoWPAN

Router
DAD earo) @

mn. (.}
I DdCKDOIIE

= O B

—

N
7
|
1
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_ Laurent Toutain Filiere 2 BEIE



| Backbone router

IETF Working Groups » 6LoWPAN

NApito=0

Router

4

T

Backbone

BR3

= [

O

TELECOM
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IETF Working Groups » 6LoWPAN

Routen

T

Backbone

O

L sidenos v Towan
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| Backbone router

IETF Working Groups » 6LoWPAN

Ji-o

Router

T

Backbone

BR3

= [T

O

TELECOM
Bretagne
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IETF Working Groups » 6LoWPAN

w0

NS Routen

AN
N

T

Backbone

BR3

A= T

O

L sidenos v Towan

TELECOM
Bretagne

Filiere 2 BEIE



| Backbone router

IETF Working Groups » 6LoWPAN

Ji-o

NA

i
Router m

N
: | Backbone |

i |/ I

BRl_{ifij BRQ_{ifij BR3

O

TELECOM
Bretagne
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IETF Working Groups » 6LoWPAN

>0

@
Routen E

Backbone

BRl_{ifij BRQ_{ifij BR3

O

L sidenos v Towan

TELECOM
Bretagne

Filiere 2 BEIE



| Backbone router

IETF Working Groups » 6LoWPAN

i
Router m

: | Backbone |

= HE BC

TELECOM
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IETF Working Groups » 6LoWPAN

=
Router ]
DAD earo) E

m. (.}
DdCKDOIIE

—
e

N
7
|
1
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| Backbone router

IETF Working Groups » 6LoWPAN

=
Router ]
DAD earo) ll::H

m. (.}
DaCKkpone

—
s g

S
7
|
1

TELECOM
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IETF Working Groups » 6LoWPAN

@
Routen E

: | Backbone |

= HE B
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Backbone router

IETF Working Groups » 6LoWPAN

i
Router w

| Backbone

= HE B

X 0K

= DA CStatus

TELECOM
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LOAD and LOADng
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Routing Protocols

" G.9903 (Annex H)

* Narrowband orthogonal frequency division multiplexing power
line communication transceivers for G3-PLC networks.

"' http://www.itu.int/rec/ T-REC-G.9903-201210-I

“ LOAD works for mesh-under (MAC-16 and MAC-64),

“ LOADng includes route-over (IPv6) and IPv4 .
® Messages:

* Route REQuest : flooded to neighbors looking to a destination.

* Route REPly: P2P response triggered when a RREQ reach the
destination.

* RREP-ACK: optional to LOADng to be sure that the RREP
has been received.

* RERR: when impossible to forward data toward destination
TELECOM

Bretagne
_ Laurent Toutain Filiere 2 —hd iy |

Routing Protocols

Each node maintains 4 tables:
® Routing Set:

[ Dest | NextHop [ Metric | MetricType | HopCount [ SegNum | Bidir. [ Iface | ValidTime |

“ Blacklisted Set: Neighbors with unidirectional connectivity.
" Local Interface set: addresses associated to node's interfaces.

“ DestinationSet: addresses the node is responsible (ie non
LOAD nodes)

“ Pending ack set: if REEP-ACK is required.

TELECOM



) Example

Routing Protocols

Dest

NH

HC

Seq

Bidir

Dest | NH

HC

Seq | Bidir

Dest | NH

HC

Seq | Bidir

Destination

source

: Simple AODV (LOAD)

Dest | NH | HC | Seq | Bidir
Dest | NH | HC | Seq | Bidir
Dest | NH | HC | Seq | Bidir

i Example

Dest

NH

HC

Seq

Bidir

Laurent Toutain

TELECOM
Bretagne

Filiere 2 ﬁggﬁ“

Routing Protocols

Dest

NH

HC

Seq

Bidir

Dest | NH

HC

Seq | Bidir

RREQ: Orig=5, Dest=0,
Seq=BEEF, HC=0

Dest | NH

HC

Seq | Bidir

Destination

: Simple AODV (LOAD)

Dest | NH | HC | Seq | Bidir
Dest | NH | HC | Seq | Bidir
Dest | NH | HC | Seq | Bidir

Dest

NH

HC

Seq

Bidir

Laurent Toutain
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Example : Simple AODV (LOAD)

Routing Protocols

Dest | NH | HC | Seq | Bidir

Destination

pestll Nl HElll sedll 5idl . Dest| NH | He [ Seq | Bidir

Dest | NH | HC | Seq | Bidir

RREQ: Orig=5, Dest=0,
Seq=BEEF, HC=0 0 BEEF| O

5 5 1 |BEEF| O

Dest | NH | HC | Seq | Bidir Dest | NH | HC | Seq | Bidir
0 BEEF| O 0 BEEF| O
5 5 1 |BEEF| O 5 5 1 |BEEF| O

Dest | NH | HC | Seq | Bidir

0 BEEF| 0

TELECOM

Bretagne
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Example : Simple AODV (LOAD)

Routing Protocols

Dest | NH | HC | Seq [ Bidir

Destination

Destll Nl HAlll sedll il . Dest| NH | He [ Seq | Bidir

Dest | NH | HC | Seq | Bidir
RREQ: Orig=5, Dest=0,

Seq=BEEF, HC=1 0 BEEF| 0

5 5 1 |BEEF| 0

Dest| NH | HC [ Seq Bidil\ ‘ Dest| NH | He [ seq | Bidir

0 BEEF| o sotirce 0 BEEF| o

5 | 5 | 1 |seer| o 5 | 5 | 1 |seer| o
Desll NEl HAll| s<all eidil

0 BEEF| 0

TELECOM
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Routing Protocols

Example : Simple AODV (LOAD)

Dest | NH | HC | Seq | Bidir
Destination
Dest| NH | HC | Seq | Bidir . pealll NEl <l sedlll sidit
Dest | NH | HC | Seq | Bidir
RREQ: Orig=5, Dest=0,

Seq=BEEF, HC=1 0 BEEF| 0
/ 5 5 1 [BEEF| o
Dest| NH | HC [ Seq BidiJ\ dest NH | He | Seq [ Bidir
0 BEEF| 0 solirce 0 BEEF| ©
5 | s 1 [BEEF| © 5 | s 1 |BEEF| o

Dest | NH | HC | Seq | Bidir

0 BEEF| 0

Laurent Toutain

TELECOM
Bretagne
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Routing Protocols

Example

Dest

NH

HC

Seq

Bidir

Destination

Simple AODV (LOAD)

Deatll NEll HElll s<alll eidil . e
Dest | NH | HC | Seq | Bidir
RREQ: Orig=5, Dest=0,
Seq=BEEF, HC=2 0 BEEF| 0
5 | 5 | 1 |Beer| o
Destll NEll HElll s<alll eidil Dest | NH | HC | Seq | Bidir
0 BEEF| 0 source 0 BEEF| 0
5 | 5 | 1 |Beer| o 5 | 5 | 1 |Beer| o
pestll NEl HEll| sedll eidil
0 BEEF| 0

Laurent Toutain
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Example : Simple AODV (LOAD)

Routing Protocols

Dest | NH | HC | Seq | Bidir

Destination
pestll Nl HElll sedll 5idl . pealll NEl <l sedlll sidit
0 BEEF| o 0 BEEF| 0

5 3 2 |BEEF| O ‘ ‘ 5 3 2 |BEEF| 0

Dest | NH | HC | Seq | Bidir

‘ 0 BEEF| 0

5 5 1 |BEEF| O

peatll Nl HElll sedll 5idl ‘ . ‘ Dest| NH | He [ seq | Bidir

0 BEEF| 0 source 0 BEEF| O

5 5 1 |BEEF| O 5 5 1 |BEEF| 0
Dest | NH | HC | Seq [ Bidir

0 BEEF| 0

TELECOM

Bretagne
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Routing Protocols

Dest | NH | HC | Seq [ Bidir

Destination
Deatll NEll HElll s<alll eidil . e
0 BEEF| © 0 BEEF| 0
5 3 2 |BEEF o( ‘ 5 3 2 |BEEF| o
\ Dest | NH | HC | Seq | Bidir
RREQ: Orig=5, Dest=0,
Seq=BEEF, HC=3 ‘ 0 BEEF| 0

5 5 1 |BEEF| 0

Dest | NH | He | Seq | Bidir ‘ . ‘ Dest| NH | He [ seq | Bidir

0 BEEF| 0 source 0 BEEF| O

5 5 1 |BEEF| 0 5 5 1 |BEEF| 0
Dest | NH | HC | Seq [ Bidir

0 BEEF| 0

TELECOM

Bretagne
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Example : Simple AODV (LOAD)

Routing Protocols

Dest | NH | HC | Seq | Bidir

5 1 3 |BEEF| O

Destination
pestll Nl HElll sedll 5idl . pealll NEl <l sedlll sidit
0 BEEF| o 0 BEEF| 0

5 3 2 |BEEF| O ‘ ‘ 5 3 2 |BEEF| 0

Dest | NH | HC | Seq | Bidir

‘ 0 BEEF| 0

5 5 1 |BEEF| O

peatll Nl HElll sedll 5idl ‘ . ‘ Dest| NH | He [ seq | Bidir

0 BEEF| 0 source 0 BEEF| O

5 5 1 |BEEF| O 5 5 1 |BEEF| 0
Dest | NH | HC | Seq [ Bidir

0 BEEF| 0

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬁﬁl

Example

Routing Protocols

Dest | NH | HC | Seq [ Bidir

5 1 3 |BEEF| O

Q Destination
Dest | NH | HC | Seq | Bidir Qggf Dest | NH | HC | Seq | Bidir
0 BEEF| 0 0 BEEF| 0
5 3 2 ||BEEF| 0 ‘ 5 3 2 |BEEF| 0

Dest | NH | HC | Seq | Bidir

‘ 0 BEEF| O

5 5 1 |BEEF| 0

Dest | NH | He | Seq | Bidir ‘ . ‘ Dest| NH | He [ seq | Bidir

0 BEEF| 0 source 0 BEEF| O

5 5 1 |BEEF| 0 5 5 1 |BEEF| 0
Dest | NH | HC | Seq [ Bidir

0 BEEF| 0

TELECOM

Bretagne
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Routing Protocols

Dest | NH | HC | Seq | Bidir

5 1 3 |BEEF| O

Dest | NH | HC | Seq [ Bidir
0 0 1 |BEEF| O
5 3 2 |BEEF| 0

Dest | NH | HC | Seq [ Bidir
0 BEEF| 0
5 5 1 |BEEF| O

Destination

source

Laurent Toutain

Dest | NH | HC | Seq [ Bidir

Dest | NH | HC | Seq | Bidir
0 BEEF| O
5 3 2 |BEEF| 0

Dest | NH | HC | Seq | Bidir
0 BEEF| O
5 5 1 |BEEF| O

Dest | NH | HC | Seq | Bidir
0 BEEF| O
5 5 1 |BEEF| O

0 BEEF| 0

TELECOM
Bretagne

Filiere 2 ﬁ%gﬁﬂ

Routing Protocols

Dest | NH | HC | Seq [ Bidir

5 1 3 |BEEF| O

Dest | NH | HC | Seq [ Bidir
0 0 1 |BEEF| 0
5 3 2 |BEEF| O

Dest | NH | HC | Seq [ Bidir
0 BEEF| 0
5 5 1 |BEEF| 0

Destination

&
&
@

'?,%;o
RREP

source

Laurent Toutain

Dest | NH | HC | Seq [ Bidir

Dest | NH | HC | Seq | Bidir
0 BEEF| O
5 3 2 |BEEF| O

Dest | NH | HC | Seq | Bidir
0 1 2 |BEEF| O
5 5 1 |BEEF| 0

Dest | NH | HC | Seq | Bidir
0 BEEF| O
5 5 1 |BEEF| 0

0 3 3 |BEEF| O

TELECOM
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Routing Protocols

Dest | NH | HC | Seq [ Bidir
0 0 1 |BEEF| O
5 3 2 |BEEF| 0

Dest | NH | HC | Seq [ Bidir
0 BEEF| 0
5 5 1 |BEEF| O

source

Dest | NH | HC | Seq | Bidir
5 1 3 [BEEF| 0
Destination

NH

HC

Seq

NH | HC | Seq | Bidir
BEEF| O
3 2 |BEEF| 0

NH | HC | Seq | Bidir
1 2 |BEEF| 0
5 1 |BEEF| O

NH | HC | Seq | Bidir
0 BEEF| O
5 5 1 |BEEF| O

BEEF

Laurent Toutain

TELECOM
Bretagne
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Routing Protocols

Laurent Toutain

Dest | NH | HC | Seq | Bidir
5 [ 1| 3 [seer| o
Q Destination
Dest | NH | HC | Seq [ Bidir ng NH | HC [ Seq [ Bidir
o [ o] 1 [seer| o A BEEF| 0
5 | 3| 2 [seer| o 3 | 2 [BEEF| O
NH | HC | Seq | Bidir
1 | 2 |seef| o
5 | 1 [BEEF| O
try is in table, message ignored, expect if QoS

Dest NH_arIEI:CI".S.Ieg Bidir] éﬁ g @5 ' TD&t| NH | HE ] Seq IBidir
0 better or HC smaller. 0 BEEE] o
5 [ 5 | 1 [|seer| o s reTsa e L5l 5 | 1 [seer o

o [ 3| 3 [seer| o

TELECOM
Bretagne
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RPL Ecosystem

Thanks to Dominique Barthel (Orange)
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RPL Ecosystem

Thanks to Dominique Barthel (Orange)
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RPL Ecosystem

Thanks to Dominique Barthel (Orange)
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RPL Ecosystem

Thanks to Dominique Barthel (Orange)
TELECOM

Dl GwemTown Fiiere 2

RPL Ecosystem

Thanks to Dominique Barthel (Orange)
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RPL

Thanks to Dominique Barthel (Orange)
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#01I RPL: Generic protocol

RPL

Routing Protocol on Lossy Links
Based on a Directed Acyclic Graph:

° Based on Distance Vector

Simple to implement

Announcements are limited in stable network with trickle
algorithm

Designed to be robust (several paths) and reduced
convergence time

Two kind of traffic

° P2MP: 6LBR to 6LN
* MP2P: 6LN to 6LBR
° P2P is under study

Each node can be a router and forward packets
Some nodes can only be leave:

° Register their address
* Do not participate to routing announcement

TELECOM
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RPL - DIO
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RPL - DIO

B
’ rank=0
)

o ©
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RPL - DIO

rank rfnk=5

rank=5 rank=7 ’
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RPL - DIO
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RPL - DIO
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RPL - DIO

rank=7

rank=13

rank=12
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rank=7

rank=16

-~ rank=17
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RPL

rank=7

rank=9

rank=13
rank=16
rank=12

rank=17
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rank=7

DoDAG:
Destination-Oriented Directed Acyclic Graph

rank=16
rank=12
rank=17
TELECOM
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RPL

rank=7

rank=9

rank=13

rank=16
rank=12

rank=17
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RPL - DIO

rank=7

rank=5

rank=16
rank=12

rank=17
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RPL - DIO

rank=11

rank=16
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RPL - DIO

rank=6

rank=5

rank=15
rank=11

rank=16
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RPL - DIO

rank=6

rank=15
rank=11

rank=16
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RPL - DIO

rank=16
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RPL - DIO

rank=15
rank=11

rank=16
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RPL

rank rfnk=5

‘ rank3\0—
rank=6 ‘
rank=co rank=7 ‘
‘ ‘ rank=c0
~ rank=o0

 rank=o00
. ‘ rank=o0
rank=15 ee
y rank=00 ‘

~ rank=16
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rank=7

rank=9

rank=13

rank=16
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RPL

[0 Teoveeunn. 15......... 23. ... 31
Instance version Rank

S ILLS SIS IS IS 7777777

G MOHPreff DTSN |~ Flags | Reserved

(VI VNI 4

DODAG ID

(one of root’s IPv6 address)

rank=16

Options

TELECOM

Bretagne
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RPL

Rank: 16 bits
MinHopRanklIncrease: is used to add some precision

° by default: MinHopRanklIncrease = 256
DAGRank(rank) = [ rank J

MinHopRankIncrease
° by default: rank most significant byte.
Relations:
* Arank < Brank if DAGRank(Arank) < DAGRank(Biank)
* Arank = Brank if DAGRank(Aank) = DAGRank(Byank)
* Avank > Brank if DAGRank(Aank) > DAGRank(Byank)
Actions:
* DAGRank(M) < DAGRank(N):
~ M can be a DoDAG parent without risk of loop
* DAGRank(M) = DAGRank(N):
~ There is a risk of loop, but sibling possibilities
* DAGRank(M) > DAGRank(N):
~ High risk of loop

TELECOM

Bretagne
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Example

RPL

e MinHopRanklIncrease = 256
o Compute the DoDAG

A w e
s %

246
(2]
. B N
LS~ '
L
‘-248,_‘ &gv

TELECOM
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r=702 r=604 e MinHopRanklIncrease = 256

e Compute the DoDAG

DR2 DR=2
¢ ¢

J)\/ ps t=0 %‘ r=866

TELECOM
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Example

RPL

r=702 r=604 e MinHopRanklIncrease = 256
o Compute the DoDAG

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬁﬁ‘l

.

r=702 r=604 e MinHopRanklIncrease = 256
e Compute the DoDAG

.1063.. .

19r=933 guDR==2

DR3 @@
¢

g > 'v=1061
rAP722Y Y @ R=4
DR=6 " r=1660 .

€ g o
2 ¥

TELECOM
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_ Laurent Toutain Filiere 2 =E 4 Tl |



RPL

Example

r=702 r=604 e MinHopRanklIncrease = 256
.DR=2 ‘DR=2 o Compute the DoDAG
Sy s

“r)y %s r=0 625‘ r=866

AT s T e

() v~ r=1061

r217225 Y DR=4
DR=6 r=1660 .

G - OR—6 .

2 ¥=1523

TELECOM
Bretagne
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e MinHopRanklIncrease = 256
e Compute the DoDAG
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RPL

e MinHopRanklIncrease = 256
o Compute the DoDAG

TELECOM
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e MinHopRanklIncrease = 256
e Compute the DoDAG

TELECOM
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RPL

s [0 Teoveeunn. 15......... 23. ... 31
Instance | version=0 Rank

SILLLS SIS SIS L7777 777

G MOHPreff DTSN |~ Flags | Reserved

(VI VNI 4

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

S O..vvvenn Teoveeunn. 15......... 23.. ..., 31
Instance | version=1 Rank

VAR R A4
|?E§§§§ “Reserved”

/1777277777777 7

G MORPref, DTSN |
/7

| DODAG ID

| (one of root’s IPv6 address)

Options

TELECOM

Bretagne



WVersion Number

RPL

s [0 Teoveeunn. 15......... 23. ... 31
Instance | version=1 Rank

SILLLS SIS SIS L7777 777

G MOHPreff DTSN |~ Flags | Reserved

(VI VNI 4

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

S O..vvvenn Teoveeunn. 15......... 23.. ..., 31
Instance | version=1 Rank

VAR R A4
|?E§§§§ “Reserved”

/1777277777777 7

G MORPref, DTSN |
/7

| DODAG ID

| (one of root’s IPv6 address)

Options

TELECOM

Bretagne



WVersion Number

RPL

s [0 Teoveeunn. 15......... 23. ... 31
Instance | version=1 Rank

SILLLS SIS SIS L7777 777

G MOHPreff DTSN |~ Flags | Reserved

(VI VNI 4

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

S O..vvvenn Teoveeunn. 15......... 23.. ..., 31
Instance | version=1 Rank

VAR R A4
|?E§§§§ “Reserved”

/1777277777777 7

G MORPref, DTSN |
/7

| DODAG ID

| (one of root’s IPv6 address)

Options

TELECOM

Bretagne



Instance

RPL

Minimize Delay Minimize Energy

Instance version Rank

SILLLS SIS SIS L7777 777

G MOHPreff DTSN |~ Flags | Reserved

(VI VNI 4

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

Minimize Delay Minimize Energy Global: for all LLN

Local: for a specific root
D=1: Destination

Instance version Rank

VAR R A4
|?E§§§§ “Reserved”

/1777277777777 7

G MORPreff DTSN |
//

| DODAG ID

| (one of root’s IPv6 address)

Options

TELECOM



Minimize Delay

RPL

Csiemol vt Towan

Minimize Energy

#2101 Upward traffic: DoDAG

Preferred

Parent

DODAG Version

Instance version y

Rank

/

G MOHPreff DTSN

/7

- Flags | Reserved

SLLILINS LSS

LIRS 27777777

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM
Bretagne

Filiere 2 EEEE
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Upward traffic: DoDAG

Preferred

TELECOM
Bretagne

Filiere 2 i mQI

DIO fields

[0 Teoveeenn. 15......... 23........ 31
Instance version Rank

SIS/ NS 7777777

G MORPreff DTSN | Flags | 7

VDI VIS

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

Bretagne
D0 GwemTown Fifere 2 5 7



DIO fields

Instance version Rank
ISR L7777
MOHPref| DTSN |~ Flags ~ | Reserved
VPP VIS

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

e ke

DIO fields

Instance version

=~ IS ILS SIS IR L7 777777
MOFPrefl DTSN | ~Flags | Reserved

L7777 77777827777277777

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM

Bretagne
D0 GwemTown Fifere 2 5 7



DIO fields

Instance

version

Rank

DIO fields

=~

-@E‘Pfef

IILS

DTSN [~ Flags

S/

IS AR R R aasd
7|~ Reserved”

(PSS VSIS E T4

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM
Bretagne

Filiere 2 ﬁﬁ

version

=

_ D¥SN | Flags

1777277

7’7787 7
| Reserved.

777

/

DODAG ID

(one of root’s IPv6 address)

Options

TELECOM
Bretagne

Filiere 2 ﬁggm'



Instance version Rank

G MORPreff DTSN | ~Flags | Reserved
/7

LSS/

DODAG ID

(one of root’s IPv6 address)

0x00 Padl - 0x01 PadN
0x02 DAG Metric Container
0x03 Routing Information
0x04 DODAG Configuration
0x08 Prefix Information

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁ?ﬁ&l

RPL

[0 Teoveeenn. 15......... 23........ 31
Instance version Rank

S/ LSS IR 7777777

G MORPref|l DTSN |~ Flags '~ | Reserved’

VPP VIS

| DODAG ID

| (one of root’s IPv6 address)

0x00 Padl - 0x01 PadN
0x02 DAG Metric Container
0x03 Routing Information
0x04 DODAG Configuration
0x08 Prefix Information

TELECOM

Bretagne
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RPL

0x02 [Length B) | Metric Data .
Route Information (from RFC 4191 Default Router Pref)
0x03 | Length (B) [Pref Lenght| ---pp--- 0., T, 15, . 23........ 31
o e [rpeeton ] Codemr T Checam
Prefix
Instance version Rank

S ILLS SIS IS IS 7777777

G MOHPreff DTSN |~ Flags | Reserved

(VI VNI 4

DODAG ID

(one of root’s IPv6 address)

0x00 Padl - 0x01 PadN
0x02 DAG Metric Container
0x03 Routing Information
0x04 DODAG Configuration
0x08 Prefix Information

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂﬁl

RPL

0x02 [Length (B)} | Metric Data .
Route Information (from RFC 4191 Default Router Pref)
0x03 | Length (B) [Pref Lenght| ---pp--- Oueennnn. T 15, 0., 23........ 31
e e [peios] Codent | Checm |
Prefix
Instance version Rank

DODAG Configuration

SLIII I/ 0 7777777

lags’~~|~ Reserved’

G MORPref, DTSN |
/7

0x03 14 ---A| PCS PIOIntDoubl
DIOIntMin. | DIORedun. MaxRanklIncrease
MinHopRankIncrease Obj. func. CP.
Reserved IDef. Lifetims Lifetime Unit | DODAG ID

| (one of root’s IPv6 address)

0x00 Padl - 0x01 PadN
0x02 DAG Metric Container
0x03 Routing Information
0x04 DODAG Configuration
0x08 Prefix Information

TELECOM

Bretagne
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RPL

0x02 |[Length B)f | Metric Data i
Route Information (from RFC 4191 Default Router Pref)
0x03 | Length (B) |[Pref Lenght| ---PP-—- [ FU Toiinnn T 23, ... 31
HEE [Pemton | Codent | Checm |
Prefix
Instance version Rank
DODAG Configuration //%////// S/ 77777
G MOHRPref| DTSN |~ Flags |~ .
0x03 14 [-—-A] PCS PIOintDoubl re 17 2% 01 B
DIOIntMin. | DIORedun. MaxRanklIncrease
MinHopRankIncrease Obj. func. CP.
Reserved I:)ef. Lifetimg Lifetime Unit Sl L
Prefix Information Option (from RFC 4861 Neighbor Discovery) (one of root’s IPv6 address)
0x03 | 30  [Pref Lenght] LAR- ----
Valid Lifetime
Preferred Lifetime 0x00 Padl - 0x01 PadN
0x02 DAG Metric Container
R d
Ssenve 0x03 Routing Information
Prefix 0x04 DODAG Configuration
0x08 Prefix Information

TELECOM
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RPL

0 Imin Imax
| : 5

%

%

v
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[m]cim]
Trickle

0 lmin / Imax

v

v

TELECOM
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0 Imin / Imax
|
|

v

v

v

TELECOM

WSE e e



[m]cim]
Trickle

0 lmin / Imax
| [ | i \
| [ | ‘
1
2
0 Imin / lmax
| - | i \
| s | ‘
1
2
0 Imin / Imax
| i | i \
[ - | -
1
2
T Ereisghe

Filiere 2 =EA il |

0 Imin / Imax
| [ | i 3
2
0 Imin / Imax
| - | i \
| s | -
1
2
0 Imin / ImaX
| i | i \
[ - | -
1
2

TELECOM

DSEEN e i



[m]cim]
Trickle

0 /min / Imax
| i : 3
[ 7 ‘
/\/\/I\—
2
0 In in / lmax
| | | i \
| ¥| [ 7
1
2
0 In in / Imax
| I 5 >
| ": | ‘
1
2
TELECOM
Bretagne

Filiere 2 ﬁgml

0 Imin / Imax
| [ | ; s
2
0 | = Imin
| | | \
[ — ‘
1
2
0 | = Imin
| | | \
1 1 ‘
1
2

TELECOM
Bretagne
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[m]cim]
Trickle

0 lminl Imax
| | i | i X
2
OI—Imin
NE >
M
2
OI—Imin
NR >
M
2

TELECOM
Bretagne

Filiere 2 EEEE

| \
[ [ | -
1
2
0 | = Imin
| | | \
| | | 7
g
2
0 | = Imm
| | | \
[ [ | -
N
2

TELECOM
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[m]cim]
Trickle

| \
| | 7
1
2
0 | = Imin
| | | \
[t | 4
1
2

TELECOM
Bretagne
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<=1 | .
[ | 7
1
2
0 | = Imin
| | | \
|t | 4
’\/Ll\r
2
0 | = Imin
| | | \
Lo} >
f\f;&
2
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[m]cim]
Trickle

| \
| | | -
1
2
0 | = Imin
| | | \
[t | -
1
2
0 | = Imin
| | | \
I | -
1
2
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| \
| | | -
1
2
0 | = Imin | = 2Imm
[ :
1 1
2 2
0 | = Imin | = 2Imm
| | | | | \
[ 4 | [ | -
1 1
2 2
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Instance | D--- --—— DAOSeq. Status.

(DODAG ID)

0x00 Padl - 0x01 PadN

0x05 RPL Target (multiple)

0x06 Transit Information (multiple)
0x09 RPL Target Descriptor

TELECOM
Bretagne

Filiere 2 ﬁgml

(DODAG ID)

0x00 Padl - 0x01 PadN

0x05 RPL Target (multiple)

0x06 Transit Information (multiple)
0x09 RPL Target Descriptor

TELECOM

Bretagne
D GwemTown Fifere 2 5 7



RPL

RPL Target (i.e. route or address)

0x05 I Length (B) IFIags:OxOOIPref Length

Target Prefix

Laurent Toutain

DODAGId is present

learned from DIO

0:0K, 1-127: select
other parent, 128-
255: reject

| (DODAG ID)

0x00 Padl - 0x01 PadN

0x05 RPL Target (multiple)

0x06 Transit Information (multiple)
0x09 RPL Target Descriptor

TELECOM
Bretagne

Filiere 2 ﬁﬁgm

RPL

RPL Target (i.e. route or address)

0x05 | Length (B) [Flags=0x00[Pref Length

Target Prefix

Transit Information (i.e. parent)

0x06 Length (B) | E--- ----

I Path ctrl

Path seq Path Lifetims

Parent address

Laurent Toutain

DODAGId is present

learned from DIO

0:0K, 1-127: select
other parent, 128-
255:  reject

(DODAG ID)

0x00 Padl - 0x01 PadN

0x05 RPL Target (multiple)

0x06 Transit Information (multiple)
0x09 RPL Target Descriptor

TELECOM

Bretagne

Filiere 2 BEIE



RPL

DODAGId is present 0:0K, 1-127: select
other parent, 128-

255: reject

RPL Target (i.e. route or address)

0x05 I Length (B) IFIags:OxOOIPref Length

learned from DIO
Target Prefix

Transit Information (i.e. parent)

0x06 Length (B) | E-=—— ---- I Path ctrl
Path seq Path Lifetimg

Parent address

| (DODAG ID)
Target Descriptor

0x06 ILength =4 Descriptor
" Descriptor (continued)

0x00 Padl - 0x01 PadN

0x05 RPL Target (multiple)

0x06 Transit Information (multiple)
0x09 RPL Target Descriptor

TELECOM

Bretagne
_ Laurent Toutain Filiere 2 —hd iy |

O..vvvenn Teoveeunn. 15......... 23.. ..., 31
Instance | D--- --——-— DAOSeq. Status.
(DODAG ID)

0x05 RPL Target (multiple)

a :: 1ID1p

TELECOM

Bretagne



RPL

a i 11Dy o Dy
a 1Dy a 11Dy

o 11Dy

[0 ”D11

a :: 1IDqg

a :: 1IDyp

Laurent Toutain

QRRRRRR

:: 1IDsg
22 1IDy3
2 1IDg
2 1IDg
2 1IDg
2 1IDg
2 1ID1o

Instance | D--- --—- DAOSeq. Status.
(DODAG ID)
0x05 RPL Target (multiple)
TELECOM
Bretagne

Filiere 2 ﬁggﬁ“

a :: 1ID1p

Laurent Toutain

Instance Status.

(DODAG ID)

0x05 RPL Target
0x06 Transit Information

TELECOM
Bretagne

Filiere 2 BEIE



RPL

DAO Non-Storing Mode

po@iadair Exc L’ 3" TP Ses Left
Comfom E[Pod | rwened

Laurent Toutain Filiere 2 ﬁggﬁ“

Upward traffic:

6L8Ré root

ORO
ORORO
ORORONORO,

TELECOM
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Upward traffic: DoDAG

ORORONORO,

M
s GwemTowsn Fiiere 2

Upward traffic: DoDAG

ORONORORO
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Upward traffic: DoDAG
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Upward traffic: DoDAG
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Upward traffic: DoDAG
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Upward traffic: DoDAG
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Upward traffic: DoDAG




ﬁ%ml Metrics

Node Metrics

Node State and Attributes Object
Purpose is to reflects node workload (CPU,
Memory...)
“Q" flag signals overload of resource
“A" flag signal node can act as traffic
aggregator

Link Metrics

Throughput Object
Currently available throughput (Bytes per
second)
Throughput range supported

Node Energy Object
“T" flag: Node type: 0 = Mains, 1 = Battery, 2 =
Scavenger
“I" bit: Use node type as a constraint (include/
exclude)
“E" flag: Estimated energy remaining

Latency
Constraint - max latency allowable on path
Metric - additive metric updated along path

Hop Count Object
Constraint - max number of hops that can be
traversed
Metric - total number of hops traversed

Link Reliability
Link Quality Level Reliability (LQL)
0=Unknown, 1=High, 2=Medium, 3=Low
Expected Transmission Count (ETX)
(Average number of TX to deliver a
packet)

Object can be used as metric and/or
constraint - metric can be additive/max/..

Laurent Toutain

Laurent Toutain

Link Colour
Metric or constraint, arbitrary admin value

TELECOM
Bretagne

Filiere 2 ﬁggml
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Constraint Application Protocol

HTTP is too heavy for LOWPAN

* TCP is not optimal (1 MSS windows)
* Demand a lot of parsing to understand HT TP request

" CoAP is based on UDP and defines:

* A simple message format easily processed by devices with
limited processing resources,

* A simple transport protocol to detect and correct packet losses,

° A way to query or store information on a node using the REST
paradigm,

* A way to discover resources inside a LOWPAN network.

CoAP includes a simple "transport” protocol

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂﬁl

CoAP

Based on client/server, usually:

* Server: Sensor/actuator having a value/action
* Client: Internet host/Gateway requesting a value/action

Defines 4 primitives:

* GET: client request a resource value

* PUT: client set assign a value to an already defined resource
* POST: client create a resource and set a value

° DELETE: client delete a resource

Resources are identified by URI

® Requests are cachable

TELECOM

_ Laurent Toutain Filiere 2 BEIE



' CoAP message format

Ver T TS clfssl foldel |det13il Message ID

Token (if any)

Options (if any)

11111111 Payload (if any)

TELECOM
Bretagne

9
_ Laurent Toutain Filiere 2 ﬁﬁgﬁﬂ

117 CoAP message format

clfssl | | |det13il Message ID

Token (if any)

Options (if any)

11111111 Payload (if any)

TELECOM

Bretagne
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CoAP

B2 coAP message format

Ver| T T | | detpil
Token (if any)
Options (if any)
11111111 Payload (if any)

Laurent Toutain

TELECOM
Bretagne

Filiere 2 EREE

17217l CoAP message format

CoAP

Ver| T

TS cI?ss |

ode
| | |det13|I

Message ID

Token (if any)

Options, (if any)

Laurent Toutain
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Transport protocol
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Simple case
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Simple case
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Simple case
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Simple case
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Simple case

TELECOM
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Asynchronous exchanges: TLV Token

v v

TELECOM

e e



Asynchronous exchanges: TLV Token

TELECOM
Bretagne

Filiere 2 EEEE

Asynchronous exchanges: TLV Token

TOken:1I2D:OX1234

Jowi |

TELECOM
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Asynchronous exchanges: TLV Token

TELECOM
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Periodic exchanges: TLV Observe

v v

TELECOM
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Periodic exchanges: TLV Observe
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Periodic exchanges: TLV Observe

TELECOM
Bretagne
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Large block Transfer exchanges: TLV Block

CON MID=0x1234 GET /statys

'ACK MID=0x1234 Block 0/1/128

TELECOM

Lt GwemTown Fiiere 2



Large block Transfer exchanges: TLV Block

CON MID=0x1234 GET /status

—ox1234 Block 0/1/128

ACK MID

TELECOM
Bretagne

Filiere 2 ﬁgml

Large block Transfer exchanges: TLV Block

Cco _
N MID=0x1234 GET /statys
'ACK MID=0x1234 Block 0/1/128
CON MID

=0x1235 GET /status Block 2/0/64

ACK MID=0x1235 Block 2/1/64

TELECOM

Lt GwemTown Fiiere 2



Large block Transfer exchanges: TLV Block

CON MID=0x1234 GET /status

ACK MID=0x1234 Block 0/1/128

CON MID=
D=0x1235 GET /statyus Block 2/0/64

/1/64

PEIUIN

ACK MID=0x1235 Block 2
CON MID—
D=0x1235 GgT /status Block 2 /0/64

'\CK MID=0x1235 Block 2/1/64

TELECOM
Bretagne

Filiere 2 ﬁﬂgm‘

TLV Block

Large block Transfer exchanges:

CON MID=0x1234 GET /statys

'ACK MID=0x1234 Block 0/1/128

CON MID=
D=0x1235 GET /statyus Block 2/0/64

ck 2/1/64

PEIUINN

ACK MID=0x1235 Blo
CON -~
M'D-0X1235 GET /Status Block 2/0/

'\CK MID=0x1235 Block 2/1/64

TELECOM
Bretagne
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TLV Block

Large block Transfer exchanges:

CON MID=0x1234 GET /status

ACK MID=0x1234 Block 0/1/128

CON MID=
D=0x1235 GET /statyus Block 2/0/64

/1/64

PEIUIN

ACK MID=0x1235 Block 2
CON MID=0x;
X1235 GET /statys Block 2/0,32

'ACK MID=0x1235 Block 2/1/82

TELECOM
Bretagne

Filiere 2 e

REST
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' REST Architecture

" 4 interactions:

“ URI

CoAP

GET (code 1 in CoAP header): The client requests the

information located on the server

POST (code 2): The client creates and stores the information

on a resource located in the server

PUT (code 3): The client stores information on a resource

based on the server

DELETE (code 4): The client removes a resource on the

SEerver.

coap://sensor.ex.com:61620/external/temp?max_value

Laurent Toutain

" CoAP URI coding

T=
CON

0OC=X code=1 (GET)

Message 1D

A=5|L=13

sensor.ex.com

A=1|L=8

external

A=0| L=4

temp

A=1|L=2

OxFOB4

A=1]|L=9

max_value

TELECOM
Bretagne
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GET coap://sensor.ex.com:61620/external/temp?max_value

Laurent Toutain
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HTTP Mapping

CoAP Client Proxy

v v

HTTP Mapping

HTTP Server

TELECOM
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HTTP Server

<
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HTTP Mapping

CoAP Client Proxy HTTP Server

TCP opening
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HTTP Mapping

CoAP Client Proxy HTTP Server

TCP opening
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HTTP Mapping

CoAP Client Proxy HTTP Server

ACK MID=01237 \ x

TCP opening

C LweTown Fiiere 2

HTTP mapping

CoAP Client Proxy

TCP opening

TELECOM
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HTTP mapping

Proxy

TCP opening

TELECOM
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HTTP mapping

Proxy

TCP opening
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HTTP mapping

TCP opening

TCP closing

TELECOM
Bretagne

Filiere 2 ﬁgml

Resource Discovery

TELECOM
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" Resource Discovery

“ Discover CoAP server and resources managed by them:

* Use multicast and DNS-SD (Service Discovery)
* Avoid multicast and servers describe their resources using a
standard representation.

~ Known as Web Linking (RFC 5988 )
— Link between resources.
— Do not confuse with IPv6 links

* Well known URI: .well-known/core (cf. RFC 5785 )

~ .well-known: defined by RFC 5988
~ core: name of the working group

* Response is structured following RFC 6690

TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁﬂﬁl

CoAP

Link = link-value-1list
link-value-list = [ link-value *[ "," link-value 1]

link-value = "<" URI-Reference ">" *( ";" link-param )
link-param = ( ( "rel" "=" relation-types )

/ ( "anchor" "=" DQUOTE URI-Reference DQUOTE )
/ ( "rev" "=" relation-types )

/ ( "hreflang" "=" Language-Tag )

/ ( "media" "=" ( MediaDesc

/ ( DQUOTE MediaDesc DQUOTE ) ) )

/ ("title" "=" quoted-string )

/ ("titlex" "=" ext-value )

/ ( "type" "=" ( media-type / quoted-mt ) )

/ ("rt" "=" relation-types )

/ ("if" "=" relation-types )

/ ( "sz" "=" cardinal )

/ ( link-extension ) )

TELECOM

Bretagne
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Link = link-value-list

link-value-list = [ link-value *[ "," link-value 1]
link-value = "<" URI-Reference ">" x( ";" link-param )
link-param = ( ( "rel" "=" relation-types )

/ ( "anchor" "=" DQUOTE URI-Reference DQUOTE )

</sensors>;ct=40;title="Sensor Index",
</sensors/temp>;rt="temperature-c";if="sensor",
</sensors/light>;rt="1ight-lux";if="sensor",
<http://www.example.com/sensors/t123>;anchor="/sensors/tem

"title" "=" quoted-string
/ ("titlex" "=" ext-value )
/ ( "type" "=" ( media-type / quoted-mt ) )
/ ("rt" "=" relation-types )
/ ("if" "=" relation-types )
/ ( "sz" "=" cardinal )

/ ( link-extension ) ) TELECOM

_ Laurent Toutain Filiere 2 ﬁﬁgﬁ“

CoAP

LLink = 1417 List of resources (URI) on the node

link-valu '," link-value 1]
link-value = "<" URI-Reference ">" *x( ";" link-param )

link-param = ( ( "rel" "=" relation-types )
/ ( "anchor" "=" DQUOTE URI-Reference DQUOTE )
/ ( "rev" "=" relation-types )

/ ( "hreflang" "=" Language-Tag )

/ ( "media" "=" ( MediaDesc

/ ( DQUOTE MediaDesc DQUOTE ) ) )

/ ("title" "=" quoted-string )

/ ("titlex" "=" ext-value )

/ ( "type" "=" ( media-type / quoted-mt ) )
/ ("rt" "=" relation-types )

/ ("if" "=" relation-types )

/ ( "sz" "=" cardinal )

/ ( link-extension ) )

TELECOM
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Link = link-value-list
link-value-list = [ link-value *[ "," link-value 1]

link-value = "<" URI-Reference ">" *( ";" link-param )
link-param = ( ( "rel" "=" relation-types )
/ ( "anchor" "=" DQUOTE URI-Reference DQUOTE )
/ ("rev" "=" relation-types )
/ ( "hreflang" "=" Language-Tag )

R / ("media" "=" ( MediaDesc

S/ ( DQUOTE MediaDesc DQUOTE ) ) )

O / ("title" "=" quoted-string )

L .

o / ("titlex" "=" ext-value )
/ ( "type" "=" ( media-type / quoted-mt ) )

o :

o) / ("rt" "=" relation-types )

© / ("if" "=" relation-types )

Y/ ("sz" "=" cardinal )

& / ( link-extension ) )

TELECOM
Bretagne
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CoAP

Link = link-value-list
link-value-list = [ link-value *[ "," link-value 1]
link-value = "<" URI-Reference ">" x( ";" link-param )

//////////////////////////////////////////////

B A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A AT AR AR T
7

link-param = ( (FEEEEEEIAE MRS
/ ( "anchor freaeny
/ ( "rev" "=" relation-types )
/ ( "hreflang" "=" Language-Tag )
X / ("media" "=" ( MediaDesc
S / ( DQUOTE MediaDesc DQUOTE ) ) )
O / ("title" "=" quoted-string )
L .
@ / ("titlex" "=" ext-value )
/ ( "type" "=" ( media-type / quoted-mt ) )
§ / ("rt" "=" relation-types )
© / ("if" "=" relation-types )
Y/ ("sz" "=" cardinal )
& / ( link-extension ) )

TELECOM
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CoAP

Link = link-value-list
link-value-list = [ link-value *[ "," link-value 1]
link-value = "<" URI-Reference ">" *( ":" link-param )

///////////////////////////////////////////

)‘)‘)‘l‘/‘/)‘)‘)')')‘)‘l‘/‘/)‘)‘)')‘)‘)‘I‘))‘)‘)';)‘)‘l‘l'))‘)‘)‘)‘)‘)‘l‘)‘r‘)‘{)‘)‘

link-param = ( (FEEREEEHEBNIGE IR
/ ( "anchor ﬁ'afgmlrﬁen)two resources

</sensors>;ct=40;title="Sensor Index",
</sensors/temp>;rt="temperature-c";if="sensor",
</sensors/light>;rt="1ight-lux";if="sensor",
<http://www.example.com/sensors/t123>;anchor="/sensors/temp"
;rel="describedby",
</t>;anchor="/sensors/temp";rel="alternate"

/ ( "title" "=" quoted-string )

/ ("titlex" "=" ext-value )

/ ( "type" "=" ( media-type / quoted-mt ) )
/ ("rt" "=" relation-types )

/ ("if" "=" relation-types )
/ (
/ (

ez W= I
link-extension ) )

RFC 6690 RFC 5988
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Link = link-value-list
link-value-list = [ link-value *[ "," link-value 1]
link-value = "<" URI-Reference ">" x( ";" link-param )

link-param = ( ( "rel" "=" relation-types )
/ ( "anchor" "=" DQUOTE URI-Reference DQUOTE )
/ ( "rev" "=" relation-types )
/ ( "hreflang" "=" Language-Tag )
X / ("media" "=" ( MediaDesc
S / ( DQUOTE MediaDesc DQUOTE ) ) )
o / ("titlex" "=" ext-value )
/ ( "type" "=" ( media-type / quoted-mt ) )
§ / ("rt" "=" relation-types )
© / ("if" "=" relation-types )
Y/ ("sz" "=" cardinal )
& / ( link-extension ) ) resecon
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Grammar

RFC 6690 RFC 5988

N e e

Link = link-value-list
link-value-list = [ link-value *[ "," link-value ]]

link-value = "<" URI-Reference ">" x( ";" link-param )
link-param = ( ( "rel" "=" relation-types )
/ ( "anchor" "=" DQUOTE URI-Reference DQUOTE )

</sensors>;ct=40;title="Sensor Index",
</sensors/temp>;rt="temperature-c";if="senso
</sensors/light>;rt="1light-lux";if="s !
<http://wuw.example.com/sen
;rel="describedby

/ ("title'

/ ( "titlex" "=" ext-value )

/ ( "type" "=" ( media-type / quoted-mt ) ) .
/ ("rt" "=" relation-types )

/ ("if" "=" relation-types )

/ ( "sz" "=" cardinal )

/ ( link-extension ) ) S—

Grammar

RFC 6690 RFC 5988

Csiens | GwemTown Fiiere 2

Link = link-value-list
link-value-list
link-value = "<"
link-param = ( (

/ ( "anchor" "="

/ ( Ilrevll n—=n rel

/ ( "hreflang" "3

/ ( llmediall n=n (

/ ( DQUOTE MediaD

/ ("title" "=" ed-string)
/ ( "title*'ext—value )

/ ( "typelA=" ( media-type / quoted-mt ) ) .
/ ("rt¥"=" relation-types )

/ ("if" "=" relation-types )

/ ( "sz" "=" cardinal )

/

( link-extension ) )
TELECOM



Grammar

Link = link-value-list
link-value-list
link-value = "<"
link-param = ( (
( "anchor" "="
( "rey" "=" rell
( "hreflang" "4
( "media" "=" (
( DQUOTE MediaD
( "title" "=" o4 4

W
//

( "if**"="relation-types )
( "sz" "=" cardinal )
( link-extension ) )
TELECOM

N e e

YN N N N N U N Y
~
o
=
ot
=
®
*

RFC 6690 RFC 5988

Grammar

Link = link-value-list
link-value-list
link-value = "<"
link-param = ( (

( "anchor" "="

( Ilrevll n—=n rel
( "hreflang" "4
( llmediall n=n (

( DQUOTE MediaD
( "title" "=" o6
A

RFC 6690 RFC 5988

NN NS N T OSSN NS NN NN N

( link-extensi
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IPSO Application framework

Function Set Root Path | Resouce Type
Device /dev ipso.dev
General Purpose 10 | /gpio ipso.gpio
Power /pwr ipSO.pwr

Load Control /load ipso.load
Sensors /sen ipso.sen

Light Control /It ipso.lt
Message /msg ipso.msg
Location /loc ipso.loc
Configuration /cfg ipso.cfg

TELECOM
Bretagne

Filiere 2 ﬁggﬁ“

Laurent Toutain

CoAP
Type Path RT IF Type Unit
Manufacturer /dev/mfg ipso.dev.mfg rp s
Model /dev/mdl ipso.dev.mdl p s
Hardware Revision /dev/mdl/hw ipso.dev.mdl.hw p s
Software Version /dev/md/sw ipso.dev.mdl.sw rp s
Serial /dev/ser ipso.dev.ser rp s
Name /dev/n ipso.dev.n P, rp s
Power Supply /dev/pwr/# ipso.dev.pwr rp e[0, 1, 2]
Power Supply Voltage /dev/pwr/# /v ipso.dev.pwr.v s d \
Time /dev/time ipso.dev.time P, 1P i s
Uptime /dev/uptime ipso.dev.uptime s i s

Laurent Toutain

TELECOM
Bretagne

Filiere 2 BEIE



IPSO Application framework: Sensor

Type Path RT IF Type Unit
Motion /sen/# ipso.sen.mot s i
Motion Status /sen/# [status ipso.sen.mot.status s b
Contact /sen/# ipso.sen.con s i
Contact Status /sen/# /status ipso.sen.con.status s b
Generic /sen/# ucum.unit s d

TELECOM
Bretagne

H%m2ﬁgﬂ“

Data representation

® plain/text
“ application/senML+JSON

{neu:[

np'. "voltage", ngn. O, DAL "V", "y": 120.1 ,
np". "current", ngne. O, " nAn’ ny"e 1.2 ]’
"bn": "urn:dev:mac:0024befffe804ff1/"

}

TELECOM
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Inverting the pipes

Existing proprietary Multiple applications share common
‘stand alone’ vertical applications infrastructure, data and resources
M2M M2M Business IM2M Business| M2M Business|
Business i 1 Application 2 A {
Application
> | Application Infrastructure |
Existing I Network Infrastructure |
ICT
Infrastructure

Converged Network
IP & mobile infrastructure

<\ > Gateways /
;) concentrators

= ch)
Dedicated i~&
[ M2m 1 M2m J [ M2M J

Device Device Device

Source: HP

loT (M2M, REST, Alex) SAV @ Vannes

Outline

* ETSI M2M - introduction
— Architecture
— Terminology
* How are things named (objects, APIs, interfaces)
— Example framework mapping
* ETSI M2M — use case with lamps
— Example
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ETSI M2M — entities and domains

Simple M2M Architecture

? Capillary
O @ ! Network 2

. AR
i . e | ,“i
", : X/
Operator 0 9 llﬁ"::
platform
Networks and .appllca_t!ons dom in ice domain
. . ‘. 5
Client : | *o, &
Application &

loT (M2M, REST, Alex) SAV @ Vannes

Applications

SP networks m @ ax0 Gexenamion Dﬂ. ’ P
thispan a;::; FoROW T wimax

(access, core) -

M2M area J"‘"’ ' 3
Network u,,,,,.m, K R @“.‘.’::‘.‘"‘ RFlD ’}_/:1
Example for metering
MM ‘ . . ‘ . ‘ applications
Device
Source: ALU
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Prefixes = Gateway, Device or Network

application ETSI M 2 M -

middleware = Cloud = ...

devi .
S?:erService Capabilities (think API) refe rence pOI nts

Simple M2M Architecture

Capillary

Cloud

platform

Client
Application

.
.
*e
.
*e
.
‘e
.
.
e
.
‘e
.
0
‘e
.
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ETSI M2M SC functional architecture
framework

M2M
M2M Application

; Stage 3
Application for MaM R1
D P
» L e

-

-

1
1
- . !
dla 4‘- « 1
1
-
1
I = \ / =
M2M '
Service f
Capabilities ) l:- —,\llé
Routin
: SC7 / Functiogn sC3
' I \
1
.
; SC6 -)"I\— SC4
' SC5
mild M2M SERVICE CAPABILITIES

Core network function,

D ‘ based on existing standards I’
Communication Modules (3GPP, ETSI, TISPAN, IETF...)
RE
RK B

M2M DEVICE/ CORE co
GATEWAY DOMAIN NETWO!
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Service Capabilities (SCs)

x can stand for: N for network, G for gateway or D for device

Application enablement (xAE) - provides a single APl interface to applications

Generic communication (xGC) - manages all aspects pertaining to secure-transport session
establishment and teardown, as well as interfacing with bearer services provided by the core network

Reachability, addressing, and repository (XRAR) - provides storage capability for state associated to
applications, devices, and gateways and handles subscriptions to data changes

Communication selection (XCS) provides network and network bearer selection for devices or gateways
that are reachable via multiple networks or multiple connectivity bearers for example, WiFi, or GPRS.

Remote entity management (XREM) - provides functions pertaining to device/gateway lifecycle
management, such as software and firmware upgrade and fault and performance management

Security (xSEC) implements bootstrapping, authentication, authorization, and key management.
Interfaces with an M2M authentication server (MAS) to obtain authentication data.

History and data retention (xHDR) - stores records pertaining to the usage of the M2M SCs. xHRD may
be used for law enforcement purposes such as privacy

Transaction management (XTM) - manages transactions
Compensation broker (xCB) - manages compensation transaction

Telco operator exposure (XTOE) - provides access, via the same API used to access the SCs, to
traditional network operator services, such as SMS, MMS, and location.

Interworking proxy (xIP) - allows a non-ETSI-compliant device to interwork with the ETSI standard

loT (M2M, REST, Alex) SAV @ Vannes

Mapping reference points to different

deployment scenarios

Legacy case 1 §
\\d ,“ .
SS out of scope)
D RS
~
~
S ~
Casel dla A Network
mld ~ .
DSCL Domain

~N
G -
£ g s ~
N
Legacy case 2 X ,\‘@lit :)f scope) I % -
~ ~ ~
~ ~
~
SCL

D ~
Case 2 - dla *iL mld NP

i ’
dl
_— (out of scope) 4

Legacy case 3 (d)&¢------- > DIP | mld
hae DSCL

K
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What about REST?

* ETSI M2M is RESTful

— All “things” are resources manipulated with 4 simple
actions — GET, PUT, POST, DELETE

— A resource is identified uniquely via an URI
* URI = string of type schema:blahblahblah

— A resource has a representation of a valid Internet media
type (e.g. JSON, XML)

— All metadata is hypertext

* Think of every SCL as a book

— It can be edited, and the only thing it can contain are
“simple” values and references to other books

— Only its not linear (pages are hierarchical — URI)

loT (M2M, REST, Alex) SAV @ Vannes

Resource tree overview

Remote SCL registered

p— Well-known
to this <sclBase> resource
scl contan\ers | I groups \ | | accessRights | subscriptions discovery
[y
“attribute™ “Attribute™ D " "
<subscription>
<cogtainer>
<§roup> *ccessRighp
subscriptions
<contairgrAnnc> <adgessRight . =
<groypAnnc> nne>

<locationCor\fain

“attribute” [subsciptions

<locationContai
rAnnc>

ontainers

registered
applications

“attribute

il

groups .
subscriptions permission:

applications

selfPermissior
members

accessRights

subscriptions

Announced
applications

subscriptions

membersConten!

subscriptions
mgmtObjs

notificationChannels notificationCh

Manage M2M
area networks
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Use case — Lights

House perimeter ETSI M2M compliant

Service Platform

Smartphone and
app as remote
lights controller

Source:
ETSI M2M application developers guideline

loT (M2M, REST, Alex) SAV @ Vannes

Mapping to ETSI M2M

Light 1

Home gateway

Network
ETSI M2M compliant application
Service Platform running on a
smartphone
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Reference points

* mila

— allows an application to access the M2M SCs in the
network and applications domains

e dla

— allows an application residing in an M2M device to access
the different M2M SCs in the same M2M device or in an
M2M gateway

— allows an application residing in an M2M gateway to
access the different M2M SCs in the same M2M gateway

* mid

— allows an M2M device or M2M gateway to communicate
with the M2M SCs in the network and applications domain
and vice-versa

loT (M2M, REST, Alex) SAV @ Vannes

1. Registration

DA1 DA2 GA1 GSCL1 NSCL1 NA1

GSCL S .
registration ' Registration of GSCL1
i to NSCL1

POST /nscl1/scls HTTP/1.1

Host: http://m2m.provider1.com:9000
From: gscl1

Content-Type: application/xml
Content-Length: 247

<xml>

<scl sclld="gscl1”>

<expirationTime>2014-05-10T12:02:45.000+02:00</expirationTime> <searchStrings>
<searchString>LIGHT_GSCL</searchString>

</searchStrings>

<link>http://m2m.provider2.com:9000/gscl1</link> [=] nscl1

</scl>

</xml> = applications
201 Created nal
Content-Location: http://m2m.provider1.com:9000/nscl1/scls/gscl1 Content

Content-Length: 0 (| sds

rights creation

gsd1
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DA1

2. Initial resource creation

= J, gsdl
. accessRights

=

=

=

| s =] . contentInstances
, applications \, CIO
= |, da1l = |, subscriptions
| containers . S2
= 4 LIGHT1 B gal
= |, containers
= |, contentInstance 5 1 LIGHTS
. CI0 = |, contentInstances
=] 1. subscriptions ., CI0
i S1 = J. subscriptions

DA2 GA1 GSCL1
LIGHTS container
creation | | ceeemmemee e
) i Containers are
LIGHT1 container i created in GSCL1
creation > with a service specific |
. i search string e.g.
LIGHT2 container ! LIGHT_SINGLE and
creation > AR1 access rights
Clcontent | |
Instance creation p»|  Content instances
CI2 content are created under
instance creation containers with
> initial light states
S0 subscribe
creation | .
S1 subscribe i Subscriptions to
creation i content instance
P»| | modifications are
S2 subscribe i created under
creation 1 containers with
> i initial light states

loT (M2M, REST, Alex) SAV @ Vannes

NSCL1

NA1

Resource tree for GSCL1 under

sclBase/

=, da2
=] |. containers
= J. LIGHT2

, SO
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S|

. sds
, nsd1

S

S

. applications

, nal



3. Discovery and get state phase

DA1 DA2 GA1 GSCL1 NSCLA NA1
¢ NAT1 discovery of ‘
i container ! Discovery (GET)
i resources stored | ¢
i in GSCL1 with a { URIs of discovered resources
i service specific ! are returned to NA1 ’
\ searchstringe.g. |
i LIGHT_SINGLE 3
________________________ . LIGHT1 GET state
' NA1 retrieves the | < -
| latest stored 3 LIGHT1 state on/off is
! content instance of returned to NA1 >
i discovered
i containers
1 representing the
! light states i < LIGHT2 GET state
LIGHT2 state on/off is
returned to NA1 >
loT (M2M, REST, Alex) SAV @ Vannes
hanging th
4. Changing the state
DA1 DA2 GA1 GSCL1 NSCL1 NA1
Notify to DA1 the
LIGHT1 latest .
modification that is Creation of a LIGHT1
executed to the content instance with
< controlled light | new state
Notify to DA2 the
LIGHT2 latest
modification that is Creation of a LIGHT2
executed to the content instance with
controlled light 4 new state on/off
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Turning on a light from the phone

POST /gscl1/applications/da1/containers/LIGHT1/contentinstances HTTP/1.1
Host: http://m2m.provider2.com:9000
From: http://m2m.provider1.com:9000/applications/na1
Content-Type: application/xmi
Content-Length: 117
<xml>
<contentinstance>
<content> <textContent>ON</textContent>
</content>
</contentinstance>
</xml>

201 Created

Content-Location: http://m2m.provider2.com:9000/gscl1/applications/da1/
containers/LIGHT 1/contentinstances/CI3 Content-Type: application/xml
Content-Length: 0
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Reading the state of a light

GET /gscl1/applications/da1/containers/LIGHT 1/contentinstances/latest HTTP/1.1
Host: http://m2m.provider2.com:9000

From: http://m2m.provider2.com:9000/applications/ga1

Accept: application/xml

200 Ok

Content-Type: application/xml

Content-Length: 458

<xml>

<contentlnstance id="http://m2m.provider2.com:9000/gscl1/applications/da1/
containers/LIGHT 1/contentinstances/CI2”>
<creationTime>2013-05-12T12:03:30.000+02:00</creationTime>
<lastModifiedTime>2013-05-12T12:03:30.000+02:00</lastModified Time>
<contentTypes>

<contentType>text/plain</contentType> </contentTypes> <contentSize>62</
contentSize> <content>

<textContent>OFF</textContent> </content>

</contentinstance>

</xml>
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